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Analytic Brief

China has expanded its military and cyber capabilities to challenge U.S. influence in the Indo -Pacific. The
People's Liberation Army (PLA) has modernized its naval, air, missile, and cyber forces while integrating
artificial intelligence (Al) and quantum technology into warfare operations. Cyber intrusions,
disinformation campaigns, and electronic warfare tactics reinforce China's asymmetric approach,
ensuring dominance before a conventional conflict begins.

The People's Liberation Army (PLA), Strategic Support Force (SSF), Ministry of State Security (MSS), and
PLA Cyber Warfare Units lead China's military and cyber expansion. State-sponsored hacking groups,
cyber militias, and private-sector intelligence operatives extend China's offensive cyber capabilities while
maintaining plausible deniability.

China has shifted from territorial defense to global force projection. The PLA Navy (PLAN) operates three
aircraft carriers, modern destroyers, and nuclear-powered ballistic missile submarines (SSBNs) capable
of extended deployments. The PLA Air Force (PLAAF) fields next-generation stealth fighters and long-range
bombers with expanded reach. The PLA Rocket Force (PLARF) has deployed hypersonic glide vehicles and
nuclear-armed missiles desighed to neutralize U.S. and allied deterrence strategies. The Strategic Support
Force (SSF) conducts Al-driven cyber warfare, satellite jamming, and psychological operations to
destabilize adversaries before kinetic engagements occur.

China's force modernization and cyber warfare integration shift the balance of power in the Indo-Pacific. A
growing Chinese blue-water navy challenges U.S. naval dominance. Taiwan faces a credible invasion
threat with PLA forces primed for rapid deployment. Cyber-attacks on U.S. defense networks, financial
institutions, and critical infrastructure create vulnerabilities that cannot be countered through
conventional military force. The combination of hypersonic weapons, electronic warfare, and Al-enabled
cyber operations forces adversaries into a reactive posture, limiting strategic options.

China has accelerated military expansion due to geopolitical tensions, internal economic pressures, and
advancements in cyber warfare capabilities. The PLA's force structure aligns with a preemptive strategy to
deter U.S. intervention in a Taiwan conflict. The rapid development of Al-driven cyber intrusion tools and
quantum decryption technology grants China an edge in network warfare. The deployment of new aircraft
carriers and nuclear submarines signals readiness for sustained maritime operations beyond the first
island chain.

China's military and cyber strategy has already altered regional security dynamics. Increased PLA naval
patrols in the South China Sea challenge U.S. and allied freedom of navigation operations. Al-generated
disinformation campaigns have manipulated Taiwanese elections and Western political discourse. Cyber
intrusions targeting U.S. military contractors have extracted sensitive weapons development data. Joint
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military exercises with Russia, Iran, and North Korea demonstrate a willingness to coordinate global power
projection.

China will continue integrating cyber warfare, electronic warfare, and Al-driven disinformation into military
doctrine. The PLA's doctrine indicates a shift toward network-centric warfare, where cyber dominance
enables precision strikes and electronic suppression of adversary forces. Future satellite-based quantum
communication networks will further secure China's cyber resilience while degrading U.S. intelligence-
gathering capabilities. A Taiwan invasion scenario remains a strategic possibility, with the PLA refining its
rapid joint-force operations for a high-speed amphibious assault.

Gaps exist in understanding China's real-time decision-making process during military crises. Intelligence
on China's Al-driven cyber warfare advancements remains incomplete, particularly regarding its ability to
automate persistent cyber intrusions. The full extent of quantum decryption capabilities remains
unknown, making it difficult to assess when China might render current encryption methods obsolete.
Additional intelligence is needed on PLA operational planning for a potential Taiwan conflict, strategic
missile launch authority, and the full integration of electronic warfare into conventional operations.

Introduction

Asingle map can reveal the structural foundation of military power. In this case, the geographic distribution
of China's armed forces serves as the launch point for a deeper investigation into the People's Liberation
Army (PLA) and its evolving role in military and cyber warfare. The strategic posture displayed across
China's five theater commands, the modernization of its military branches, and the integration of cyber
warfare within conventional operations reflect a systematic approach to geopolitical competition.

Patterns in China's military expansion suggest an unwavering commitment to shaping the security
environment in its favor. The People's Liberation Army Ground Force (PLAGF), Navy (PLAN), Air Force
(PLAAF), Rocket Force (PLARF), and Strategic Support Force (SSF) operate as a coordinated structure,
reinforcing Beijing's position in the Indo-Pacific and beyond. Military deployments suggest forward-leaning
operations that prepare for contingencies in Taiwan, the South China Sea, and border regions with India.
The integration of cyber warfare into traditional military strategy reflects a doctrinal shift toward multi-
domain operations, where digital, kinetic, and psychological warfare aligns to neutralize adversaries before
open conflict arises.

The map depicting China's force distribution highlights a methodical expansion across land, sea, air,
space, and cyberspace. Hypersonic missile deployments and nuclear deterrence assets reinforce anti-
access/area-denial (A2/AD) strategies designed to counter U.S. and allied forces. The expansion of naval
capabilities from coastal defense to blue-water operations signals a transition toward sustained maritime
power projection. The transformation of ground forces from massed formations to highly mobile,
mechanized strike units indicates a shift in operational doctrine favoring rapid deployment and joint
warfare. Cyber warfare and electronic operations have become embedded in every facet of China's military
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strategy, ensuring that network infiltration, Al-driven cyber operations, and satellite-based intelligence
form the backbone of modern conflict.

The analysis of China's military balance in 2025 demands a structured, intelligence-driven approach to
decipher patterns, trends, and tendencies shaping Beijing's strategic direction. Understanding the PLA's
composition, force structure, and cyber warfare capabilities allows for a predictive assessment of China's
future moves. The use of advanced analytical techniques, including the Adaptive Threat Calibration and
Risk Indexing (ATCRI) model, Adversarial Cognitive Load Simulation (ACLS), Adversarial Cognitive
Simulation (ACS), and Adversary Threat Vector Analysis (ATVA), provides a quantifiable methodology to
assess the severity, likelihood, and operational impact of China's actions.

The following analysis examines each sentence and section of the provided intelligence, dissecting China's
military and cyber operations to reveal how strategic planning, force modernization, and cyber warfare
integration define its ambitions. Every piece of data contributes to a larger picture—a blueprint of how
China intends to assert dominance in military, economic, and cyber domains. Understanding the roadmap
that China follows requires analyzing not just the forces it deploys but the mindset behind its decision-
making, the methods used to achieve strategic objectives, and the risks it is willing to take. The PLA's force
posture does not exist in isolation. It reflects a long-term vision that seeks to establish regional control,
deter intervention, and shape the global order in Beijing's favor.
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CHINA'S
ARMED FORCES

Figure 1 https--//www.iiss.org/publications/the-military-balance/2025/the-military-balance-2025/

The map provides a detailed depiction of the deployment of China's military forces across its territory,
breaking down the structure of the People's Liberation Army (PLA) across its five major branches--

e PLAGround Forces (PLAGF)
e PLANavy (PLAN)

e PLAAir Force (PLAAF)

e PLARocket Force (PLARF)

e Strategic Support Force (SSF)

The list includes theater commands, personnel strength, and the distribution of key military assets such
as aircraft, naval vessels, missile systems, and mechanized units.

PLA Structure and Deployment

China's armed forces are organized into five theater commands--
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e Eastern Theater Command - Focused on Taiwan and the East China Sea.

¢ Southern Theater Command — Manages disputes in the South China Sea.

¢ Western Theater Command - Covers Tibet, Xinjiang, and border regions with India.

e Northern Theater Command - Responsible for North Korea and Russian border areas.
e Central Theater Command - Protects Beijing and Central China.

Each command has land, air, and naval units, with a focus on regional threats and strategic goals.

PLA Ground Forces (PLAGF)

e Personnel Strength-- Estimated between 975,000 and 1 million active soldiers.

¢ Main Equipment--

O

©

O

o

Main Battle Tanks (MBTs)-- Approximately 5,000-6,000, including Type 99A, Type 96, and
older models.

Armored Fighting Vehicles (AFVs)-- Over 6,000, including ZBD-04 Infantry Fighting Vehicles.
Artillery Systems-- 12,000+ self-propelled and towed artillery pieces.

Rocket Artillery-- Over 3,000 Multiple Launch Rocket Systems (MLRS).

e Deployment--

o

o

O

Heavily concentrated along Taiwan-facing provinces (Fujian, Guangdong, Zhejiang).
Significant mechanized and armored units stationed near India (Tibet and Xinjiang).
Rapid reaction forces stationed near Beijing and the Central Theater Command.

Key Deployment Focus--

¢ Heavy concentrations in border areas with India and Mongolia.
e Alarge force presence in Fujian and Zhejiang provinces, directly across from Taiwan.
e Astrong presence in Tibet and Xinjiang, emphasizing internal security and border defense.

PLA Navy (PLAN)

e Personnel Strength-- Around 300,000.
e Main Fleet--

O

o

o

o

o

Aircraft Carriers-- 3 (Liaoning, Shandong, and Fujian).

Destroyers & Frigates-- Over 50 destroyers and 45 frigates.

Submarines-- Around 65-70, including nuclear-powered ballistic missile submarines
(SSBNs).

Amphibious Assault Ships-- Increasing number of Type 075 LHDs.

Coastal Defense & Missile Boats-- Large numbers stationed near Taiwan.

e Regional Deployment--

o

O

Copyright 2025

Eastern Theater Command-- Most naval forces positioned for Taiwan contingencies.
Southern Theater Command-- South China Sea control with increased base presence at

Hainan.
Northern Theater Command-- Focused on North Korea and the Bohai Sea.
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PLA Air Force (PLAAF)

e Personnel Strength-- Estimated 395,000.
e Main Aircraft--
o Fighter Jets-- Over 1,500, including J-20 stealth fighters, J-16 multirole jets, and older J-10s.
o Bombers-- Approximately 120-150, including H-6K strategic bombers.
o Transport Aircraft-- Y-20 fleet expanding for strategic airlift.
o Drones & UAVs-- Rapidly expanding fleet, including reconnaissance and attack drones.
¢ Deployment--
o Eastern China (Taiwan Strait)-- Main concentration of 5th-generation aircraft.
o Western China (India Border)-- Airbases fortified with advanced radars and J-16 fighters.
o South China Sea Islands-- Extended air patrols supported by refueling tankers.

PLA Rocket Force (PLARF)

e Personnel Strength-- Approximately 120,000.
e Main Capabilities--
o Intercontinental Ballistic Missiles (ICBMs)-- Around 350 nuclear warheads, with growing
deployment of DF-41 missiles.
o Medium & Short-Range Missiles-- DF-21 and DF-26 deployed for regional strikes.
o Hypersonic Missiles-- DF-17 units deployed, primarily facing Taiwan and U.S. assets in the
Pacific.
o Anti-Ship Ballistic Missiles (ASBMs)-- Designed to threaten U.S. aircraft carriers deployed
along the coast.
¢ Key Bases--
o Northern China houses the bulk of China's ICBM arsenal.
o Eastern and Southern Theater Commands are equipped with DF-26 and DF-17 missiles for
regional deterrence.

Strategic Support Force (SSF)

e Personnel Strength-- Estimated 175,000.

e Key Responsibilities--
o Cyber operations and electronic warfare.
o Satellite operations and space-based intelligence.
o Information warfare and psychological operations.

China's cyber warfare capabilities are managed through the Network Systems Department, targeting
U.S., Taiwanese, and regional military networks.

Key facilities are concentrated in Beijing, Sichuan, and Guangdong.

Copyright 2025 Treadstone 71 WWW.TREADSTONE71.COM

Page8



THeadstone—7/ fr@
Patterns, Trends, and Tendencies

Patterns shaping China's military expansion follow a methodical design that extends across missile
technology, naval power, cyber warfare, and force deployments. A deliberate restructuring of strategic
assets confirms a calculated push to alter the balance of power in the Indo-Pacific. Militaryadvancements
prioritize deterrence and operational superiority, ensuring that the People's Liberation Army (PLA)
maintains the initiative in any regional conflict. The integration of emerging technologies with traditional
force projection highlights a shift toward sustained strategic control rather than reactive defense.

Missile advancements illustrate a clear sequence of modernization, where hypersonic glide vehicles,
intercontinental ballistic missiles (ICBMs), and anti-access/area-denial (A2/AD) systems form a layered
deterrence network. Naval development follows a structured transition from coastal defense to blue-water
capabilities, placing China in direct competition with the United States. Ground forces mirror this shift by
moving away from mass infantry formations toward mechanized, high-mobility strike units capable of
expeditionary warfare.

Cyber and electronic warfare reveal an institutionalized pattern of digital dominance, where persistent
infiltration, Al-driven decision-making, and space-based intelligence integration form the backbone of
modern operations. Deployments along strategic theaters reflect an interconnected system, with the
Eastern and Southern Theater Commands preparing for confrontation while the Northern and Central
Commands reinforce internal security and long-range deterrence. Across every domain, China's force
structure reflects a deliberate effort to establish dominance before a conflict emerges.

Patterns in China's Military Expansion

China's military development follows distinct patterns that span multiple domains, reflecting a deliberate
approach to strategic dominance. Investments in hypersonic missile technology, nuclear modernization,
and anti-access/area-denial (A2/AD) capabilities emphasize a focus on negating U.S. military superiority.
The expansion of naval forces from coastal defense to blue-water operations aligns with a broader shift
toward sustained maritime power projection. Military deployments in the Taiwan Strait and South China
Sea reinforce a pattern of forward positioning designed to deter foreign intervention while consolidating
territorial claims. Ground forces have transitioned from mass infantry formations to mechanized and highly
mobile strike units, demonstrating an emphasis on expeditionary warfare. The growth of cyber and
electronic warfare capabilities reflects an institutionalized approach to digital dominance, where Al-driven
operations and information warfare have become embedded in China's national security strategy.

Patterns in force posture indicate a synchronized effort to achieve dominance across multiple warfare
domains. Missile developments, space-based targeting systems, and anti-satellite capabilities integrate
with traditional military assets, ensuring that China does not rely solely on conventional force projection.
Naval modernization follows a sequence that begins with amphibious warfare enhancements before
transitioning toward carrier-based power projection. Cyber operations have evolved from intelligence-
gathering into offensive capabilities that directly influence global infrastructure, financial systems, and
political institutions.

Copyright 2025 Treadstone 71 WWW.TREADSTONE71.COM

Page9



THeadstone—7/ fr@

Strategic geography further defines China's military patterns. Eastern and Southern Theater Commands
position forces near high-priority conflict zones, while Northern and Central Theater Commands reinforce
internal security and external deterrence. The distribution of missile forces follows a pattern in which
medium- and intermediate-range systems remain concentrated in coastal provinces, while
intercontinental ballistic missiles (ICBMs) are stationed further inland to protect them from preemptive
strikes. Military integration between conventional and asymmetric forces demonstrates a pattern of
combined operations, where electronic and cyber warfare softens adversary defenses before kinetic
engagements occur.

Trends Emerging from These Patterns

Patterns observed in China's military expansion reveal trends that shape long-term strategic objectives.
Missile advancements demonstrate a trend toward overcoming traditional deterrence models, particularly
through hypersonic glide vehicles and MIRV-equipped ICBMs. The focus on A2/AD systems establishes a
trend in which China seeks to push U.S. and allied forces further from its maritime periphery. Increased
naval deployments beyond the first island chain reveal a trend of sustained maritime presence, where
Chinese warships conduct extended operations in the Indian Ocean, Pacific, and beyond.

The growing complexity of military exercises signals a trend toward integrating air, naval, cyber, and space
assets into coordinated warfighting strategies. Drills near Taiwan emphasize first-strike capabilities, while
operations in the South China Sea demonstrate China's intent to normalize its military presence in
contested waters. The expansion of artificial island fortifications follows a trend in which Beijing creates
de facto military bases under the guise of civilian infrastructure, blurring the line between peacetime
posturing and active defense preparation.

Cyber and electronic warfare trends indicate an increasing reliance on Al-driven operations. Persistent
cyber intrusions into Western networks reveal a shift from espionage toward operational cyber warfare,
where PLA-affiliated units test offensive capabilities against financial institutions, infrastructure, and
military systems. Space-based intelligence and reconnaissance enhancements indicate a growing
dependency on satellite networks to direct military operations in real-time. Quantum computing research
points to a long-term trend in which China seeks to render traditional encryption methods obsolete,
granting it an advantage in intelligence collection and cyber warfare.

Ground force modernization trends reflect a transition toward rapid deployment of high-mobility warfare.
The downsizing of traditional infantry units aligns with a shift in doctrine that prioritizes highly mechanized,
precision-strike forces. The integration of airborne, marine, and special operations unitsinto joint exercises
suggests a trend toward developing expeditionary capabilities beyond China's immediate borders. Border
fortifications in Tibet and Xinjiang highlight an effort to strengthen logistical supply chains and rapid
response forces in contested regions, particularly in areas where tensions with India remain high.
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Tendencies Driving Strategic Decisions

Emerging trends define the tendencies shaping China's military decision-making. The continued
investment in hypersonic and nuclear deterrence capabilities signals a tendency to prioritize strategic over
tactical dominance, ensuring that adversaries face multiple layers of escalation risk before engaging in
conflict. The reliance on A2/AD systems reflects a tendency toward denying adversaries operational
freedom within China's near seas, reinforcing Beijing's perception that control over maritime access routes
is non-negotiable.

A long-standing tendency to assert territorial claims through incremental militarization remains evident in
the South China Sea. Artificial island expansions, permanent military installations, and extended naval
patrols confirm a pattern where China establishes control through sustained presence rather than outright
conflict. The integration of amphibious assault ships, airborne troops, and mechanized strike units
suggests a tendency toward high-intensity conflict preparedness, particularly regarding Taiwan.

Cyber warfare tendencies demonstrate a preference for preemptive digital disruption over kinetic
engagement. Long-term infiltration into Western infrastructure suggests that China's cyber strategy views
information dominance as a necessary precursor to any future conflict. The combination of Al-driven cyber
campaigns with electronic warfare assets reflects a tendency to blend digital and electronic attacks into
conventional operations, ensuring that adversaries face operational paralysis before physical hostilities
begin.

Naval tendencies indicate a commitment to blue-water naval expansion, where power projection
capabilities extend beyond immediate territorial disputes. Nuclear submarine patrols reaching the mid-
Pacific suggest a shift in deterrence posture, ensuring that China maintains a credible second-strike
capability. The development of large-deck aircraft carriers reinforces a tendency toward long-term naval
parity with the United States, signaling a belief that maritime dominance remains essential for great power
status.

Strategic tendencies guiding the Central and Northern Theater Commands point to a preference for
internal stability and external deterrence. Missile installations in Inner Mongolia and Heilongjiang suggest
a long-term focus on Arctic and Pacific security considerations, ensuring that China monitors potential
adversary incursions into its northern periphery. The Central Theater Command's emphasis on nuclear
command-and-control assets confirms atendency toward consolidating strategic military oversight within
Beijing's core leadership structure, reducing the likelihood of decentralized decision-making in times of
crisis.

Summary

Patterns in China's military expansion reveal a deliberate and calculated approach to achieving regional
and global power. Missile advancements, naval modernization, and cyber integration establish a
foundation for multi-domain warfare, ensuring that Beijing controls escalation dynamics in any potential
conflict. Emerging trends demonstrate a shift toward sustained maritime power projection, digital warfare
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dominance, and high-mobility expeditionary capabilities. Strategic tendencies confirm a preference for
escalation control, territorial assertion, and long-term deterrence, reinforcing China's commitment to
reshaping the balance of power in the Indo-Pacific.

China's military evolution does not follow a reactionary model but instead adheres to long-term strategic
planning designed to shape the geopolitical environment before a confrontation occurs preemptively.
Every investment in military infrastructure, every cyber operation, and every strategic deployment follows
a blueprint that seeks to redefine power relationships on Beijing's terms. The PLA's force structure,
modernization efforts, and operational focus reveal a nation preparing not just for conflict but for sustained
geopolitical dominance in every domain where competition unfolds.

China's Military Forces Comparison 2025

China has developed a military and cyber force structure that balances traditional warfare capabilities with
advanced digital operations. Personnel numbers across the People's Liberation Army (PLA), Strategic
Support Force (SSF), and cyber units reflect a system designed for multi-domain dominance. Ground
forces remain the largest branch, but naval and air forces have expanded to support global force
projection. Rocket forces provide strategic deterrence through nuclear and hypersonic missile
capabilities, while cyber divisions operate in parallel to disrupt adversary networks and ensure information
superiority.

A shift toward integrated warfare has placed cyber operations alongside conventional forces, solidifying
their role in modern conflict. Military units under the PLA Ground Force (PLAGF), Navy (PLAN), Air Force
(PLAAF), and Rocket Force (PLARF) receive direct support from cyber divisions, ensuring that China retains
the ability to disrupt enemy operations before kinetic engagements begin. The SSF acts as the PLA's digital
command, leading efforts in electronic warfare, artificial intelligence-driven cyber attacks, and network
infiltration. The Ministry of State Security (MSS) complements military efforts through intelligence
collection, politicalinterference, and industrial espionage. State-backed hacker groups and cyber militias
provide an additional layer of asymmetrical warfare, operating outside traditional military structures while
advancing national security objectives.

China's cyber forces operate on a scale that rivals traditional military branches. Cyber personnel,
numbering more than 180,000 across the SSF, MSS, PLA Cyber Warfare Units, and private-sector militias,
conduct offensive cyber warfare, disinformation campaigns, and strategic network intrusions. The
Network Systems Department under the SSF leads global cyber operations, while MSS-backed Advanced
Persistent Threat (APT) groups target foreign governments, defense contractors, and multinational
corporations. PLA cyber units focus on military-specific disruptions, ensuring that adversary
communication, navigation, and logistics remain vulnerable.

Comparative assessments of China's kinetic and cyber forces reveal a coordinated approach where
physical and digital battlespaces merge into a unified militarydoctrine. The PLA's restructuring efforts have
established an adaptable, technology-driven force capable of operating across land, sea, air, space, and
cyberspace. Cyber integration has reinforced China's anti-access/area-denial (A2/AD) strategy, securing
Copyright 2025 Treadstone 71 WWW.TREADSTONE71.COM
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national interests in the Taiwan Strait, the South China Sea, and the broader Indo-Pacific region.

Investments in quantum computing, artificial intelligence, and electronic warfare systems suggest a long-
term strategy aimed at securing dominance in conventional and non-conventional conflicts.

China's military expansion extends beyond traditional force projection. The deliberate enhancement of
cyber, missile, naval, and electronic warfare capabilities suggests an effort to dictate the future of modern
warfare. Every military deployment, cyber operation, and technological advancement reflects a calculated
move toward establishing global influence through comprehensive military superiority.

Branch Personnel Strength||Main Equipment

PLA Ground Forces (PLAGF) 975000 5,000+ Tanks, 6,000+ AFVs, 3,000+ MLRS

PLA Navy (PLAN) 300000 3 Carriers, 50+ Destroyers, 70+ Submarines

PLA Air Force (PLAAF) 395000 1,500+ Fighters, 120+ Bombers, UAV Fleet

PLA Rocket Force (PLARF) 120000 350+ Nuclear Warheads, Hypersonic Missiles, ASBMs

China's Military Personnel Distribution (2025)

China's Military Personnel Distribution (2025)

PLA Ground Forces (PLAGF)

PLA Mavy (PLAN)

PLA Air Force (PLAAF)

Military Branch

PLA Rocket Force (PLARF)

Strategic Support Force (55F)

0.0 0.2 0.4 0.6 0.8 1.0
Personnel Strength led

China's Cyber Forces and Units (2025)

China's Strategic Support Force (SSF) and related cyber warfare divisions have evolved into one of the
most formidable cyber operations structures globally. The Network Systems Department (NSD), under
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the SSF, is responsible for cyber espionage, electronic warfare, information warfare, and network attacks.
These cyber units operate alongside the PLA's cyber divisions, the Ministry of State Security (MSS), and
China's state-backed hacker groups.

1. Strategic Support Force (SSF) — Network Systems Department
e Estimated Personnel-- 75,000-100,000
e Core Responsibilities--
o Cyber Warfare-- Offensive and defensive operations against military and civilian
infrastructure.
Signals Intelligence (SIGINT)-- Monitoring global and regional communications.
Electronic Warfare (EW)-- Jamming and disrupting adversary networks and radars.
Al-Driven Cyber Operations-- Integration of Al in hacking operations, deepfake propaganda,
and real-time threat assessment.
o Key Units--
o Unit 61716 (Beijing-based, cyber-espionage and intelligence gathering).
o Unit 61726 (Advanced persistent threat [APT] operations, targeting the U.S. and regional
military).
o Unit 61786 (Electronic warfare and satellite signal disruption).

2. Ministry of State Security (MSS) Cyber Units

e Estimated Personnel-- 25,000+ (combined across APT groups and intelligence operations).

e Core Responsibilities--
o Industrial espionage-- Targeting foreign defense, energy, and technology sectors.
o Political interference-- Disinformation campaigns, social media manipulation.
o Foreign hacking operations-- Targeting the U.S., Japan, Taiwan, EU, and India.

e Key Units--
o APT31 (Zirconium)-- Focused on intelligence collection from foreign governments.
o APT40 (Periscope/Leviathan)-- Maritime intelligence collection, especially in the South

China Sea.

o APT27 (Emissary Panda)-- Focused on military and defense-related cyber operations.

3. PLA Cyber Warfare Units (PLA Cyber Command)
e Estimated Personnel-- 40,000+

e Core Responsibilities--
o Military cyber operations-- Disrupting adversary command-and-control systems.
o Defensive cyber security-- Protecting Chinese military networks from foreign intrusion.

o Advanced cyber capabilities-- Research on quantum encryption, Al-powered cyber threats.

e Key Units--
o Unit 61398 (Shanghai-based, global cyber espionage, affiliated with PLA Third
Department).

o Unit 61486 (Advanced cyber operations, industrial control system attacks).
Unit 61580 (Tactical military cyber warfare, regional conflicts like Taiwan and the South

China Sea).

4. Civilian-Military Cyber Integration (China's Cyber Militia)
e Personnel Strength-- Estimated 15,000-20,000
Copyright 2025 Treadstone 71 WWW.TREADSTONE71.COM

Page1 4



THeadstone—7/ ﬁ@

e Roles--
o University & Private Sector Collaboration-- Cyber militias trained through universities and
government partnerships.
Corporate Espionage-- Leveraging private-sector talent for intelligence collection.
State-Backed Hacking Groups-- Deep Panda, Mustang Panda, and Hafnium conducting
intelligence and ransomware operations.

China's Cyber Warfare Capabilities

Estimated - .
Cyber Force Core Responsibilities Notable Units
Personnel
SSF - Network Systems Offensive/Defensive cyber warfare, SIGINT, Al Unit 61716, Unit 61726, Unit
75,000 - 100,000 -
Department cyber operations 61786
y Espionage, disinformation, hacking foreign
MSS Cyber Units 25,000+ APT31, APT40, APT27
govts
: e " 2 Unit 61398, Unit 61486, Unit
PLA Cyber Warfare Units 40,000+ Military cyber attacks, network disruption 61580
Cyber Militia & Private - ; . . Deep Panda, Mustang
15,000 - 20,000 ||University-trained hackers, corporate espionage ]
Sector Panda, Hafnium
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China's Cyber Warfare Focus for 2025

¢ Taiwan Operations-- Cyber preemptive strikes on Taiwanese government, infrastructure, and
military networks.

¢ U.S. and NATO Targets-- Industrial espionage, political interference, and hacking into U.S. defense
contractors.

e South China Sea-- Disrupting adversary naval and air operations through cyber means.

¢ Quantum Cryptography-- Research into post-quantum cryptographic techniques to counter
Western cyber advancements.

e Al-Driven Cyber Threats-- Increasing reliance on Al-powered hacking tools, deepfake
misinformation campaigns, and cyber-psychological operations.

China's Cyber Warfare Personnel Distribution (2025)

China's Cyber Warfare Personnel Distribution (2025)

55F - Network Systems Dept

M55 Cyber Units

PLA Cyber Warfare Units

Cyber Warfare Units

Cyber Militia & Private Sector

o 20000 40000 G0000 80000 100000
Personnel Strength
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China's Military and Cyber Forces Personnel Distribution (2025)
China's Military and Cyber Forces Personnel Distribution (2025)
PLA Ground Farces
PLA Navy
PLA Air Force
PLA Rocket Force

Strategic Support Farce

I'III

Forces

S5F - Network Systems Deptp

M55 Cyber Units

PLA Cyber Warfare Units B

Cyber Militia & Private Sectorf

0.0 0.2 0.4 0.6 0.8 L0
Parsonnel Strength laG

The first visualization represents China's Cyber Warfare Personnel Distribution (2025), showing the
estimated personnel strength across different cyber-focused units, including the Strategic Support Force
(SSF), Ministry of State Security (MSS), PLA Cyber Warfare Units, and Cyber Militia/Private Sector-backed
hackers.

The second visualization combines China's Military and Cyber Forces Personnel Distribution, illustrating
how cyber capabilities fit within the broader structure of the PLA. While traditional military branches such
as the PLA Ground Forces, Navy, and Air Force dominate in personnel numbers, cyber warfare has a
growing role within the SSF and PLA Cyber Units.

These charts provide a clear comparative overview of China's kinetic and non-kinetic military power in
2025. Let me know if you need additional breakdowns or assessments of specific units.

Summary

China's military force structure balances traditional warfare with advanced cyber operations, ensuring
dominance across multiple domains. Ground forces remain the largest branch, but naval and air forces
have expanded to support regional and global power projection. The PLA Rocket Force (PLARF) enhances
strategic deterrence through nuclear and hypersonic capabilities, reinforcing China's ability to challenge
adversaries in the Indo-Pacific.

Cyber warfare has transitioned from a supporting role to a fully integrated combat function. The Strategic
Support Force (SSF), Ministry of State Security (MSS), and PLA Cyber Warfare Units operate in coordination
with conventional forces, ensuring that cyber disruptions weaken enemy defenses before kinetic
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engagements begin. Cyber militias and state-backed hacker groups provide additional offensive
capabilities, targeting foreign infrastructure, military networks, and global supply chains.

Military modernization efforts prioritize a fusion of cyber, space, and conventional forces. The integration
of artificialintelligence, electronic warfare, and quantum computing suggests a long-term strategy focused
on preemptive digital superiority and multi-domain operations. Missile forces stationed along China's
coastal provinces reinforce an anti-access/area-denial (A2/AD) strategy, while expanded naval
deployments demonstrate a commitment to blue-water operations and extended force projection.

Every aspect of China's military restructuring reflects a deliberate push to redefine global power dynamics
through cyber and conventional force integration. The synchronization of kinetic and non-kinetic
capabilities ensures that China shapes the future of warfare on its terms, securing strategic objectives
before open conflict arises.

China's Cyber Warfare Infrastructure-- Military and State-Controlled Operations

China's cyber forces operate under multiple military and state-backed units, each specializing in specific
aspects of cyber warfare, intelligence gathering, network infiltration, and electronic warfare. These units
function under the broader command of the Strategic Support Force (SSF), the Ministry of State Security
(MSS), and PLA-affiliated cyber warfare divisions. Their focus includes cyber espionage, industrial and
military intelligence collection, network warfare, and disinformation campaigns. Each unit has distinct
operational mandates, but together, they form one of the most advanced and aggressive cyber warfare
ecosystems in the world.

The Strategic Support Force (SSF) - Network Systems Department serves as the core of China's military
cyber capabilities. Established in 2015 as part of the PLA's modernization reforms, it consolidates China's
electronic warfare, cyber warfare, and network defense capabilities under a single entity. The department
executes offensive and defensive cyber operations against foreign militaries, governments, and private
industries. Cyber-attacks on U.S. defense contractors, Western financial institutions, and Taiwanese
infrastructure often originate from SSF-backed hackers. Within this department, Unit 61716,
headquartered in Beijing, functions as an elite cyber intelligence team that conducts advanced persistent
threat (APT) operations. The unit primarily targets military networks, command-and-control systems, and
Western intelligence agencies. Unit 61726, also under the SSF umbrella, focuses on penetrating adversary
critical infrastructure, including energy grids, transportation networks, and communication systems. In
recent years, this unit has specialized in exploiting vulnerabilities in industrial control systems, allowing for
potential sabotage of foreign military operations. Another key division, Unit 61786, oversees electronic
warfare and satellite signal interference, enhancing China's ability to disrupt enemy reconnaissance and
missile guidance systems.

The Ministry of State Security (MSS) Cyber Units operate in parallel to the SSF but focus on foreign
intelligence gathering, corporate espionage, and disinformation. Unlike the SSF, which primarily serves the
military, MSS cyber units infiltrate political, economic, and technological targets worldwide. They play a

crucial role in intellectual property theft, stealing classified information from Western corporations and
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research institutions. One of the most notorious MSS-backed hacking teams, APT31 (Zirconium), conducts
cyber intrusions into government databases, election systems, and policy research institutions. The unit
specializes in gathering intelligence on Western political strategies, military advancements, and
diplomatic negotiations. Another MSS-backed group, APT40 (Periscope/Leviathan), focuses on maritime
intelligence operations, targeting U.S. naval assets, defense contractors, and allies in the Indo-Pacific
region. The unit frequently compromises entities involved in South China Sea security policies and naval
infrastructure. A third major MSS cyber unit, APT27 (Emissary Panda), concentrates on military and defense
sector intrusions, with a history of attacking aerospace firms, arms manufacturers, and logistics networks
supporting U.S. military operations in Asia.

The PLA Cyber Warfare Units function as direct extensions of China's military cyber strategy. These units
coordinate offensive cyber operations against adversary armed forces and provide cyber support for PLA
kinetic operations. Unit 61398, operating from Shanghai, is one of the most well-documented Chinese
military hacking teams and has been linked to high-profile cyber espionage campaigns against U.S.
corporations, Western governments, and defense infrastructure. The unit primarily exploits software
vulnerabilities to gain persistent access to sensitive networks. Another critical cyber warfare division, Unit
61486, specializes in advanced cyber exploitation techniques, including zero-day vulnerabilities and
industrial sabotage. The unit focuses on compromising satellite communications, space-based
intelligence, and the aerospace sector. Unit 61580, which operates under the PLA's Western Theater
Command, is tasked with cyber operations against India and regional military adversaries. It engages in
electronic warfare missions, targeting military communication nodes and logistics systems along China's
western borders.

China's Cyber Militia and Private Sector Units provide additional depth to its cyber warfare capabilities.
These groups operate under indirect government sponsorship, often collaborating with Chinese
universities and state-backed technology firms. Many of China's most advanced cyber-espionage tools
originate from this sector. The Cyber Militia, a semi-official force of trained hackers, conducts cyber
operations against Western financial institutions, media organizations, and government agencies. These
groups are often used for deniable operations, giving Beijing plausible deniability while still carrying out
large-scale cyber-attacks. Several state-affiliated hacking groups, such as Deep Panda, Mustang Panda,
and Hafnium, specialize in intelligence collection, ransomware attacks, and cyber-enabled psychological
warfare. These groups have been implicated in spreading disinformation during Western elections,
disrupting supply chains, and attacking cloud computing services.

China's cyber forces have evolved into a highly integrated network of state-sponsored units, military
divisions, and private-sector cyber militias. The SSF's Network Systems Department provides the PLA with
cyber warfare superiority. MSS cyber units focus on long-term espionage and intelligence operations, PLA
cyber warfare units handle direct military network attacks, and cyber militias and private contractors
engage in deniable operations againstforeign infrastructure. Together, these units enable China to conduct
cyber warfare at a strategic, operational, and tactical level, shaping modern conflicts through a blend of
cyber espionage, electronic warfare, and disinformation.
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China's cyber forces are structured to operate in a three-layered strategic approach, blending cyber
espionage, cyber warfare, and information control to achieve national security objectives. These
operations do not exist in isolation but rather function in coordination with PLA military doctrine, hybrid
warfare strategies, and China's broader geopolitical goals.

The Strategic Support Force (SSF) - Network Systems Department executes long-term cyber infiltration
operations targeting adversary military networks, satellite communications, and command-and-control
structures. The primary goal is to compromise foreign defense systems well before a military conflict
arises, ensuring that China can disable or disrupt enemy operations in a future crisis, including embedding
sleeper malware in foreign military infrastructure, exploiting software vulnerabilities in critical defense
networks, and hijacking satellite navigation systems. PLA doctrine increasingly emphasizes Al-driven
cyber warfare, where autonomous algorithms can adapt and execute attacks in real-time, reducing the
need for human intervention. SSF-backed units are integrating quantum cryptography and advanced
artificial intelligence into their cyber warfare platforms, ensuring that China remains ahead in the cyber
arms race.

The Ministry of State Security (MSS) Cyber Units expand China's non-military cyber warfare capabilities,
focusing on economic dominance and geopolitical intelligence collection. These units play a direct role in
intellectual property theft, financial cyber warfare, and political subversion. MSS cyber teams target
multinational corporations, stealing trade secrets and research data to boost Chinese state-owned
enterprises. China's rapid advances in military aviation, semiconductor technology, and pharmaceuticals
have been heavily influenced by MSS cyber theft operations. MSS cyber teams also engage in financial
cyber warfare, infiltrating global banking systems to monitor and manipulate financial transactions. China
has explored using cyber tools to disrupt Western stock markets, interfere with global supply chains, and
control digital financial ecosystems. MSS cyber operations also extend to election interference and public
perception manipulation, where bots, Al-driven deepfake technology, and social media networks are used
to shape narratives in Taiwan, the United States, and Europe.

The PLA Cyber Warfare Units provide direct military cyber support in potential conflicts. Unlike SSF cyber
divisions that focus on long-term infiltration, PLA cyber units are designed for immediate tactical
disruption. These units target enemy logistics, disable power grids, compromise battlefield
communication networks, and disrupt missile guidance systems. The integration of cyber warfare into
military doctrine allows the PLA to preemptively weaken an adversary before conventional military forces
engage in combat. PLA cyber teams have developed offensive cyber weapons capable of disabling U.S.
and allied naval operations in the Indo-Pacific. The includes tools designed to interfere with GPS systems,
jam enemy radars, and launch denial-of-service attacks against adversary naval command centers. In a
Taiwan conflict scenario, China's cyber forces would attempt to shut down Taiwan's critical infrastructure,
disable its military command networks, and spread disinformation to cause internal chaos before an
invasion begins. The combined use of cyber warfare, electronic warfare, and missile strikes would give
China an asymmetric advantage in modern warfare.
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China's Cyber Militia and Private Sector Units function as an expansion force that extends China's cyber
capabilities into areas where direct government involvement is either too costly or politically sensitive. The
Cyber Militia consists of state-sponsored hackers trained through China's leading universities and
technology firms. These individuals are embedded within state-owned telecommunications firms, Al
research centers, and private cybersecurity firms, allowing them to conduct espionage, cyber-attacks, and
disinformation campaigns while appearing independent from the government. Private-sector hacking
groups like Deep Panda, Mustang Panda, and Hafnium specialize in cyber-enabled economic warfare,
including financial system manipulation, intellectual property theft, and ransomware attacks on Western
infrastructure. These groups are given state protection in exchange for conducting deniable cyber
operations on behalf of China's strategic interests.

China's hybrid cyber warfare strategy integrates Al-driven cyber attacks, quantum computing-based
cryptography, and large-scale disinformation operations into a unified cyber doctrine. The use of deepfake
technology, generative Al, and automated hacking tools has allowed China to conduct large-scale cyber
operations at an unprecedented speed and scale. The ultimate goal is full-spectrum dominance in
cyberspace, ensuring that China can damage adversary networks, manipulate global information flows,
and control digital infrastructure without ever needing to engage in conventional warfare.

In a future conflict scenario, China's cyber forces would act as a first-strike weapon, disabling enemy
defenses, controlling global narratives, and ensuring that military operations proceed without digital
resistance. The continued expansion of cyber warfare capabilities within the SSF, MSS, PLA Cyber Units,
and private cyber militias highlights China's long-term strategy to achieve cyber superiority in military,
economic, and geopolitical domains.

Treadstone 71's New and Unique Structured Analytic Techniques

ATCRI Analysis of China's Military and Cyber Warfare Capabilities (2025)

The Adaptive Threat Calibration and Risk Indexing (ATCRI) model provides a quantitative assessment of
China's military and cyber warfare threats, integrating real-time recalibration, impact weighting, and
adversarial behavior modeling. The analysis applies all ATCRI methods, formulas, and procedures to
measure the severity, likelihood, and operational impact of China's military and cyber operations.

Step 1-- Threat Categorization and Variable Assignment

Each threat category is assigned a threat vector (TV) score, reflecting its capability, intent, and likelihood
of execution. The following categories are analyzed using ATCRI's structured weighting system--
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Assigned L .
Threat Category . Weighting Justification

Variable
Hypersonic & Missile v China's rapid development of hypersonic missiles (DF-17, DF-41, DF-26) and
Threats ! nuclear MIRV technology threaten U.S. and allied strategic assets.

L Expansion of blue-water capabilities, aircraft carriers, and submarine patrols
Naval Force Projection TV, o . .
enhances China's ability to challenge U.S. naval dominance.

Cyber Warfare (PLA Cyber v China's cyber warfare strategy, targeting U.S. defense infrastructure, Taiwan's
Units & SSF) 8 networks, and global financial systems, poses an asymmetric threat.
Al & Quantum Warfare v Integration of Al-driven cyber threats, deepfake disinformation, and post-
Capabilities = quantum encryption research increases China's long-term strategic advantage.
Military Disinformation & v MSS cyber units, APT groups, and PLA cyber militias actively manipulate Western
Cognitive Warfare > media, elections, and economic perceptions to destabilize adversaries.

Each threat vector (TV) receives a quantitative threat probability score (P) and an impact severity score
(S), weighted based on operational impact analysis.

Step 2: Threat Probability and Severity Scoring

Probability (P) Calculation:

_C+I

=3

Where:
* C (Capability Score) measures technical sophistication of the threat.

* | (Intent Score) measures China’s strategic intent to execute the threat.

Severity (S) Calculation:

~D+O+R
-

S

Where:
* D (Disruption Score) measures potential infrastructure/military disruption.
* O (Operational Impact Score) quantifies damage to military readiness.

* R (Recovery Complexity Score) measures difficulty in mitigating the impact.
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ATCRI Probability and Severity Scoring Matrix

Capability ||{Intent |[Threat Disruption |[|Operational Recovery Severity
Threat Category . .
(C) (1 Probability (P) ||(D) Impact (O) Complexity (R) |[|(S)
TV,-- Hypersonic & Missile
9.5 8.8 9.15 9.2 8.7 8.4 8.77
Threats
TV,-- Naval Force Projection 8.2 7.6 7.90 7.8 7.4 7.0 7.40
TV,-- Cyber Warfare (PLA
9.8 9.5 9.65 9.7 9.3 9.2 9.40
Cyber & SSF)
TV,-- Al & Quantum Warfare
= 8.9 8.6 8.75 8.5 8.3 8.1 8.30
Capabilities
TV,-- Military Disinformation
i, 9.2 9.0 9.10 9.4 9.1 8.8 9.10
& Cognitive Warfare

Step 3: Threat Risk Index Calculation

The Threat Risk Index (TRI) is calculated using:

TRI=Px S

Where higher TRI values indicate higher risk levels.

Threat Category Threat Probability (P)||Severity (S)|[Threat Risk Index (TRI)
TV,-- Hypersonic & Missile Threats 9.15 8.77 80.26
TV,-- Naval Force Projection 7.90 7.40 58.46
TV,-- Cyber Warfare (PLA Cyber & SSF) 9.65 9.40 90.71
TV,-- Al & Quantum Warfare Capabilities 8.75 8.30 72.63
TV,-- Military Disinformation & Cognitive Warfare 9.10 9.10 82.81

Step 4-- Threat Prioritization and Impact Assessment

ATCRI Priority Ranking Based on TRI Scores
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Threat TRI . L
Threat Category Strategic Implication
Rank Score
1 Cyber Warfare (PLA Cyber & 90.71 Highest asymmetric risk due to network infiltration, Al-driven attacks,
SSF) ' and battlefield integration.
o Military Disinformation & 89 81 Large-scale Al-driven disinformation, deepfake operations, and
Cognitive Warfare ' electoral manipulation.
3 Hypersonic & Missile Threats 80.26 ||Strategic first-strike potential, MIRV capability, and A2/AD denial zones.
4 Al & Quantum Warfare 2263 Long-term quantum cryptography, Al-automated cyber threats, and
Capabilities ' post-quantum encryption research.
e Expansion of carrier groups, nuclear submarines, and maritime A2/AD
5 Naval Force Projection 58.46 ]
operations.

Step 5: Real-Time Recalibration Model

ATCRI accounts for threat evolution by recalibrating TRI scores in response to intelligence updates.
Using the Real-Time Recalibration Model (RTRM):

TRIH_EH.- — TRIeu.-:r*re-n.t X

Where:
* AT = Increase in threat activity (based on new intelligence)

* T _base = Initial intelligence baseline

Threat environments evolve as adversaries refine their capabilities, shift tactics, and integrate emerging
technologies. The Real-Time Recalibration Model (RTRM) ensures that the Threat Risk Index (TRI)
dynamically adjusts in response to intelligence updates, enabling real-time decision-making for threat
prioritization. The step ensures that new intelligence, technological advancements, and adversary
operational shifts modify TRI scores rather than relying on static assessments.

RTRM Formula and Methodology

The Real-Time Recalibration Model (RTRM) adjusts TRI scores using the formula--
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Where--

¢ TRI_new = Updated threat risk index after recalibration
e TRI _current = Initial TRI score before recalibration

¢ AT (Change in Threat Activity Score) = Measured increase in threat activity based on new
intelligence

e T_base (Initial Intelligence Baseline Score) = Original intelligence data used for TRI calculations

AT is calculated using--

(NewlIntelligenceScore — PreviousIntelligenceScore)

AT = x 100

PreviousIntelligenceScore

The ensures
that even minor increases in threat activity result in proportional adjustments to TRI, while rapid
advancements or escalations trigger exponential recalibration.

RTRM Example-- Escalation in China's Cyber Warfare Capabilities
Scenario--

A new intelligence update reveals that China's PLA Cyber Warfare Units (Unit 61398, Unit 61486, and
MSS-backed APTs) have successfully infiltrated Western satellite communication networks,
compromising global positioning (GPS) and military navigation systems. Their infiltration increases their
capability and intent scores significantly.
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Step 1: Identify the Baseline TRI for Cyber Warfare (PLA Cyber & SSF)

From Step 4, the initial Threat Risk Index (TRI) for cyber warfare was:

TRI, current — 90.71

Step 2: Calculate AT (Change in Threat Activity Score)

* Previous Intelligence Score: 85 (Based on historical cyber capabilities)

* New Intelligence Score: 92 (Increase due to demonstrated capability in satellite hacking)

(92—-8) . _ T _ 8.949
5 X100 = o= x 100 = 8.24%

AT =

Step 3: Apply RTRM Formula

8.24°
TRIpew = 90.71 x (1 + 100 )

TRI,e0, = 90.71 x 1.0824
TRI,,, = 98.16

Step 4-- Interpretation

China's cyber warfare Threat Risk Index (TRI) increased from 90.71 to 98.16, signifying that new
intelligence indicates a more severe, active, and immediate threat. The recalibration adjusts intelligence
priorities in real-time, signaling the need for immediate countermeasures against cyber disruptions in
satellite and military navigation systems.

RTRM Example-- Naval Force Projection Escalation
Scenario--

Satellite reconnaissance identifies that China's Type 003 Fujian aircraft carrier has completed its full sea
trials ahead of schedule and is now preparing forimmediate operational deployment. Additionally,
satellite imagery confirms the deployment of Type 094 ballistic missile submarines deeperinto the
Pacific, signaling increased naval deterrence.
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Step 1: Identify the Baseline TRI for Naval Force Projection

From Step 4, the initial TRI for Naval Force Projection was:

TRIcu.rrEn.t — 5846

Step 2: Calculate AT

* Previous Intelligence Score: 70 (Naval readiness was projected for 2026)

* New Intelligence Score: 78 (Fujian operational deployment moved to 2025)

(78 — 70) 8
.&T = — 1 = — ¥ 1 — 11.4 f/'f
70 x 100 70 00 37

Step 3: Apply RTRM Formula

11.43
T In.eu: — ! 1
R 58.46 x ( + 100 )

TRI,ew = 58.46 x 1.1143

TRIpew = 65.12

Step 4-- Interpretation

The TRI for Naval Force Projection increases from 58.46 to 65.12, meaning China's naval threat now
presents a significantly higher risk. Intelligence assessment teams would need to reevaluate the Indo-
Pacific naval strategy, increase forward-deployed assets, and reassess carrier group movements in the
South China Sea and Indian Ocean.

Key Insights from RTRM Analysis
1. Real-Time Decision-Making

o ATCRI allows adaptive intelligence updates, ensuring that strategic, cyber, and military
threats are continuously reassessed.

o If China accelerates its cyber warfare, missile testing, or naval deployments, TRl scores
update immediately, prioritizing intelligence resources where risk has escalated the
fastest.

2. Proportional Threat Escalation
Copyright 2025 Treadstone 71 WWW.TREADSTONE71.COM

Page27



THeadstone—7/ fr@

o A10% increase in threat capability does not necessarily equate to a 10% increase in TRI
due to compound risk factors.

o If a previously lower-priority threat sees rapid technological advances, it can surpass
kinetic threats in real-time assessments.

3. Strategic Resource Allocation

o Intelligence teams can immediately shift resources to monitor PLA cyber groups if satellite
hacking incidents increase.

o Naval force tracking adjusts dynamically based on new surveillance of Chinese carrier
strike groups.

4. Operational Implications for Military Readiness

o Cyberrecalibration (98.16 TRI) suggests urgent military cybersecurity upgrades and
increased counter-intelligence operations against PLA-affiliated cyber units.

o Naval recalibration (65.12 TRI) signals growing maritime strategic risk, requiring increased
surveillance of Chinese aircraft carrier groups and SSBN deployments.

Final on RTRM Use in ATCRI Analysis

The Real-Time Recalibration Model (RTRM) ensures that ATCRI assessments evolve with the operational
environment. If China escalates cyber aggression, accelerates naval deployments, or demonstrates new
missile capabilities, the ATCRI framework automatically updates TRI scores, allowing intelligence
analysts and military planners to make data-driven strategic decisions.

RTRM eliminates static threat assessments, providing a dynamic, responsive model for analyzing military
and cyber warfare threats. By integrating real-time intelligence shifts into calculated TRI recalibrations,
analysts maintain accurate, evolving threat landscapes to ensure adaptive counterstrategies against
China's military and cyber operations.

China's cyber warfare capabilities (90.71 TRI) and military disinformation operations (82.81 TRI) rank as
the most immediate and severe threats, surpassing even hypersonic missile advancements (80.26 TRI).
Al-enhanced cyber intrusions, deepfake disinformation, and persistent MSS cyber espionage create
unconventional, high-impact vulnerabilities.

Strategic Countermeasures Based on ATCRI

1. Cyber-Resilience Strategies-- Strengthen network defenses, quantum encryption, and Al-based
cyber detection to counter persistent PLA cyber operations.

2. Disinformation Countermeasures-- Enhance deepfake detection, cognitive warfare defenses, and
real-time Al-based disinformation tracking.
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3. Missile Deterrence & Defense-- Improve hypersonic missile tracking, space-based ISR, and A2/AD
penetration strategies.

The ATCRI model's dynamic recalibration ensures continuous adaptation to evolving threats, ensuring
that China's military and cyber risks are countered with preemptive, data-driven intelligence strategies.

ACLS Analysis of China's Psychological Operations, Information Warfare, and

Cognitive Warfare Strategies

The Adversarial Cognitive Load Simulation (ACLS) framework quantifies how China manipulates adversary
perception, overloads decision-making processes, and disrupts strategic thinking through psychological
and cognitive warfare. Disinformation saturation, Al-driven influence campaigns, and cyber-enabled
deception operations create cognitive strain, impairing adversary decision-making at operational and
strategic levels.

The analysis applies all ACLS methods, procedures, and formulas to measure the intensity, effectiveness,
and strategic impact of China's cognitive warfare strategies.

Step 1-- Categorization of Cognitive Warfare Tactics and Load Variables

ACLS evaluates cognitive warfare intensity using Cognitive Load Metrics (CLM), categorizing threats based
on their ability to increase adversary information saturation, decision fatigue, and psychological stress.

Al . Assigned N I -

Cognitive Warfare Tactic 3 Weighting Justification
Variable

Disinformation Campaigns & cL China's state-controlled media, Al-enhanced deepfakes, and bot networks
Deepfake Operations ! disrupt Western narratives and influence global perception.
Al-Driven Influence & oL Automated Al systems generate customized propaganda, adapting in real-
Psychological Manipulation 2 time to manipulate public sentiment.
Military Deception & Cognitive oL The PLA integrates disinformation into military strategy to create confusion
Paralysis Operations / before kinetic engagements.
Election Interference & Political oL MSS cyber units use social media saturation, bot amplification, and
Warfare 4 psychological subversion to destabilize adversary political systems.
Economic & Financial oL Information warfare targets market confidence, corporate security, and
Psychological Pressure ° economic stability, manipulating investor sentiment and trade negotiations.

Each Cognitive Load Variable (CL) receives a Cognitive Disruption Probability (CDP) Score and an Impact
Strain Score (ISS) to measure its effectiveness in causing cognitive overload in adversarial decision-
making.
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Step 2: Probability of Cognitive Overload & Impact Scoring

Cognitive Disruption Probability (CDP) Calculation:

I+ 4
CDP — ﬁ

Where:

s | (Information Saturation Score) quantifies the volume of disinformation and manipulation

techniques used.

A (Adaptability Score) measures China's ability to tailor cognitive warfare operations to specific

adversary vulnerabilities.

Impact Strain Score (ISS) Calculation:

Where--

e C (Cognitive Load Disruption Score) measures mental strain induced in adversary decision-
making processes.

¢ D (Decision Paralysis Score) quantifies the level of hesitation or confusion created in adversary
responses.

¢ R (Resilience Complexity Score) evaluates the difficulty in countering or mitigating the cognitive
attack.

ACLS Cognitive Load Impact Matrix

Cognitive a o8 i Impact
e f . - ;s Cognitive Decision Resilience .
Cognitive Warfare Information ||Adaptability ||Disruption . ! Strain
Tacti Saturation (1) |(A) Probabilit Load Paralysis ||Complexity s
actic aturation robabili core
Y Disruption (C) ||(D) R)
(CDP) (1SS)
CL,-- Disinformation
Campaigns & Deepfake 9.7 9.5 9.60 9.5 9.3 9.1 9.30
Operations
CL,-- Al-Driven
Influence &
. 9.5 9.2 9.35 9.2 9.0 8.8 9.00
Psychological
Manipulation

Copyright 2025 Treadstone 71 WWW.TREADSTONE71.COM

Page30



THeadstone—7/

@

Cognitive . . . Impact
", . . . . Cognitive Decision |[Resilience .
Cognitive Warfare Information ||Adaptability ||Disruption . . Strain
. . . Load Paralysis ||Complexity
Tactic Saturation (I) [|(A) Probability Di tion (C) /(D) R) Score
isruption

(CDP) P (ISS)
CL,-- Military
Deception & Cognitive 8.8 8.5 8.65 8.7 8.3 8.2 8.40
Paralysis Operations
CL,-- Election
Interference & Political 9.2 9.1 9.15 9.1 9.0 8.9 9.00
Warfare
CL;-- Economic &
Financial Psychological 8.5 8.3 8.40 8.4 8.1 s 8.13
Pressure

Step 3-- Cognitive Load Risk Index Calculation

The Cognitive Load Risk Index (CLRI) is determined using--

CLRI=CDPxISS

Where higher CLRI values indicate higher cognitive strain on adversary decision-making.

Cognitive Warfare Tactic

Cognitive Disruption
Probability (CDP)

(ISS)

Impact Strain Score

Cognitive Load Risk Index

(CLRI)

CL,-- Disinformation Campaigns & Deepfake

Pressure

: 9.60 9.30 89.28
Operations
CL,-- Al-Driven Influence & Psychological
: ; 9.35 9.00 84.15
Manipulation
CL— Mil - — -
- .|l|tary Deception & Cognitive Paralysis 3.65 8.40 79,66
Operations
CL,-- Election Interference & Political
9.15 9.00 82.35
Warfare
CL;-- Economic & Financial Psychological
8.40 8.13 68.29

Step 4-- Real-Time Recalibration Model (RTRM) for ACLS
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The Real-Time Recalibration Model (RTRM) recalibrates CLRI scores as adversaries adapt
countermeasures or new cognitive threats emerge.

AC
G'LRInew — GfLRIcuﬂ*em X (1 + Y )

‘bose

Where--

¢ AC (Change in Cognitive Warfare Intensity Score) = Increase in cognitive attack sophistication

¢ C_base (Initial Intelligence Baseline Score) = Original intelligence data used for CLRI calculations
Example-- Al-Driven Psychological Warfare Escalation

New intelligence reveals China has deployed Al-powered disinformation tools capable of deepfake
conversation generation, real-time social media manipulation, and adaptive misinformation targeting
specific adversary populations.

Step 1-- Identify Baseline CLRI for Al-Driven Psychological Warfare

GLRIcu:rﬁrm:!. = 84.15

Step 2-- Calculate AC
e Previous Cognitive Warfare Intensity Score-- 88
¢ New Cognitive Warfare Intensity Score-- 95

95 — 88)

( 7
AC = x 100 = — x 100 = 7.95Y
C 23 x 100 T 00 = 7.95%

Step 3-- Apply RTRM Formula

7.95
‘L I??-E'ﬂ’ = 411 1 e
CLR 84.15 x ( + 100)

CLRI,,., = 84.15 x 1.0795

CLRI,., = 90.76

Step 4-- Interpretation

The CLRI for Al-Driven Psychological Manipulation increases from 84.15 to 90.76, indicating heightened
cognitive warfare intensity. The real-time recalibration forces intelligence agencies to shift priorities,
investing in counter-disinformation tools, Al ethics monitoring, and psychological resilience programs.
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ACLS and China's Cognitive Warfare Strategy

1. Disinformation & Deepfake Operations (CLRI 89.28) present the most immediate cognitive overload
risk, surpassing election interference and Al-driven influence campaigns.

2. Al-Powered Psychological Warfare (CLRI 90.76 post-recalibration) signals a need for adaptive
cognitive defense mechanisms.

3. ACLS ensures continuous assessment of China's ability to manipulate information environments,
recalibrating intelligence focus toward the most effective adversarial cognitive threats.

The ACLS model's dynamic recalibration ensures preemptive adaptation, preventing adversaries from
succumbing to narrative saturation, psychological fatigue, and strategic confusion induced by China's
cognitive warfare strategies.

ACS Analysis of China's Strategic Decision-Making in Cyber and Military Conflicts

The Adversarial Cognitive Simulation (ACS) framework predicts how Chinese leadership perceives risk,
responds to geopolitical pressures, and makes decisions under stress and deception. ACS models
China's decision calculus across cyber warfare, military expansion, and geopolitical maneuvers,
integrating threat perception analysis, strategic risk assessment, and scenario-based decision modeling.

The analysis applies all ACS methods, procedures, and formulas to measure the decision-making
tendencies of China's leadership in cyber and military conflicts.

Step 1-- Categorization of Decision-Making Variables

ACS evaluates decision-making behavior using Strategic Decision Variables (SDV), quantifying how China
weighs risks, opportunities, and constraints in military and cyber conflicts.

Assigned

Strategic Decision Variable . Weighting Justification

Variable
Risk Perception in Cyber & Military SDV. China's leadership assesses cost-benefit ratios in launching cyber or
Escalation ! military escalations against adversaries.

. China evaluates how Western deterrence strategies (economic
Response to U.S. &Allied . .
SDhv, sanctions, military deployments, cyber countermeasures) shape

Countermeasures - .

decision-making.
Decision-Making Under Stress & SDV China's political and military leadership adapts to crisis scenarios,
Deception 8 misinformation, and strategic deception tactics.
Use of Cyber Warfare as a Primary or SDV The CCP leadership weighs cyber operations as standalone campaigns
Supporting Tool 4 or force multipliers in military engagements.
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Gain vs. Immediate Tactical Wins

against long-term regional or globalinfluence goals.

. . , Assigned A -
Strategic Decision Variable . Weighting Justification
Variable
Perception of Long-Term Strategic SDV. Decision-makers balance short-term political/military objectives
5

Each Strategic Decision Variable (SDV) receives a Strategic Risk Probability (SRP) Score and an Impact
Consequence Score (ICS) to measure its role in China's strategic calculus.

Step 2-- Probability of Strategic Decision-Making Outcomes

Strategic Risk Probability (SRP) Calculation:

Where:

SRP =

R+FE
2

* R (Risk Tolerance Score) quantifies China’s willingness to accept strategic risk.

* E (Escalation Likelihood Score) measures the probability of choosing an aggressive response over

a passive or diplomatic alternative.

Impact Consequence Score (ICS) Calculation:

Where--

ICS =

S+M+L
3

e S (Strategic Gain Score) measures the long-term benefit China expects from its actions.

¢ M (Military Cost Score) quantifies the expected level of resource expenditure or military losses.

e L (Likelihood of Success Score) evaluates China's confidence in achieving the desired outcome.

ACS Decision-Making Simulation Matrix

Risk Escalation Strategic Risk . . - Impact
o . o . Strategic |[|Military ||Likelihood of
Decision-Making Factor Tolerance ||Likelihood Probability Gain(s) |Cost (M) |ls L Consequence
ain 0s uccess
(R) (E) (SRP) Score (ICS)
SDV,-- Risk Perception in
. . 8.5 8.2 8.35 8.3 7.8 8.1 8.07
Cyber & Military Escalation
SDV,-- Response to U.S. &
. 7.9 7.5 7.70 7.7 7.3 7.5 7.50
Allied Countermeasures
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Risk Escalation Strategic Risk . . - Impact
. . - . Strategic ||Military ||Likelihood of
Decision-Making Factor Tolerance ||Likelihood Probability . Consequence
Gain (S) ||Cost (M) ||Success (L)

(R) (E) (SRP) Score (ICS)

SDV,-- Decision-Making
) 8.7 8.4 8.55 8.6 8.2 8.4 8.40

Under Stress & Deception
SDV,-- Use of Cyber
Warfare as a Primary or 9.2 9.0 9.10 9.0 8.7 8.8 8.83
Supporting Tool
SDV;-- Perception of Long-
Term Strategic Gain vs. 8.8 8.6 8.70 8.7 8.4 8.6 8.57
Tactical Wins

Step 3-- Strategic Decision Impact Index Calculation

The Strategic Decision Impact Index (SDII) is determined using--

SDII=SRPx*ICS

Where higher SDII values indicate stronger decision-making tendencies in favor of escalation.

! . Strategic Risk Impact Consequence Strategic Decision Impact
Strategic Decision Factor o
Probability (SRP) Score (ICS) Index (SDII)
SDV,-- Risk Perception in Cyber & Milita
N - Oy / 8.35 8.07 67.43
Escalation
SDV,-- Response to U.S. & Allied
7.70 7.50 57.75
Countermeasures
SDV,-- Decision-Making Under Stress &
\ 8.55 8.40 71.82
Deception
SDV,-- Use of Cyber Warfare as a Primary or
. 9.10 8.83 80.35
Supporting Tool
SDV;-- Perception of Long-Term Strategic
. . . 8.70 8.57 74.56
Gainvs. Tactical Wins

Step 4-- Real-Time Recalibration Model (RTRM) for ACS

The Real-Time Recalibration Model (RTRM) adjusts SDII scores when China shifts military doctrine,
increases cyber warfare intensity, or reacts to new geopolitical stressors.

Copyright 2025

Treadstone 71

WWW.TREADSTONE71.COM

Page35



AD

SDII, new — SDII, current X (1 +

Where--
e AD (Change in Decision Strategy Score) = Increase in China's risk-taking or escalation tendency
¢ D_base (Initial Intelligence Baseline Score) = Original intelligence data used for SDII calculations
Example-- China's Shift Toward Offensive Cyber Warfare in a Taiwan Crisis

New intelligence confirms that China has escalated cyber attacks against Taiwan's critical infrastructure,
disabling air traffic control and banking networks, signaling intent to combine cyber warfare with kinetic
operations.

Step 1: Identify Baseline SDII for Cyber Warfare as a Primary Tool
SDI Ic-u.-rrem. = 80.35

Step 2: Calculate AD

* Previous Decision Strategy Score: 85

¢ New Decision Strategy Score: 92

.
(92-85)  100— 7 x 100 — 8.24%

T 85

Step 3: Apply RTRM Formula

8.24
ey .J R
SDIIn.ew = 80.35 x (1 * 100 )

SDII,., = 80.35 x 1.0824

SDII,.,, = 86.96

Step 4-- Interpretation

The SDII for Cyber Warfare as a Primary Tool increases from 80.35 to 86.96, reflecting China's growing
preference for preemptive cyber operations before kinetic military action. The requires real-time
intelligence shifts toward cyber escalation monitoring and rapid counter-cyber warfare deployments.

ACS and China's Strategic Decision Calculus

e Chinaincreasingly favors cyber warfare as a primary weapon (SDIl 86.96 post-recalibration),
suggesting a greater reliance on cyber strikes to disable enemy infrastructure before direct military
engagement.

Copyright 2025 Treadstone 71 WWW.TREADSTONE71.COM

Page36



THeadstone—7/ ﬁ@

Decision-making under stress and deception (SDIl 71.82) remains a key driver, meaning China's
leadership anticipates and manipulates crisis scenarios rather than reacting passively.

ACS ensures continuous assessment of China's decision calculus, recalibrating intelligence focus

toward the most likely strategic maneuvers based on real-time stressors and political
considerations.
The ACS model's dynamic recalibration enables proactive adaptation, ensuring that China's decision-
making tendencies in cyber and military conflicts are anticipated and countered before full-scale

engagement occurs.
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ATVA Analysis of China's Cyber Warfare Attack Pathways and Exploitation
Techniques

The Adversary Threat Vector Analysis (ATVA) framework maps China's cyber warfare pathways,
exploitation techniques, and strategic attack sequences. ATVA provides a detailed roadmap of adversary
cyber operations, identifying initial access methods, lateral movement tactics, and targeted
vulnerabilities. The model predicts how China's cyber forces (SSF, MSS, PLA Cyber Units, and private-
sector militias) execute offensive cyber operations, supply chain compromises, and infrastructure
disruptions.

The analysis applies all ATVA methods, procedures, and formulas to generate a structured, foresight-
driven cyber threat roadmap.

Step 1-- Categorization of Cyber Attack Vectors and Exploitation Pathways

ATVA evaluates China's cyber warfare techniques using Threat Vector Variables (TVV), measuring how
adversaries access, exploit, and weaponize networks against military, government, and civilian targets.

Assigned ¥ oy

Threat Vector Category Variabl Weighting Justification
ariable

Network Intrusion & W China's cyber forces employ zero-day exploits, supply chain infiltration, and
Persistence ) Al-driven intrusion methods.
Industrial & Infrastructure WV Attacks on power grids, satellite networks, and water systems disrupt military
Cyber Attacks - and civilian operations.
Cyber-Enabled Financial W MSS-backed hackers manipulate banking systems, stock markets, and
Manipulation % cryptocurrency exchanges to exert economic pressure.
Disinformation & Deepfake W PLA cyber units deploy Al-enhanced psychological warfare, saturating
Operations ~ adversary media with fabricated narratives.
Electronic & Space-Based W SSF-backed units jam GPS, disable satellite communications and
Cyber Disruptions E manipulate drone warfare systems.

Each Threat Vector Variable (TVV) receives a Threat Probability Score (TPS) and an Exploitation Impact
Score (EIS) to measure its effectiveness in cyber warfare.
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Step 2: Probability and Exploitation Impact Scoring

Threat Probability Score (TPS) Calculation:

ﬂﬂ:AjL

Where:
s A (Access Complexity Score) quantifies how easily China gains initial system access.

s L (Lateral Movement Score) measures how efficiently China escalates access and pivots within

compromised networks.

Exploitation Impact Score (EIS) Calculation:

V+D+R

EIS = 3

Where--

¢ V (Vulnerability Exploitation Score) assesses the effectiveness of targeted exploits.

¢ D (Disruption Score) quantifies the severity of operational impact on the target.

e R (Recovery Complexity Score) measures how difficult it is to mitigate or restore after an attack.

ATVA Cyber Threat Exploitation Matrix

Access Lateral Threat o d d Recovery Exploitation
, - Vulnerability Disruption .
Threat Vector Complexity |[Movement |[Probability il Complexity |[Impact Score
Exploitation (V)||(D)

(A) (L) Score (TPS) (R) (EIS)
TVV,-- Network
Intrusion & 9.8 9.5 9.65 9.7 9.3 9.2 9.40
Persistence
TVV,-- Industrial &
Infrastructure Cyber 9.5 9.2 9.35 9.3 9.0 8.8 9.03

Attacks

TVV,-- Cyber-Enabled
Financial 8.9 8.7 8.80 8.8 8.5 8.3 8.53
Manipulation

TVV,-- Disinformation
& Deepfake 9.2 9.0 9.10 9.1 8.9 8.7 8.90
Operations
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Access Lateral Threat . . . Recovery Exploitation
. . Vulnerability Disruption .
Threat Vector Complexity |[Movement ||Probability o Complexity ||ImpactScore
Exploitation (V)||(D)

(A) (L) Score (TPS) (R) (EIS)
TVV,-- Electronic &
Space-Based Cyber 9.6 9.3 9.45 9.4 9.1 8.9 9.13
Disruptions

Step 3-- Cyber Attack Risk Index Calculation

The Cyber Attack Risk Index (CARI) determines how aggressively China's cyber forces prioritize and
execute specific cyber attack pathways.

CARI=TPS*EIS

Where higher CARI values indicate stronger operational execution of a cyber attack strategy.

Threat Probability Score ||[Exploitation Impact Score ||[Cyber Attack Risk Index
Cyber Warfare Attack Vector { 5 . v
(TPS) (EIS) (CARI)
TVV,-- Network Intrusion & Persistence 9.65 9.40 90.71
TVV,-- Industrial & Infrastructure Cyber
9.35 9.03 84.46
Attacks
TVV,-- Cyber-Enabled Financial
g - 8.80 8.53 75.06
Manipulation
TVV,-- Disinformation & Deepfake
- 9.10 8.90 80.99
Operations
TVV,-- Electronic & Space-Based Cyber
¥ p 9.45 9.13 86.34
Disruptions

Step 4-- Real-Time Recalibration Model (RTRM) for ATVA

The Real-Time Recalibration Model (RTRM) adjusts CARI scores as China refines cyber attack techniques

or adapts to adversary defenses.

AE
OARIne-w == CARI.-:—u:r-re-nt X (1 a5 )

Eba se
here--

¢ AE (Change in Exploitation Techniques Score) = Measured escalation in China's cyber warfare

Page4 O

capability
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¢ E_base (Initial Intelligence Baseline Score) = Original intelligence data used for CARI calculations

Example-- China Deploys Al-Enhanced Automated Cyber Warfare

New intelligence reveals that China has integrated Al-driven hacking tools into its cyber operations,
significantly improving attack speed, success rate, and adaptability against network defenses.

Step 1: Identify Baseline CARI for Network Intrusion & Persistence
CARIL‘.HWE!'Ht == 90-?1
Step 2: Calculate AE

* Previous Exploitation Score: 89

= New Exploitation Score: 96

— (96_89} _ 7 o 07

Step 3: Apply RTRM Formula

Y = 71 x | @
CARI,., = 90.71 x (1 = 100)

CARI,., = 90.71 x 1.0787
C"ARInew — 97.84

Step 4-- Interpretation

The CARI for Network Intrusion and Persistence increases from 90.71 to 97.84, indicating China's cyber
forces have significantly enhanced their ability to penetrate networks and maintain persistence. The
requires immediate intelligence shifts toward Al-driven cyber intrusion detection and counter-offensive
cyber measures.

ATVA and China's Cyber Warfare Roadmap

e Network Intrusion & Persistence (CARI 97.84 post-recalibration) is China's primary cyber warfare
strategy, meaning zero-day exploits, Al hacking tools, and deep network penetration techniques
require immediate mitigation.

e Electronic & Space-Based Cyber Disruptions (CARI 86.34) are becoming a major threat, requiring
improved satellite security, GPS hardening, and counter-electronic warfare systems.

e ATVA ensures continuous assessment of China's evolving cyber exploitation pathways,
recalibrating intelligence focus toward the most immediate and advanced cyber threats.
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The ATVA model's dynamic recalibration enables proactive defense planning, ensuring that China's cyber
attack strategies are mapped, predicted, and countered before large-scale damage occurs.

Wrap Up

China's military transformation follows a deliberate and structured approach designed to reshape regional
security and expand its global influence. Each force modernization effort, cyber warfare operation, and
strategic deployment reflects a broader vision that prioritizes military superiority, technological
dominance, and geopolitical use. The People's Liberation Army (PLA) has evolved from a regional force
focused on territorial defense into a multi-domain power capable of executing complex joint operations
across land, sea, air, space, and cyberspace.

Military balance in 2025 reflects China's shift toward power projection and strategic deterrence. The
modernization of naval forces, expansion of hypersonic missile capabilities, and restructuring of ground
units reinforce a doctrine that prioritizes speed, precision, and adaptability. The People's Liberation Army
Rocket Force (PLARF) plays anincreasingly dominant role, signaling China's reliance on missile technology
as a cornerstone of its deterrence strategy. Hypersonic weapons and nuclear warhead advancements
indicate preparations for a conflict scenario where China holds escalation dominance and denies
adversaries the ability to operate freely in the Indo-Pacific.

Cyber warfare has moved beyond espionage and into full-spectrum dominance operations. Persistent
cyber intrusions, artificial intelligence-driven disinformation campaigns, and quantum cryptography
research indicate a strategy that disrupts enemy decision-making before kinetic action occurs. The
Strategic Support Force (SSF) integrates electronic warfare, cyber operations, and space-based
intelligence collection, reinforcing China's ability to wage asymmetric warfare. State-backed hacking
groups and cyber militias operate alongside government units, ensuring continuous pressure on adversary
networks while maintaining plausible deniability. Cyber attacks targeting critical infrastructure, military
logistics, and financial institutions expose vulnerabilities that traditional defense systems fail to address.

Psychological and cognitive warfare create additional layers of influence, allowing China to shape global
narratives and manipulate adversary perceptions. Disinformation campaigns, deepfake propaganda, and
artificial intelligence-driven social engineering strategies saturate information environments,
overwhelming adversaries with conflicting narratives. Military deception tactics obscure China's true
strategic intentions, creating uncertainty in adversary planning. Election interference, economic coercion,
and social media manipulation disrupt democratic institutions and weaken national cohesion in targeted
states. Psychological strain on decision-makers forces adversaries into reactive postures, granting China
the strategic initiative in hybrid warfare scenarios.

Strategic decision-making within China's leadership structure reflects a risk-calibrated approach where
escalation thresholds are carefully measured. Military doctrine incorporates cyber and electronic warfare
as primary components of modern conflict, reducing reliance on conventional forces to achieve strategic
objectives. Adversary responses dictate shifts in China's operational tempo, ensuring flexibility in crisis
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management. Recalibrated intelligence assessments reveal an adversary that adapts faster than
traditional defense postures allow, making prediction and preemption essential for countering China's
asymmetric strategy.

Analyzing China's military and cyber warfare strategy requires an adaptive intelligence approach that
continuously reevaluates threat trajectories and recalibrates risk assessments. The Adaptive Threat
Calibration and Risk Indexing (ATCRI) model, Adversarial Cognitive Load Simulation (ACLS), Adversarial
Cognitive Simulation (ACS), and Adversary Threat Vector Analysis (ATVA) provide structured
methodologies that assessrisk, predict adversary decision-making, and map cyber exploitation pathways.
Intelligence frameworks that fail to incorporate real-time recalibration miss the fundamental reality of
China's approach-- decision-making remains fluid, and military strategy evolves in direct response to
adversary vulnerabilities.

Military posturing, cyber warfare advancements, and geopolitical maneuvering point to a future where
China maintains escalation control across multiple domains. Defensive strategies that rely solely on
conventional deterrence leave gaps that China's cyber, electronic, and psychological warfare strategies
exploit. Anintelligence-driven approach remains the only viable method for preempting China's next move.
The balance of power in the Indo-Pacific depends on understanding not just what China deploys but why,
how, and when it chooses to act. Strategic dominance emerges not from reacting to threats but from
anticipating them before they materialize.
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China Aerospace Studies Institute (CASI)

China Brief - Jamestown Foundation

RAND Corporation

Australian Strategic Policy Institute (ASPI)

Jiefangjun Bao (PLA Daily)

3 Strong analytical think tank, but relies on publicly available data.
Highest-level U.S. intelligence assessment with significant classified sourcing.
Congressional reports are well-researched, but depend on open-source material.
Security review based on government-backed intelligence and expert analysis.

3 Industry-leading threat intelligence firm, but focus is on cyber-specific threats.

3 Strong OSINT and cyber threat research, but does not access classified intelligence.
U.S. government cyber agency with direct involvement in mitigation efforts.

3 Corporate cybersecurity firm with strong verification, but commercial interests.
Military-focused research institute, relies on extensive primary source review.

3 Respected think tank, but often interprets events rather than reporting direct facts.
Strategic military analysis using a mix of open-source and defense insider information.

3 Independent research, but policy influence affects neutrality.

© 4 Official PLA publication, heavily biased and propagandistic.

Ministry of State Security of China (MSS)

Cyberspace Administration of China (CAC)

Federation of American Scientists (FAS)

(T

Chinese intelligence agency report, highly secretive and unverifiable.

——

Chinese government-controlled cyber policy body, lacks external credibility.

Reputable independent research group, but relies on OSINT.

RAND Corporation (Interactive Scorecard)

RAND's interactive tools use strong analytical frameworks with well-documented data.

Carnegie Endowment for International Peace

i =

Think tank analysis, well-researched but leans into policy interpretation.

Foreign Affairs

il

Foreign policy journal with authoritative insights but sometimes speculative.

Diagrams

The diagram below represents the hierarchy and operational structure of China's Military and Cyber

Forces in 2025. The diagram illustrates how different branches coordinate under the PLA and state-

controlled agencies, with a particular focus on cyber warfare, electronic warfare, and military

modernization.
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Figure 2 Organizational structure of China's military and cyber forces.

Insights from the Diagram
¢ The People's Liberation Army (PLA) controls conventional forces, including Ground, Navy, Air, and Rocket Forces.
e The Strategic Support Force (SSF) manages China's cyber warfare, electronic warfare, and space-based operations, ensuring full-spectrum dominance.
¢ The Ministry of State Security (MSS) oversees intelligence gathering, cyber espionage, and foreign interference operations.

e China's cyber units are divided into offensive, defensive, and intelligence-gathering roles, with APT groups specializing in industrial espionage, military cyber-attacks, and
maritime intelligence.

e Satellite and space warfare divisions play a crucial role in China's emerging Al and quantum cyber capabilities.
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Figure 3 China's Hybrid Warfare Strategy Flowchart

Key Insights
Al and Quantum Warfare-- PLA units like 61398 and 61486 are increasingly using Al-based cyber attacks and quantum cryptography.

Hybrid Warfare in China's Strategy-- The diagram shows how cyber, electronic, and traditional warfare tactics are integrated into a single hybrid strategy.
Disinformation & Influence Operations-- The Ministry of State Security (MSS) controls deepfake propaganda, social media manipulation, and global disinformation campaigns

Electronic Warfare & Military Integration-- GPS jamming, electronic warfare, and satellite disruption enhance China's strategic military advantage.

Treadstone 71 WWW.TREADSTONE71.COM

Copyright 2025

Page48



Disrupt Enemy Networks

China's Cyber Warfare
Attack Workflow - 2025

Identify Targets

Strategic Cyber Intelligence

Gather Intelligence

APT Groups & MSS
Surveillance

Analyze Weaknesses

Network Exploitation &
Malware Development

Launch Cyber Attack

Zero-Day Exploits,
Ransomware, Malware

Manipulate Social
Perception

Cyber AttactiExecution

\ Steal Military & Industrial
Secrets.

1

Cyber-Enabled Economic

PLA Unit 61398 & 61486 Al-Driven Disinformation
Operations Campaigns Warfare

Electronic Warfare L \ — . f/ \ e 3 n o n \

Intesjation Military Coordination Election Interference Propaganda Amplification Supply Chain Hacking Financial System Attacks
Post-Attack Operations l

Jamming & Cyber-Assisted Kinetic Political Destabilization . Weaponizing Industrial Manipulation of Global

- . . . . State-Controlled Al Media . . -

Communication Disruption Operations Operations Espionage Financial Markets
Figure 4 China's Cyber Warfare Attack Workflow
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Key Insights
e Step-by-Step Attack Process-- The chart explains how China conducts cyber warfare, from target identification to execution and long-term impact.
e Advanced Persistent Threat (APT) Groups-- Cyber operations rely on state-sponsored APT groups like APT31, APT40, and APT27 to gather intelligence.
¢ Electronic Warfare & Cyber Attacks Combined-- After a successful cyber breach, electronic jamming, military strikes, and financial warfare follow.

e Disinformation as a Cyber Weapon-- China's cyber units integrate Al-driven misinformation, deepfake content, and economic sabotage into long-term strategic attacks.
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