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Introduction 
Russia’s disinformation campaigns in the Balkans are not just about fake news or crude 
propaganda—they are a masterclass in psychological warfare, finely tuned to the region’s 
deepest anxieties, historical scars, and cultural identities. Like a well-played chess match, 
these operations reveal a strategic patience and complexity that often go unnoticed until it’s 
too late. Beneath the surface lies a sophisticated web of hybrid tactics where cyberattacks 
blend seamlessly with falsified narratives, and AI-generated deepfakes manipulate 
perceptions with startling realism. 

From crafting messages that tap into old wounds—such as ethnic divides, lost wars, and 
religious fervor—to using modern digital tools that can alter elections with a mere swipe, 
Russia’s campaigns are as adaptive as they are insidious. They don’t just target state 
infrastructures; they target the minds and hearts of Balkan citizens, creating a landscape of 
competing truths that leaves people questioning not only Western motives but also their 
realities. 

The operations don’t simply disrupt; they sow long-term uncertainty, keeping Balkan nations 
teetering on the edge of geopolitical choice, never fully committed to the West nor willing to 
sever ties with the East. Russia’s aim isn’t outright victory but a prolonged stalemate, a 
strategic purgatory where every election, energy deal, and security agreement becomes a 
battleground for influence. Russia displays a twisted genius—a relentless strategy that 
understands the region’s vulnerabilities and the human psyche. 

In constructive chaos, the battle is not fought with tanks or missiles but with stories—stories 
that divide societies, weaken democracies, and keep Russia’s hand firmly on the lever of 
power. As Western nations scramble to build digital defenses, Russia quietly refines its 
narratives, exploiting the very freedoms of information that it seeks to undermine. Welcome 
to the frontlines of cognitive warfare—a shadowy realm where truth is just another pawn in 
Russia’s relentless game of influence. 

Analytic Assessment 
Russia, through its intelligence agencies, cyber units (e.g., GRU), state-sponsored media 
(e.g., RT, Sputnik), and local proxies, conducts sustained disinformation campaigns in the 
Balkans. The operations leverage nationalist groups, Orthodox Church networks, and 
regional influencers to amplify narratives. 

Russia employs a multi-layered approach combining disinformation, cyber-attacks, 
economic pressure, and soft power. It disseminates false or misleading narratives that 
exploit ethnic tensions, historical grievances, and anti-Western sentiment to disrupt NATO 



 

Copyright 2024 Treadstone 71                                                                                                               www.treadstone71.com 

Pa
ge

3 

and EU integration efforts. Tactics include AI-driven content, deepfakes, coordinated social 
media manipulation, and cultural diplomacy, targeting public trust and democratic 
processes. 

The Russian operations create deep divisions within societies, weaken democratic 
institutions, and generate skepticism about NATO and the EU. Maintaining a state of strategic 
uncertainty, Russia obstructs reform processes, fosters instability, and keeps Balkan states 
politically fragmented and more susceptible to Russian influence. The campaigns also erode 
regional cohesion, complicate Western diplomatic efforts, and present a persistent security 
threat to the broader NATO alliance. 

Geopolitical shifts drive the urgency of these operations --- accelerated NATO enlargement, 
EU accession talks, and increased Western military presence in the region. Russia’s 
operations seek to preempt these developments by creating anti-Western sentiment and 
slowing d integration processes. Additionally, the 2024 elections in key Balkan states present 
immediate opportunities for Russia to influence political outcomes and deepen divisions. 

• Political Polarization--- Russian narratives have amplified nationalist factions, 
eroding support for pro-EU policies in countries like Serbia, Montenegro, and North 
Macedonia. 

• Erosion of Trust--- Disinformation has reduced public trust in democratic institutions, 
making elections contentious and weakening overall governance. 

• Cyber Vulnerabilities--- Coordinated cyber attacks have targeted government 
infrastructures, further undermining public confidence and creating a perception of 
state incompetence. 

• Delayed Reforms--- Integration efforts with NATO and the EU have been slowed due 
to public skepticism fueled by Russia’s strategic disinformation campaigns. 

Russia will likely intensify its operations in the Balkans before the crucial 2024 elections, 
using emerging technologies like AI and deepfakes to deliver more credible and targeted 
narratives. Expect a stronger focus on geoeconomic narratives, framing Russia as an 
indispensable energy partner amid potential energy crises this winter. Moscow will continue 
exploiting weak state institutions and ethnic divisions to sustain long-term influence, making 
it critical for Western actors to implement integrated countermeasures that address 
disinformation and its underlying social drivers. 

GAPS 
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• Attribution and Accountability--- Difficulty in attributing disinformation to Russian 
state actors due to reliance on proxies and local networks.  

• Local Resilience--- Lack of effective local counter-narratives that resonate with 
Balkan cultural and historical contexts, limiting the impact of Western counter-
disinformation efforts. 

• Technological Gaps--- Insufficient AI-based detection tools to identify emerging 
threats, including deepfakes and synthetic media. 

• Coordination Deficiencies--- Fragmented responses among NATO, the EU, and local 
governments, limiting the effectiveness of joint efforts to counter Russian influence.  

Russia’s disinformation strategy in the Balkans focuses on immediate threats, strategic 
implications, and areas requiring enhanced capabilities for a more cohesive response.  

Analysis 
Russia’s disinformation and cognitive warfare in the Balkans exemplify a hybrid approach 
that capitalizes on regional tensions, propaganda narratives, and automated 
dissemination, as detailed in the "Digest of the Center for Strategic Communications." The 
analysis below breaks down Russia's strategy and manipulative tactics while highlighting 
their broader geopolitical implications. 

Russia’s hybrid warfare and information campaigns are deeply interwoven with its broader 
geopolitical strategies, which include disrupting NATO expansion and EU integration, 
especially in the Balkans. Moscow’s influence tactics range from economic engagement to 
covert disinformation, which spreads divisive narratives on various issues. Its methods of 
shaping narratives are often low-cost yet highly effective, using proxies and automated 
systems that create a pervasive media multiplier effect across regional media ecosystems. 

The emergence of anti-Israel narratives is part of Russia's adaptive strategy to exploit 
existing geopolitical rifts. Redirecting attention to Israel-Iran tensions, Russian 
disinformation outlets generate confusion and amplify grievances in the Balkans, a region 
already rife with historical and ethnic divisions. The deployment of Serbian-language media 
outlets to spread Russian-aligned messages about the Iran-Israel conflict illustrates how 
Russian operatives use language-specific channels to penetrate local audiences. 

The automated generation of pro-Russian narratives via bots and fake media accounts 
reflects Russia's long-standing use of cyber tools to amplify disinformation. The technique 
aligns with Russia's established cyber and information warfare playbook, which has been 



 

Copyright 2024 Treadstone 71                                                                                                               www.treadstone71.com 

Pa
ge

5 

used in conflicts like Ukraine. The "information drones" mentioned in the digest are 
emblematic of automated disinformation networks, where narratives are seeded and 
disseminated rapidly through coordinated bots. 

The "Pravda" clones established in Balkan countries, noted for their automated content 
sharing, reflect Russia's proxy-based strategy to obscure origins and offer plausible 
deniability. The outlets, often imitating legitimate news sources, are designed to mislead 
Balkan audiences and create a false sense of credibility while promoting Russian 
geopolitical interests. 

Russian disinformation campaigns in the Balkans also manipulate local media and 
political figures, integrating them into a broader ecosystem that disseminates Kremlin 
narratives under the guise of independent journalism. The alignment of Russian narratives 
with particular nationalist agendas in the region further entrenches Moscow's influence, as 
seen in Russia's support for political allies like Milorad Dodik in Bosnia. 

Russia’s information warfare strategy often revolves around the use of intermediary actors 
and deniable tactics, such as the disguised Serbian-language media channels noted in the 
anti-Israel campaign. The approach enables Russia to evade direct blame while 
maintaining strategic pressure on NATO and the EU. 

Russia’s expanding disinformation campaigns in the Balkans not only target regional 
stability but also aim to weaken EU cohesion and NATO's influence. Using the Balkans as a 
disinformation testing ground, Russia seeks to destabilize the broader European security 
architecture, using divisive narratives to create friction among EU and NATO members. 

Russia’s operations in the Balkans represent a broader effort to integrate disinformation 
into hybrid warfare strategies, emphasizing the seamless blending of digital propaganda, 
cyber tools, and local political manipulation. The adaptive nature of Russian tactics, 
evident in the shift toward anti-Israel narratives, underscores the need for proactive 
countermeasures by the West to protect the information space and ensure stability in 
vulnerable regions like the Balkans. The analysis exposes the manipulative core of Russia’s 
cognitive warfare, where even a minor penetration of the information sphere can result in 
significant destabilization, particularly when compounded by geopolitical tensions. 

Advanced psychological manipulation, new cyber vectors, and indirect 
strategies 

Beyond mere disinformation, Russia’s approach is anchored in a psychological warfare 
concept known as “reflexive controls,” not just spreading false narratives but actively 
shaping the decision-making of target populations by preemptively guiding their 
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perceptions. Controlling the information flow, Russia pushes Balkan audiences to respond 
in ways favorable to Moscow's strategic interests, such as exacerbating ethnic tensions or 
increasing distrust towards NATO and the EU. 

Ironically, Russia often uses “anti-fake news” campaigns to amplify its propaganda efforts 
in the Balkans. The campaigns claim to expose “Western lies” while spreading misleading 
or exaggerated narratives, which adds credibility to Moscow’s messages among skeptics of 
Western media. Presenting itself as the arbiter of truth, Russia exploits existing suspicions 
to divide public opinion further. 

In addition to automated bot networks, Russia uses localized cyber tactics, such as 
distributed denial-of-service (DDoS) attacks against independent Balkan media or NGO 
websites that oppose Russian narratives. The attacks serve to silence dissenting voices 
and clear the information space for Moscow's narratives, a strategy consistent with 
Russian hybrid warfare seen in Ukraine and the Baltics. 

Moscow’s disinformation campaigns leverage historical grievances, ethnic animosities, 
and religious differences across the Balkans, framing Russia as a defender of Orthodox 
Christianity and traditional values against perceived Western cultural imperialism. The 
strategy is especially effective in countries like Serbia and Montenegro, where anti-Western 
sentiments can be more easily activated. 

Russia’s proxy networks extend beyond cloned media outlets; they include social media 
influencers, Telegram channels, and YouTube creators tailored to Serbian, Bosnian, and 
Macedonian audiences.  localizing its messaging and adapting content to specific 
language and cultural contexts, Russia maximizes the impact and reach of its campaigns. 

Russia’s influence also extends to direct political interference, where Moscow funds pro-
Russian parties or provides covert support to opposition movements that challenge pro-EU 
governments. The political manipulations often aim to derail EU accession efforts, a critical 
goal for Russia’s Balkan strategy. 

Russia’s adaptation of new technologies, such as deepfakes, more sophisticated social 
media algorithms, and encrypted messaging apps, further enhances the sophistication of 
its disinformation campaigns. Deepfakes and AI-generated personas have become tools in 
the Balkans for creating more convincing false narratives tailored to resonate with local 
audiences and distrust Western media. 

Although primarily an information warfare campaign, Russia’s influence is also sustained 
through economic dependencies, energy deals, investments in infrastructure, and financial 
support to political elites are used to create leverage, which Russia amplifies with strategic 



 

Copyright 2024 Treadstone 71                                                                                                               www.treadstone71.com 

Pa
ge

7 

messaging about its "reliable partnership." The narrative is then mirrored by Russian media 
proxies, creating a loop that reinforces pro-Russian sentiments and skepticism towards the 
EU. 

Russia’s cognitive warfare in the Balkans frequently involves the parallel promotion of 
alternative narratives that appeal to anti-globalist and nationalist sentiments. The includes 
anti-EU and anti-American conspiracy theories, often tied to broader themes like the 
decline of Western values and "global elite" plots. By introducing these competing 
narratives, Russia disrupts pro-Western messaging and fosters confusion and disarray 
within the local political landscape. 

Russia's operations in the Balkans remain within the “gray zone” of conflict—avoiding 
direct military engagement but maintaining constant political, informational, and cyber 
pressure. The strategy allows Moscow to sustain influence without crossing thresholds that 
might provoke stronger Western countermeasures. 

 Russia has entrenched its influence in the Balkans by broadening its toolkit through 
psychological manipulation, covert cyber operations, and adaptive messaging strategies 
constantly evolving to exploit local vulnerabilities. The West's response requires a nuanced 
and multi-dimensional approach to counter these layered disinformation campaigns, 
bolster independent media, and reinforce cyber defenses. 

Expanded view of Russian disinformation operations in the Balkans  

Russia's disinformation efforts are often synchronized with other forms of hybrid warfare, 
including military provocations, cyberattacks, and economic coercion. The integrated 
approach blurs the lines between digital and physical domains, creating confusion and 
complicating the West's response. In the Balkans, this could manifest through the 
simultaneous dissemination of false narratives and cyber disruptions of election 
infrastructure, as seen in Ukraine and elsewhere. 

Russia taps into regional narratives of victimhood, portraying itself as a liberator against 
NATO's and the EU’s alleged encroachments. Emphasizing shared Orthodox Christian 
heritage and historical alliances, Moscow positions itself as a defender of traditional values 
and sovereignty, which resonates with specific segments of Balkan societies opposed to 
Western liberalism. 

Russia has mastered using local actors, such as influencers, politicians, and journalists 
sympathetic to Moscow, to deliver Russian-aligned narratives. The local proxies are more 
trusted by domestic audiences and can frame disinformation as genuine national 
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discourse rather than external propaganda. The tactic increases the penetration of 
narratives that otherwise might be dismissed if delivered solely by Russian outlets. 

A more aggressive form of cognitive warfare is what Russian strategists term “information 
terror”—flooding the information space with fear-inducing stories designed to polarize and 
demoralize the target audience. For example, Russia’s media can simultaneously push 
narratives of NATO militarization alongside fears of economic collapse due to Western 
sanctions, effectively amplifying societal anxiety. 

Russia’s information warfare employs “active measures” as a long-term strategy to 
gradually reshape public perception rather than seeking immediate shifts. The tactic 
involves sustained engagement over time, slowly normalizing specific ideas, such as 
skepticism toward EU integration, or rehabilitating past pro-Russian figures in Balkan 
politics. 

Russia actively exploits regional diplomatic platforms to amplify its narratives. For 
instance, by using its observer status in regional initiatives or multilateral events, Russia 
promotes its viewpoints under the guise of cooperative diplomacy. The narratives shared in 
these forums often go back into local media, gaining legitimacy as they appear to come 
from official discussions. 

In the Balkans, Russia fosters alternative information ecosystems that challenge 
mainstream media narratives, such as messaging apps like Telegram, where channels are 
less regulated and can spread conspiracy theories more freely. Russia’s goal is to build 
parallel realities that persist despite factual counter-evidence. 

Russia quickly exploits regional crises or sudden geopolitical shifts to push its narratives. 
During the recent Middle East conflicts, Russian media in the Balkans pivoted to cover 
events in ways that could provoke anti-Western sentiment, using the crisis as an 
opportunity to build narratives around Western failures or hypocrisy. The opportunistic 
narrative shift maintains momentum in the information space and keeps audiences 
engaged with Moscow's broader strategic messaging. 

A core tactic in Russian cognitive warfare is creating “false equivalence” by equating 
NATO’s actions with aggression while framing Russian actions as defensive measures. In 
the Balkans, Russian media depict NATO troop movements or exercises as provocations 
while portraying Russian involvement as stabilizing interventions. 

Beyond state-sponsored disinformation, Russia employs PMCs like Wagner or associated 
groups to conduct psychological operations that align with its narratives in the Balkans. 
The entities often engage in more hands-on influence, such as spreading fear of violence or 
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promising security, while pushing disinformation that serves Russia’s broader geopolitical 
aims. 

Russia’s efforts in the Balkans are not just opportunistic but institutionally supported. 
Agencies like the GRU, SVR, and FSB provide resources, strategic guidance, and training to 
local actors who execute Moscow’s disinformation plans. The actors are often embedded 
within the media, NGOs, or political parties, blurring the lines between civilian institutions 
and covert operatives. 

Russia has started experimenting with augmented reality and AI tools to create even more 
convincing disinformation in the Balkans. Deepfakes, AI-generated avatars, and synthetic 
voice technologies generate more realistic propaganda videos and false testimonials, 
complicating efforts to identify and counter false information. 

The evolving nature of Russia's tactics in the Balkans showcases its adaptive, multi-
domain approach to cognitive warfare, combining cyber, psychological, and diplomatic 
tools to maximize impact. The West must adopt flexible, cross-domain countermeasures 
that address the full scope of Russia’s influence in the region. 

Exploring additional elements related to hybrid tools 

One of Russia’s more insidious tactics is to mix accurate news stories with disinformation 
in Balkan media outlets. Embedding false narratives within factual reporting, Russia makes 
its propaganda appear more credible and challenging to refute. The tactic is particularly 
effective in environments where trust in media is already low, as it makes audiences more 
susceptible to persuasive messaging cloaked in a semblance of truth. 

Russia specifically targets NATO and EU missions in the Balkans by framing them as foreign 
occupiers rather than peacekeepers. The Kremlin’s messaging often portrays these 
missions as being ineffective, imperialistic, or even corrupt, which erodes local support for 
Western institutions while fostering nationalist sentiment and alignment with Russian 
interests. 

Energy dependence is a geopolitical tool and a narrative devicefor Russia. Russia's 
propaganda emphasizes its role as a “reliable” energy provider while portraying EU-backed 
energy diversification as unreliable and costly for Balkan states. Using energy as a lever 
and a narrative, Russia tries to tie economic security to political allegiance. 

Russia has long leveraged Orthodox Christianity as a soft power tool, and in the Balkans, it 
actively works through church networks to promote narratives aligned with Russian 
geopolitics. The Russian Orthodox Church supports Kremlin narratives by framing Western 
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values as corrupt and antithetical to traditional culture, thereby fostering distrust in the EU 
and NATO. 

Russia has begun employing psychographic profiling to tailor disinformation campaigns 
more precisely to Balkan audiences, data mining from social media and other digital 
sources to identify emotional triggers, cultural values, and personal biases, which are then 
exploited in highly targeted information operations. Russia can deliver more personalized 
and compelling narratives that resonate deeply with specific demographic segments. 

Russian disinformation not only spreads false narratives but also creates the perception of 
imminent threats, such as fabricated rumors of ethnic violence or potential coups backed 
by NATO. The tactic destabilizes societies by making them overly cautious, skeptical of 
domestic and foreign leaders, and fearful of engaging in regional cooperation. 

Russia frequently emphasizes the corruption of Western-backed Balkan leaders to 
undermine EU integration efforts. Russian narratives seek to turn public opinion against 
Western-supported reforms while presenting Russia as a purveyor of pragmatic, non-
interventionist politics, framing pro-EU politicians as corrupt and self-serving . 

Russia tries to foster “strategic ambiguity” about its role in regional conflicts by spreading 
contradictory messages about its involvement in the Balkans. For example, while state-
controlled media may deny direct Russian interference, unofficial channels might boast 
about Moscow’s capacity to protect Russian-speaking minorities or to influence local 
elections positively. The ambiguity makes it difficult for external observers to counter 
Russian narratives effectively, as the messaging is fluid and adaptable to changing events. 

Russia actively rewrites historical narratives in the Balkans to fit its strategic objectives. 
Portraying itself as a long-standing protector of Slavic nations and Orthodox Christianity, 
Russia tries to reshape historical perceptions to support its modern geopolitical agenda. 
Russia often displays or reinterprets its historical aggressions in the region while amplifying 
past conflicts involving Western powers. 

Russia frequently employs humanitarian narratives, positioning itself as a rescuer during 
crises. The tactic has been used in response to natural disasters, where Russian aid is 
often coupled with extensive media coverage that portrays Western assistance as delayed 
or conditional. Such narratives help cultivate a positive perception of Russia among Balkan 
citizens, especially those in distress. 

Russia uses cyber capabilities not only to steal information but also to disrupt pro-Western 
events, such as sabotaging virtual meetings, hacking NGO websites, or launching DDoS 
attacks against government sites during critical negotiations. The actions are often 
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accompanied by simultaneous disinformation campaigns that create doubt about the 
integrity of Western initiatives. 

Russia has established “misinformation ecosystems” in the Balkans that consist of media 
outlets, Telegram channels, bot farms, and fake NGOs, all operating in a coordinated 
fashion to amplify disinformation. The ecosystem approach ensures that Russian 
narratives are not isolated but constantly reinforced across multiple platforms, creating a 
persistent alternative reality for Balkan audiences. 

Russia also employs “lawfare” by promoting legal narratives that claim Western actions in 
the Balkans violate international law, NATO's charter, or UN resolutions. The tactic tries to 
delegitimize Western influence and presents Russia as a defender of international legality 
despite its aggressive actions in the region. 

Russia tries to undermine civil society in the Balkans by funding anti-NGO campaigns or 
portraying local NGOs as “foreign agents” serving Western interests. Attacking civil society, 
Russia seeks to weaken grassroots movements that support democratic reforms and EU 
integration. 

Russia collaborates with other malign actors, such as Iranian and Chinese information 
networks, to amplify anti-Western narratives in the Balkans. The cooperation is 
opportunistic but effective in creating a broader anti-Western sentiment that aligns with 
Russia’s objectives. 

 continuously adapting its disinformation tactics and integrating various elements of hybrid 
warfare, Russia maintains a disruptive presence in the Balkans, complicating regional 
stability and Western integration efforts. Countering these strategies requires a 
comprehensive, multi-layered approach that addresses  immediate disinformation threats 
and the underlying social vulnerabilities that Russia exploits. 

Detailed timeline of Russia’s disinformation, influence operations, and 
cognitive warfare activities in the Balkans 

2008-2012--- Early Stages of Russian Influence Ops in the Balkans  

• 2008--- NATO Enlargement to Albania and Croatia. 

o Disinformation Tactic--- Russian state media and affiliated outlets launch a 
campaign labeling NATO’s expansion as a “threat to Slavic unity” and framing 
the alliance as a "destabilizing force" in the region. 

• 2009--- Energy Crisis and South Stream Project Promotion. 
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o Disinformation Tactic--- Russia emphasizes its role as the “guarantor of 
energy stability” in the Balkans. The Kremlin’s narrative highlights gas 
pipeline projects like South Stream as vital for Balkan security while framing 
EU energy diversification as unreliable. 

• 2011-2012--- Anti-EU Narrative in Serbian Elections. 

o Disinformation Tactic--- Russian media in Serbia promotes narratives 
suggesting that joining the EU would mean losing sovereignty and cultural 
identity. Pro-Russian politicians receive significant coverage on RT and 
Sputnik’s Serbian editions. 

2014--- Ukraine Conflict as a Catalyst for Balkan Influence 

• February 2014--- Annexation of Crimea. 

o Disinformation Tactic--- Russian media compares the situation in Ukraine 
to Kosovo, calling  "Western-orchestrated coups" and warning Balkan 
audiences of potential "Western interference" in domestic affairs. 

• April 2014--- Formation of Anti-NATO Narratives in Montenegro. 

o Campaign Detail--- Russian media, led by RT and Sputnik, accuse 
Montenegro’s NATO accession process of being “anti-Serbian” and harmful 
to regional stability. Campaigns stress historic Serbian-Russian ties, with 
support from local Orthodox Church leaders. 

2015-2017--- Intensified Disinformation and Hybrid Warfare 

• 2015--- Refugee Crisis. 

o Disinformation Tactic--- Russian media outlets portray the EU's handling of 
the refugee crisis as chaotic and damaging to Balkan countries. In contrast, 
Russia is depicted as a defender of “traditional Christian values,” which 
resonates with conservative Balkan populations. 

• 2016--- Attempted Coup in Montenegro (October 2016). 

o Event--- Russian intelligence, specifically GRU Unit 29155, is linked to an 
attempted coup aimed at preventing Montenegro’s NATO accession. 

o Disinformation Tactic--- Russian outlets deny involvement and instead 
frame the incident as a “staged coup” orchestrated by Western intelligence 
to discredit Russia and suppress pro-Russian elements in Montenegro. 
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• 2017--- North Macedonia’s Name Referendum Campaign. 

o Event--- Russia launches a disinformation campaign to derail the Prespa 
Agreement, which resolves North Macedonia’s name dispute with Greece—a 
prerequisite for EU and NATO integration. 

o Disinformation Tactic--- The campaign includes fake social media accounts 
spreading claims that the agreement would “erase Macedonian identity” and 
lead to foreign domination. 

2018-2019--- Election Interference and Enhanced Propaganda 

• 2018--- Serbian Presidential Elections. 

o Disinformation Tactic--- Pro-Russian media supports nationalist candidates 
and spreads narratives suggesting that pro-Western candidates are “agents 
of Western imperialism.” 

• 2019--- Kosovo’s NATO Membership Aspirations. 

o Event--- As Kosovo ramps up efforts for NATO membership, Russian media 
frames this as an existential threat to Serbs in the region, calling it 
“militarization by Albanians” and “NATO expansionism.” 

• 2019--- Formation of the Portal Kombat Network in the Balkans. 

o Details--- Russian operatives establish over 200 proxy websites in Balkan 
languages, sharing disinformation about NATO, the EU, and regional politics. 
The sites use automated translation tools to produce local-language content 
quickly. 

2020-2021--- Pandemic Narratives and Serbian Elections 

• 2020--- COVID-19 Pandemic. 

o Disinformation Tactic--- Russian media promote narratives that the EU is 
abandoning Balkan states during the pandemic while emphasizing Russian 
medical aid deliveries, such as sending "medical brigades" to Serbia in 
March 2020. 

o Vaccine Diplomacy--- Russian outlets push Sputnik V as the "savior 
vaccine" while framing Western vaccines as unsafe or politically motivated. 

• 2021--- Serbian Elections. 
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o Disinformation Tactic--- Russian-linked social media accounts amplify 
nationalist messages, calling for stronger ties with Russia and critiquing EU 
integration. Content promotes ideas of Serbian victimhood and Orthodox 
solidarity with Russia. 

2022-2023--- Russia’s War in Ukraine and Balkan Propaganda 

• February 2022--- Russian Invasion of Ukraine. 

o Disinformation Tactic--- Russian media in the Balkans equates the invasion 
of Ukraine with NATO's intervention in Kosovo in 1999, portraying  as 
“necessary actions for regional stability” and “defensive moves” by Russia. 

o Narrative Amplification--- Local pro-Russian influencers on platforms like 
Telegram push the narrative that Russia is “liberating” Ukraine from Western 
aggression, which is likened to defending Serbia against NATO in the 1990s. 

• March 2022--- Anti-Sanctions Messaging in Serbia and Bosnia. 

o Disinformation Tactic--- Russian outlets amplify local resistance to EU 
sanctions against Russia, claiming that sanctions are “Western economic 
warfare” designed to harm Balkan economies. 

• April 2022--- Protests in Serbia Over Energy Prices. 

o Disinformation Tactic--- Russian media blames EU energy policies for rising 
prices and frames Russia as a reliable energy partner, emphasizing Serbia’s 
continued reliance on Russian gas. 

• October 2023--- Serbian-Kosovo Border Tensions. 

o Event--- Russia supports false narratives of alleged Albanian “ethnic 
cleansing” attempts against Serbs in Northern Kosovo, aiming to stoke ethnic 
tensions and hinder Western mediation efforts. 

2024--- Anticipated Disinformation and Influence Operations  

• Anticipated Events--- As the U.S. presidential elections and EU membership 
discussions for the Western Balkans approach, Russia is expected to intensify 
disinformation campaigns that exploit divisive issues like ethnicity, historical 
grievances, and economic instability. 

o Potential Disinformation Tactics--- 
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▪ Deepfakes and AI-driven narratives create false media coverage 
favoring pro-Russian candidates or attacking pro-Western figures. 

▪ Election interference in Montenegro and Serbia is caused by cyber 
attacks on electoral infrastructure, mirroring tactics used in past 
European elections. 

Summary of Trends Across Timeline 

Throughout this period, Russia’s disinformation tactics have consistently--- 

• Exploited Regional Ethnic and Historical Tensions by comparing events to 
historical grievances like the Kosovo War, capitalizing on Balkan nations' complex 
relationships with NATO and the EU. 

• Adapted to Real-Time Events, rapidly shifting narratives to exploit global events like 
the Ukraine conflict, the COVID-19 pandemic, and the refugee crisis. 

• Used Coordinated Campaigns, blending cyber capabilities, social media 
influence, and traditional media to amplify disinformation at critical geopolitical 
junctures. 

The timeline highlights the enduring and evolving nature of Russia's disinformation 
strategies in the Balkans, emphasizing the importance of resilience-building measures, 
media literacy programs, and proactive information campaigns to counter malign 
influence. 

Patterns, trends withing patters, tendencies within trends  

Patterns in Russian Disinformation and Influence Ops  

• Hybrid Warfare Integration 

o Pattern--- Russia seamlessly integrates disinformation into a broader hybrid 
warfare framework, combining it with diplomatic maneuvers, economic 
leverage, military posturing, and cyber operations. 

o Trend within Pattern--- Russia often launches disinformation campaigns in 
parallel with major geopolitical moves, like military exercises near the 
Balkans or the announcement of new energy projects.  

o Tendency within Trend--- The integrated campaigns typically start with a 
spike in disinformation output, particularly narratives that portray Russia as a 
stabilizer and NATO or the EU as aggressors. 
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• Opportunistic Narrative Shifting 

o Pattern--- Russian narratives are highly adaptable, quickly shifting focus to 
exploit emerging regional or global events (e.g., Ukraine conflict, EU 
enlargement discussions, refugee crises). 

o Trend within Pattern--- Russia’s media outlets and proxies exploit “crisis 
moments” to spread disinformation tailored to the context—such as shifting 
from anti-Ukrainian narratives to anti-NATO rhetoric during border tensions. 

o Tendency within Trend--- The opportunistic approach often features rapid 
amplification through local-language media and social media bots, targeting 
the most affected groups in the region to stoke division or fear. 

• Ethnic and Religious Exploitation 

o Pattern--- Russia consistently taps into existing ethnic and religious divides 
in the Balkans to weaken social cohesion and promote distrust in Western 
institutions. 

o Trend within Pattern--- Russian narratives frame NATO as anti-Orthodox or 
pro-Islamic to provoke anxiety among Orthodox communities in countries 
like Serbia, Montenegro, and Macedonia. 

o Tendency within Trend--- The campaigns frequently intensify around 
sensitive anniversaries, historical commemorations, or religious holidays, 
using cultural identity to deepen divisions. 

• Weaponization of Energy Dependence 

o Pattern--- Russia uses energy security as a geopolitical and narrative 
weapon, portraying itself as a reliable supplier while characterizing Western 
energy diversification efforts as risky or untrustworthy. 

o Trend within Pattern--- Disinformation campaigns align with events like gas 
price spikes or EU energy sanctions, amplifying messages of Russian 
reliability versus EU failure. 

o Tendency within Trend--- The disinformation often includes dramatic claims 
of impending energy crises or environmental disasters caused by EU 
policies, specifically targeting audiences with high energy dependence on 
Russia. 

• Persistent "Gray Zone" Operations 
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o Pattern--- Russia operates persistently in the "gray zone," where activities do 
not trigger direct Western military responses but create continuous 
instability and uncertainty. 

o Trend within Pattern--- Operations in this gray zone mix cyber attacks, 
disinformation, and diplomatic denials to maintain plausible deniability.  

o Tendency within Trend--- Gray zone campaigns often involve using proxies, 
like local nationalist groups or media networks, to disseminate Russian-
aligned narratives while keeping Moscow’s direct role ambiguous. 

• Long-Term "Active Measures" 

o Pattern--- Russia engages in long-term “active measures” to gradually 
reshape political environments rather than seeking immediate shifts in 
alignment. 

o Trend within Pattern--- The measures often involve deep infiltration of local 
political landscapes, funding nationalist movements, and engaging in 
disinformation campaigns designed to erode support for EU integration.  

o Tendency within Trend--- The focus is on building trust over time, positioning 
Russia as a consistent partner compared to perceived “inconsistent” 
Western allies. 

• Localized Information Ecosystems 

o Pattern--- Russia establishes localized information ecosystems in Balkan 
countries, comprising proxy websites, local influencers, and social media 
channels that amplify Russian narratives. 

o Trend within Pattern--- The ecosystems are built to sustain narratives over 
time, making disinformation appear more credible as it circulates among 
local populations. 

o Tendency within Trend--- Russia uses local-language outlets and 
influencers to enhance relatability and legitimacy, with these actors often 
presenting Russian narratives as native perspectives. 

• Plausible Deniability via Proxy Channels 

o Pattern--- Russia frequently uses proxies—either local actors or supposed 
independent media—to spread disinformation while maintaining plausible 
deniability. 
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o Trend within Pattern--- The is most visible when Russian-linked narratives 
emerge through seemingly independent media or social channels, creating a 
sense of grassroots legitimacy. 

o Tendency within Trend--- Russian intelligence services often manipulate 
narratives through these proxies during election cycles or regional conflicts 
to maximize plausible deniability. 

Table of Russian Disinformation Patterns in the Balkans  

Pattern Trend within Pattern Tendency within Trend Example 

Hybrid Warfare 
Integration 

Campaigns launched 
alongside military, 
diplomatic, or economic 
maneuvers 

Initial disinformation 
spike portraying NATO as 
the aggressor 

2016 Montenegro Coup 
Attempt--- Coordinated 
disinformation and GRU 
involvement 

Opportunistic 
Narrative Shifting 

Rapid adaptation to 
emerging events (e.g., 
Ukraine War, refugee crisis) 

Use of bots and rapid 
amplification on social 
media 

Shift from anti-Kosovo to anti-
NATO narratives in 2022 
during Ukraine invasion 

Ethnic and Religious 
Exploitation 

Framing of NATO/EU as anti-
Orthodox or pro-Islamic 
entities 

Intensification around 
anniversaries or holidays 

Anti-NATO messaging on 
Orthodox holidays in Serbia 

Weaponization of 
Energy Dependence 

Disinformation during gas 
price spikes or EU energy 
sanctions 

Dramatic claims of 
energy crises targeting 
dependent audiences 

Anti-EU energy narratives 
during 2022 sanctions on 
Russia 

Persistent "Gray 
Zone" Operations 

Use of cyber attacks, 
diplomatic denials, and 
misinformation 

Use of nationalist proxies 
to maintain plausible 
deniability 

Alleged ethnic cleansing 
narratives during Kosovo 
tensions in 2023 

Long-Term "Active 
Measures" 

Deep infiltration of politics, 
funding nationalist groups 

Positioning Russia as a 
consistent, trustworthy 
partner 

Gradual support for 
nationalist movements in 
Serbia over the years 

Localized 
Information 
Ecosystems 

Establishment of regional 
disinformation networks 

Use of local-language 
media to enhance 
credibility 

Portal Kombat network in the 
Balkans, active since 2019 

Plausible Deniability 
via Proxy Channels 

Disinformation spread by 
local actors or 
"independent" outlets 

Increased manipulation 
during elections or 
conflicts 

Pro-Russian narratives during 
2017 Macedonian name 
referendum 
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Key Observations from Patterns, Trends, and Tendencies  

Adaptability--- Russia's disinformation campaigns demonstrate high adaptability, 
swiftly shifting focus in response to geopolitical events or local developments. The 
flexibility allows Russian narratives to maintain relevance and impact over time. 

Integrated Strategy--- Disinformation is not standalone but part of broader hybrid 
strategies, including cyber operations, energy leverage, and military posturing. The 
synergy of these elements increases the overall disruptive potential. 

Persistent Presence--- Long-term operations, built on sustained narratives and local 
proxies, indicate that Russia’s efforts are not just reactive but part of a strategic 
framework aimed at reshaping the region's geopolitical alignment over time. 

Plausible Deniability--- The use of proxy channels and covert actors ensures Russia can 
deny involvement while maintaining influence, making it challenging for Western actors 
to counter these operations directly. 

The Treadstone 71 analysis and comparative table illustrate the complexity and evolving 
nature of Russia’s disinformation tactics in the Balkans, emphasizing the need for 
comprehensive countermeasures that address immediate disinformation and underlying 
vulnerabilities. 

Expanded analysis of further on patterns, trends, and tendencies  

Additional Analysis of Russian Patterns, Trends, and Tendencies  

• Strategic Use of "Narrative Recycling"  

o Pattern--- Russia frequently recycles old narratives, repurposing them to suit 
new geopolitical contexts. The involves using past disinformation campaigns 
as templates to maintain continuity and familiarity. 

o Trend within Pattern--- For example, narratives about NATO’s "aggression" in 
the 1990s are reintroduced during conflicts like the Ukraine invasion to draw 
parallels that justify Russian actions. 

o Tendency within Trend---  recycling narratives, Russia minimizes the cost of 
content creation while maximizing impact, as audiences are already 
conditioned to these familiar messages. The tactic also leverages nostalgia 
among older audiences, who may have experienced these conflicts 
firsthand. 
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• Information Overload Tactics 

o Pattern--- Russia deploys “information overload” as a tactic, flooding the 
media space with disinformation, contradictory stories, and rapid narrative 
shifts to confuse and fatigue the audience. 

o Trend within Pattern--- During crises, Russian channels release a surge of 
conflicting reports that overwhelm Balkan information consumers, making it 
harder to identify accurate information. 

o Tendency within Trend--- The goal is to create an environment where 
audiences disengage due to confusion or revert to familiar narratives that 
align with pro-Russian biases. The approach has been especially evident 
during complex geopolitical situations, like the refugee crisis or recent 
Kosovo-Serbia tensions. 

• Targeting Civic Trust in Electoral Processes 

o Pattern--- Russia’s disinformation campaigns frequently aim to undermine 
trust in electoral processes by promoting narratives of fraud, manipulation, 
or Western interference during elections. 

o Trend within Pattern--- The narratives are disseminated through official 
channels like Sputnik Serbia and covert networks of Telegram channels 
during election periods in Balkan countries. 

o Tendency within Trend--- Russia leverages local political scandals or past 
electoral controversies, amplifying them to foster a broader distrust in 
democratic institutions, thereby reducing voter turnout and increasing 
polarization. 

• Exploitation of Social Media Echo Chambers  

o Pattern--- Russian operatives exploit social media echo chambers to amplify 
disinformation and tailor messages that reinforce existing biases within 
Balkan communities. 

o Trend within Pattern--- The creation of closed social media groups, 
particularly on platforms like Telegram and Facebook, intends to 
continuously feed followers with pro-Russian narratives that align with local 
grievances. 
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o Tendency within Trend--- Russia’s tendency to cultivate digital “safe 
spaces” for pro-Russian narratives is particularly potent among younger 
audiences, who rely heavily on social media for news consumption. 

• Combining Coercive Diplomacy with Disinformation  

o Pattern--- Russia’s disinformation campaigns are often paired with coercive 
diplomatic efforts, including threats of energy cutoffs, military drills near 
borders, or diplomatic ultimatums during political instability. 

o Trend within Pattern--- During energy crises or military standoffs, Russian 
media simultaneously disseminates messages about “unreliable” Western 
partners, creating a sense of urgency that aligns with coercive diplomatic 
actions. 

o Tendency within Trend--- The approach fosters public pressure on local 
governments to negotiate favorable terms with Russia or align more closely 
with Moscow’s strategic objectives, evident during winter energy crises in 
Serbia and Bulgaria. 

• Subverting Opposition Movements through False Allegiances  

o Pattern--- Russia infiltrates opposition movements in the Balkans, not only 
to weaken ruling pro-Western parties but also to subvert genuine opposition 
movements by co-opting their messaging. 

o Trend within Pattern--- Russian disinformation introduces false narratives 
that claim opposition movements are secretly aligned with Western 
intelligence, thereby splitting opposition groups and weakening their 
credibility. 

o Tendency within Trend--- Russia’s disinformation fosters internal divisions 
within opposition coalitions, as seen in North Macedonia’s 2019 name 
referendum debates and Montenegro’s 2020 parliamentary elections. 

• “Constructive Chaos” Strategy 

o Pattern--- Russia employs a “constructive chaos” strategy to destabilize 
Balkan states without committing direct aggression, creating prolonged 
uncertainty that hinders pro-EU reforms. 

o Trend within Pattern--- Disinformation narratives are designed to create 
competing truths, such as promoting conspiracy theories that Balkan 
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leaders are Western puppets or exaggerating economic hardships attributed 
to EU policies. 

o Tendency within Trend--- The strategy aims to prolong reform timelines and 
maintain Russia’s influence by stalling efforts for NATO or EU accession, 
particularly in Serbia, Montenegro, and Bosnia. 

• Language-Specific Manipulations 

o Pattern--- Russia tailors disinformation campaigns to specific Balkan 
languages, ensuring that narratives resonate culturally and are more effective 
in manipulating regional identities. 

o Trend within Pattern--- Russian media outlets and proxy websites produce 
localized narratives in Serbian, Macedonian, Bosnian, and Albanian, 
emphasizing Russia’s role as a cultural ally and contrasting it with “alien” 
Western values. 

o Tendency within Trend--- The localization is particularly successful in rural 
areas, where audiences may have limited access to broader international 
perspectives and remain reliant on local-language media outlets. 

• Exploitative Geoeconomic Narratives 

o Pattern--- Russia’s disinformation narratives in the Balkans are heavily 
intertwined with geoeconomic themes, particularly regarding the perception 
of economic dependence on Moscow. 

o Trend within Pattern--- Campaigns emphasize the economic benefits of 
stronger ties with Russia, portraying EU economic integration as a threat to 
local industries or national sovereignty. 

o Tendency within Trend--- The campaigns leverage genuine economic 
vulnerabilities, such as high unemployment or fragile GDP growth, to appeal 
to audiences who see Russia as a more pragmatic economic partner than 
the EU’s perceived bureaucracy. 

• Persistent “Anti-Sanctions” Messaging 

o Pattern--- Russia’s narratives consistently target Western sanctions, framing 
them as unjust, ineffective, and damaging to Balkan states reliant on Russian 
energy or trade. 
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o Trend within Pattern--- Russian media uses every new sanction event to 
reinforce existing anti-Western narratives, claiming that Balkan states suffer 
collateral damage from Western economic policies. 

o Tendency within Trend---  emphasizing the immediate economic hardships 
caused by sanctions, Russia tries to create a backlash against further EU 
alignment and foster support for pro-Russian policies, evident during 
Serbia’s refusal to support sanctions on Russia in 2022. 

Table of Advanced Analysis of Russian Disinformation Patterns in the Balkans  

Advanced Pattern Trend within Pattern Tendency within Trend Example 

Narrative Recycling 
Using old narratives to suit 
new contexts 

Fosters familiarity and 
reduces content costs 

Reusing anti-NATO rhetoric 
during Ukraine conflict, 
drawing parallels to Kosovo 

Information 
Overload Tactics 

Flooding media with 
contradictory stories 

Causes confusion, 
fatigue, and 
disengagement 

Conflicting refugee crisis 
reports during the 2015 crisis 

Targeting Electoral 
Trust 

Promoting fraud claims 
during election periods 

Lowers voter turnout, 
increases polarization 

Fraud narratives during 2018 
Serbian elections 

Social Media Echo 
Chambers 

Closed groups feeding 
tailored pro-Russian 
messages 

Reinforces biases, 
increases misinformation 
relatability 

Use of pro-Russian Facebook 
groups in Macedonia 

Coercive 
Diplomacy Pairing 

Aligning disinformation with 
diplomatic threats 

Creates public pressure 
for favorable terms with 
Russia 

Energy cutoffs during winter 
coupled with “unreliable EU” 
messaging 

Subverting 
Opposition 

Claiming opposition groups 
are linked to Western 
intelligence 

Weakens opposition 
movements and 
credibility 

False alliances spread during 
2020 Montenegro elections 

Constructive 
Chaos Strategy 

Creating competing truths 
to prolong instability 

Stalls NATO/EU reforms, 
maintain Russian 
influence 

Conspiracy theories about EU 
corruption in Serbia 

Language-Specific 
Campaigns 

Tailoring narratives to 
cultural context 

Resonates in rural, 
isolated areas 

Anti-NATO narratives in 
Serbian and Macedonian 
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Advanced Pattern Trend within Pattern Tendency within Trend Example 

Exploitative 
Geoeconomic 
Themes 

Emphasizing Russia’s 
pragmatic economic 
partnership 

Appeals to economic 
pragmatism over EU 
bureaucracy 

Anti-EU trade narratives in 
Bosnia 

Anti-Sanctions 
Messaging 

Framing Western sanctions 
as unjust and damaging to 
the Balkans 

Foster's backlash against 
EU integration 

“Sanctions hurt Serbia, not 
Russia” campaign in 2022 

 

Further Observations and Insights 

• Strategic Consistency--- Russia's disinformation approach consistently aligns 
tactical messaging with strategic long-term goals, such as delaying EU accession 

Deeper Pattern – Trend – Tendency Analysis 

Pattern 1--- Hybrid Warfare Integration 

• Specific Example (2016 Montenegro Coup Attempt)--- 

o Trend--- Russian operatives, led by GRU Unit 29155, coordinated with local 
Serb nationalists to prevent Montenegro's NATO accession. Disinformation 
was spread to depict NATO as a “foreign invader,” coinciding with the 
attempted coup. 

o Tendency--- The narrative labeled NATO as culturally and militarily hostile to 
the Balkans, aiming to generate resistance from the local populace, aligning 
with concurrent cyber disruptions to government websites. 

Pattern 2--- Opportunistic Narrative Shifting 

• Specific Example (2022 Kosovo-Serbia Border Crisis)--- 

o Trend--- As border tensions rose between Serbia and Kosovo, Russian media 
quickly pivoted to narratives comparing the crisis to NATO's 1999 
intervention, portraying it as another “Western provocation.”  

o Tendency--- The shift in messaging was aimed at bolstering support for 
Serbia’s position and creating a sense of historical continuity, using existing 
anti-NATO sentiments among Serbian audiences. 

Pattern 3--- Ethnic and Religious Exploitation 
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• Specific Example (2020 Serbian Orthodox Church Protests in Montenegro)--- 

o Trend--- Russian disinformation outlets framed the Montenegrin 
government's decision to nationalize Serbian Orthodox Church properties as 
an “anti-Orthodox campaign,” seeking to ignite ethnic and religious tensions.  

o Tendency--- The disinformation was amplified on Orthodox religious 
holidays, tying it to broader narratives of defending Orthodoxy, which 
increased resonance among conservative Serbian and Montenegrin 
communities. 

Pattern 4--- Weaponization of Energy Dependence 

• Specific Example (2021 Serbian Gas Supply Negotiations)--- 

o Trend--- During gas supply talks between Serbia and Russia, Russian media 
pushed stories suggesting that the EU's energy strategies were intentionally 
designed to weaken Serbia’s energy security. 

o Tendency--- The campaign emphasized Russia as a stable energy partner, 
creating public pressure on Serbian leaders to favor long-term gas deals with 
Moscow over EU diversification plans. 

Pattern 5--- Persistent “Gray Zone” Operations 

• Specific Example (2019 North Macedonia’s NATO Accession)--- 

o Trend--- Russian operatives launched cyber attacks on government websites 
and social media channels while simultaneously spreading disinformation, 
claiming that NATO membership would result in “militarization” and 
“Western occupation.” 

o Tendency--- The operation created a sense of sustained threat, with 
narratives emphasizing “lost sovereignty” due to joining NATO. 

Pattern 6--- Long-Term “Active Measures” 

• Specific Example (2022 Serbian Parliamentary Elections)--- 

o Trend--- Russia’s disinformation focused on portraying pro-EU candidates as 
“traitors” working against Serbia’s national interest. Simultaneously, long-
term support was given to nationalist groups favoring closer ties with 
Moscow. 
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o Tendency--- The aim was to slowly erode public trust in EU-oriented leaders 
and keep nationalist sentiments alive, a recurring theme during elections. 

Pattern 7--- Localized Information Ecosystems 

• Specific Example (2019 Launch of “Portal Kombat” Network)--- 

o Trend--- Russia established over 200 proxy websites in Balkan languages, 
disseminating coordinated disinformation about NATO and EU intentions, 
mainly targeting Serbia, Montenegro, and North Macedonia.  

o Tendency--- The network employed automated content distribution tailored 
to local cultural narratives, creating an ecosystem where disinformation 
appeared to come from domestic sources. 

Pattern 8--- Plausible Deniability via Proxy Channels  

• Specific Example (2020 Anti-EU Protests in Serbia)--- 

o Trend--- During anti-EU protests in Belgrade, Russian disinformation spread 
through supposedly independent Telegram channels that framed EU policies 
as the primary cause of Serbian economic struggles. 

o Tendency---  using proxy channels, Russia maintained plausible deniability 
while amplifying discontent, making it difficult to directly attribute the 
narratives to Moscow. 

Pattern 9--- Strategic Use of "Narrative Recycling"  

• Specific Example (2022 Ukraine War and Kosovo Parallels)--- 

o Trend--- Russian media recycled narratives from the Kosovo War, comparing 
Ukraine’s defense to NATO’s intervention in Kosovo. The narrative framed 
Russia's actions as a defense against “Western aggression.”  

o Tendency---  drawing on familiar historical narratives, the campaign sought 
to build immediate sympathy and support in Serbia and other Orthodox 
communities in the Balkans. 

Pattern 10--- Information Overload Tactics 

• Specific Example (2015 Refugee Crisis)--- 

o Trend--- During the 2015 refugee crisis, Russian disinformation channels 
flooded Balkan media with conflicting reports about the crisis, including 
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exaggerated crime rates, false refugee statistics, and claims of EU 
incompetence. 

o Tendency--- The goal was to confuse and overwhelm audiences, making it 
harder to discern accurate information and promoting narratives of EU chaos  

Pattern 11--- Targeting Civic Trust in Electoral Processes 

• Specific Example (2018 Bosnian General Elections)--- 

o Trend--- Russian disinformation portrayed the elections as “rigged” by 
Western intelligence, suggesting that EU-backed candidates were corrupt 
puppets. 

o Tendency--- The narrative fostered deep cynicism about democratic 
processes and was amplified during voting cycles to lower turnout and 
delegitimize pro-EU leaders. 

Pattern 12--- Exploitation of Social Media Echo Chambers 

• Specific Example (2021 Anti-NATO Protests in North Macedonia)--- 

o Trend--- Russian-affiliated Telegram channels promoted anti-NATO 
sentiment in closed groups, suggesting that NATO troops in North Macedonia 
would lead to loss of sovereignty. 

o Tendency--- The echo chambers reinforced biases, with Russian operatives 
using memes, videos, and posts to create a self-reinforcing cycle of anti-
Western sentiment among members. 

Pattern 13--- Combining Coercive Diplomacy with Disinformation 

• Specific Example (2021 Serbia’s Gas Crisis)--- 

o Trend--- During negotiations over gas supplies, Russian state media ran 
stories suggesting that Serbia would face an “energy catastrophe” if it aligned 
with EU sanctions on Russia. The was coupled with actual diplomatic 
pressure from Moscow. 

o Tendency--- The combined coercion and disinformation created public 
urgency, steering Serbia’s government towards a pro-Russian stance. 

Pattern 14--- Subverting Opposition Movements through False Allegiances  

• Specific Example (2017 Macedonian Name Referendum)--- 
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o Trend--- Russian disinformation framed the referendum as a Western plot to 
“erase Macedonian identity,” suggesting that opposition groups were secretly 
aligned with foreign powers. 

o Tendency--- The false alignment narrative aimed to fragment the opposition 
and discredit pro-EU figures. 

Pattern 15--- “Constructive Chaos” Strategy 

• Specific Example (2019 Anti-Government Protests in Serbia)--- 

o Trend--- Russian channels spread conspiracy theories that Western-backed 
NGOs were orchestrating the protests, claiming they aimed to create 
instability as a pretext for NATO intervention. 

o Tendency---  sowing discord and fostering competing narratives, Russia 
prolonged political chaos and delayed reform processes in Serbia. 

The specific examples demonstrate how Russia’s disinformation strategies manifest in 
real-world scenarios across the Balkans, showcasing diverse methods of influence that 
adapt to local contexts and exploit existing vulnerabilities. 

Technological Innovations, Strategic Adaptations, and Soft Power Tactics  
Russia’s disinformation operations in the Balkans are highly sophisticated, using a mix of 
technology, strategic alliances, and psychological warfare. Central to this approach is 
integrating advanced AI tools, which enhance the credibility and effectiveness of 
disinformation campaigns. AI-generated content, such as deepfakes and synthetic voices, 
creates realistic yet misleading narratives that resonate deeply with local audiences. The AI 
techniques have allowed Russia to create fabricated videos and audio clips that depict 
Western leaders making inflammatory statements or local officials discussing corruption or 
foreign interference. Such content exploits existing fears, such as historical concerns about 
surveillance, making it highly believable and difficult to debunk. 

In response, NATO, the EU, and Balkan states have initiated various counter-messaging 
strategies, though their success has been mixed. Initiatives like the EU’s 
“#BalkanFactCheck” campaign have effectively debunked some Russian narratives, but 
trust issues in rural areas have limited its reach. NATO’s efforts to emphasize shared security 
benefits have also faced challenges, as Russian narratives quickly label such messaging as 
propaganda, showing the need for more culturally aligned and credible countermeasures 
that can penetrate deeper into Balkan societies. 
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Russia's partnerships with other actors, notably China and Iran, add a layer of complexity to 
its influence efforts in the Balkans. The collaborations enhance Russia’s strategic 
capabilities by amplifying shared narratives, such as portraying EU sanctions as 
economically damaging to Balkan nations. Chinese Confucius Institutes have also 
cooperated with Russian media to promote alternatives to Western models, emphasizing 
non-interventionist diplomacy. The partnerships allow Russia to present itself as a more 
culturally and historically aligned ally in the region. 

Timing is critical in Russia’s campaigns, as disinformation is often aligned with key 
geopolitical events. For example, during Montenegro’s 2020 EU accession discussions, 
Russia emphasized narratives suggesting that joining the EU would undermine Orthodox 
heritage. Similarly, during NATO military drills in the region, Russia's media portrayed the 
exercises as aggressive moves designed to provoke conflict, framing NATO as a direct threat. 
The strategic alignment increases the effectiveness of disinformation and creates urgency 
among the local populace. 

Russia's use of cultural diplomacy, media exchanges, and educational initiatives intends to 
reinforce pro-Russian sentiment subtly. Russian cultural centers in Serbia and Bosnia 
promote historical ties, while scholarships to Moscow expose students to Kremlin-approved 
curricula, turning them into advocates for Russian narratives upon their return. The soft 
power complements more direct disinformation efforts, creating long-term influence 
beyond immediate geopolitical events. 

As digital platforms evolve, so do Russia’s tactics. Russian operatives now use platforms like 
TikTok, Signal, and decentralized networks to distribute propaganda and coordinate proxies. 
The new channels allow for more significant evasion of regulatory scrutiny, making 
disinformation harder to trace and debunk. For example, Russian narratives have found 
niche audiences on decentralized networks like Mastodon, while encrypted messaging apps 
facilitate closed-group disinformation campaigns that exploit regional distrust of 
government surveillance. 

Russia’s disinformation is expected to target upcoming elections, EU accession 
discussions, and energy negotiations. AI-driven content will likely misrepresent Western 
leaders’ positions on sensitive issues, like Kosovo’s status or energy security, aiming to 
polarize voters. Russia may also intensify narratives predicting energy shortages due to EU 
sanctions, framing itself as a reliable energy partner during critical winter months. 

Impact assessments show that Russian disinformation has steadily eroded support for EU 
integration, as evidenced by declining public opinion in Serbia from 2018 to 2022. In North 
Macedonia’s 2020 elections, narratives about a “loss of identity” if NATO membership 
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proceeds contributed to increased nationalist votes, complicating negotiations with NATO 
and the EU. The manipulation often uses historical trauma to provoke strong emotional 
responses, framing the EU and NATO as modern-day colonial forces. Russia’s psychological 
tactics also evoke traumatic events, such as NATO’s 1999 bombing of Serbia, creating a 
mentality that favors closer ties with Moscow while increasing skepticism toward Western 
institutions. 

Strategically, Russia will likely adapt to AI regulation in the Balkans and the EU by developing 
more subtle AI-driven disinformation that mimics legitimate news sources. The shift towards 
“invisible propaganda,” where bias is embedded subtly, will aim to create subconscious 
anti-Western perceptions without triggering immediate fact-checking. 

The broader impact of Russia’s disinformation on NATO is substantial. Targeting specific 
NATO members and exploiting varying levels of commitment to Balkan security, Russia sows 
discord and undermines the alliance’s collective defense credibility. The drives Balkan 
states to reconsider their security partnerships, potentially pivoting towards Russia. Russia’s 
cyber operations, often combined with disinformation, exploit outdated digital infrastructure 
in Balkan states, weakening public trust. Modernizing these infrastructures is crucial to 
enhancing resilience against Russian influence. 
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Table of Technological Innovations in Russian Influence Operations in the Balkans 

Technological 
Innovation 

Intent Targets Intended Impact Future Estimates Unconventional Uses 

AI-Generated 
Deepfakes 

To create highly 
realistic, 
misleading visuals 

The general public, 
local media, 
politicians 

Discredit Western figures, 
increase distrust, polarize 
public opinion 

Deepfakes will become 
more sophisticated, with 
real-time capabilities and 
hyper-realistic detailing. 

Use deepfakes to stage fake 
speeches by Balkan leaders 
announcing major policy shifts, 
which is confusing. 

AI-Driven 
Synthetic Voices 

To fabricate 
credible audio 
narratives 

Balkan officials, 
opposition figures, 
public 

Fuel paranoia about 
corruption, foreign 
interference, and 
wiretapping 

Synthetic voices will mimic 
local dialects and slang, 
making fake audio more 
convincing to target 
audiences. 

Produce "leaked" audio clips of 
confidential talks between 
Balkan officials and Western 
leaders, implying collusion. 

Encrypted 
Messaging 
Networks 

To spread 
disinformation 
securely 

Closed groups, 
youth, political 
activists 

Evade detection, deepen 
influence among 
skeptical demographics 

Using AI-enhanced bots to 
automate disinformation 
across encrypted channels 
creates “echo chambers.” 

Deploy AI chatbots in 
encrypted channels to initiate 
direct conversations, 
persuading users to adopt pro-
Russian views. 

Decentralized 
Networks (e.g., 
Mastodon) 

To engage niche 
communities 
securely 

Niche audiences, 
pro-Russian 
sympathizers 

Enhance reach among 
isolated or fringe groups, 
evade centralized content 
monitoring. 

Decentralized networks will 
expand to smaller, more 
fragmented platforms, 
creating untraceable disinfo 
hubs. 

Generate content for hyper-
localized narratives, such as 
claiming ethnic tensions in 
remote areas. 

AI Bots for Social 
Media 

To automate 
disinformation 
distribution 

Social media 
users, youth 

Rapidly amplify 
narratives, increase the 
perception of organic 
support 

AI bots will evolve to engage 
in conversations that mimic 
human-like responses, 
blending disinfo with facts. 

AI bots could create fake social 
movements, staging virtual 
protests on social media to 
develop real-world reactions. 
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Technological 
Innovation 

Intent Targets Intended Impact Future Estimates Unconventional Uses 

Invisible 
Propaganda 

To subtly embed 
bias in news 

Broader media 
consumers, 
journalists 

Create subconscious 
anti-Western sentiment to 
erode trust without direct 
falsehoods. 

AI tools will enhance 
invisible bias in the news, 
creating subtle, 
undetectable slants in 
media narratives. 

AI algorithms could generate 
seemingly neutral news 
aggregators that gradually shift 
focus to pro-Russian stories. 

Cyber Attacks 
(Spear-Phishing) 

To exploit 
vulnerabilities in 
digital infra 

Government 
officials, critical 
infrastructure 

Disrupt governance, 
undermine state capacity, 
and spread narratives 
about state 
incompetence. 

AI-enhanced phishing 
campaigns using 
personalized psychological 
profiling will increase 
success rates. 

AI could create convincing fake 
documents suggesting 
Western surveillance of Balkan 
officials, sparking public 
outrage. 

AI-Generated 
Memes 

To simplify and 
spread narratives 
quickly 

Youth, social media 
users, meme 
culture 

Normalize disinformation, 
increase shareability 

Memes will be created 
automatically based on 
trending topics, increasing 
their virality. 

AI could create humor-based 
propaganda that uses satire to 
diminish trust in Western 
politicians, making disinfo 
relatable. 

Virtual Reality (VR) 
Propaganda 

To immerse users 
in manipulated 
realities 

Youth, tech-savvy 
audiences 

Increase emotional 
connection to pro-
Russian narratives, distort 
reality perception. 

VR could simulate historical 
events, presenting a pro-
Russian perspective to skew 
narratives. 

Interactive VR experiences 
could mimic wartime 
scenarios with biased 
interpretations, creating 
empathy for Russian actions. 

AI-Powered 
Deepfake News 
Anchors 

To present false 
narratives through 
news 

Broad media 
consumers, older 
demographics 

Increased trust in 
fabricated information 
creates confusion about 
actual events. 

Deepfake news anchors 
with AI-generated scripts 
could appear to present 
false information on local 
news channels. 

Create fake live coverage of 
crisis events (e.g., border 
clashes), where deepfake 
anchors report misleading 
“facts.” 
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Technological 
Innovation 

Intent Targets Intended Impact Future Estimates Unconventional Uses 

AI-Based Targeting 
Algorithms 

To refine 
disinformation 
campaigns by 
precision 

Specific 
demographic 
groups, social 
media users 

Tailor disinfo to personal 
preferences enhances the 
effectiveness of 
narratives. 

AI will refine user profiling, 
allowing disinfo to adapt 
based on user reactions and 
increasing its impact. 

AI-targeting could create 
personalized anti-Western 
newsfeeds, customizing 
narratives based on individual 
biases. 

Holographic 
Disinformation 

To create physical 
illusions of support 
events 

Youth, public 
rallies, protest 
organizers 

Stage seemingly natural 
gatherings or protests 
fabricate public 
sentiment 

AI-driven holograms could 
simulate crowds in public 
spaces, creating false 
perceptions of mass 
support. 

Holographic propaganda 
events could feature fake 
speeches by prominent figures, 
boosting pro-Russian 
sentiment locally. 

AI-Powered 
Deepfakes of 
Historical Figures 

To manipulate 
cultural sentiment 
through history 

Older 
demographics, 
history enthusiasts 

Elicit strong cultural or 
nationalist responses 
reinforce pro-Russian 
views. 

Deepfakes of historical 
figures like Tito could be 
used to present false 
messages that favor Russia. 

Create deepfake speeches 
from historical Balkan leaders 
endorsing current Russian 
policies, confusing public 
memory. 

Deep Learning for 
Hyper-Local News 

To create localized 
propaganda 
rapidly 

Rural populations, 
local community 
leaders 

Increase the believability 
and relevance of disinfo 
and foster distrust of 
central government. 

AI could analyze local 
sentiment and produce 
instant localized news in 
dialects, maximizing 
resonance. 

AI could simulate local radio 
hosts or news personalities 
broadcasting pro-Russian 
narratives in familiar voices. 

Voice-Cloning for 
Phone 
Disinformation 

To simulate honest 
conversations with 
officials 

Politicians, 
government 
officials, 
journalists 

Spread fear of espionage, 
create distrust within 
governments 

AI could clone the voices of 
officials to stage misleading 
phone calls that appear 
genuine. 

Voice-cloning tech could be 
used in prank calls to create 
false diplomatic crises, 
disrupting international 
relations. 
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Technological 
Innovation 

Intent Targets Intended Impact Future Estimates Unconventional Uses 

AI-Led Virtual 
Ambassadors 

To impersonate 
diplomatic officials 
online 

Diplomats, 
international 
relations experts 

Spread false policies or 
official stances, confuse 
foreign governments 

AI could create avatars that 
impersonate honest 
officials in virtual meetings, 
creating fake agreements. 

Virtual ambassadors could 
simulate diplomatic 
negotiations, generating fake 
perceptions of policy shifts in 
real-time. 
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Takeaways to consider 
The following takeaways offer clear, concise, and forward-looking options--- 

Russian Disinformation is Systematic and Adaptable 

Key Insight--- Russia’s disinformation operations are not isolated events but part of a 
coherent strategy that integrates diplomatic, military, economic, and digital tools. 

Strategic Foresight--- Future campaigns will likely feature greater interconnectedness 
between cyber and narrative warfare, making distinguishing digital espionage from 
information manipulation harder. Anticipate even more seamless blending of tactics as 
Russia adapts to new technologies like AI and deepfakes. 

Exploitation of Historical Grievances Will Intensify 

Key Insight--- Russia skillfully exploits historical traumas and ethnic divisions, centralizing 
these narratives to its Balkan strategy. The has proven effective in deepening societal 
divisions and undermining Western integration efforts. 

Strategic Foresight--- Expect Russia to amplify identity-based narratives, particularly around 
significant anniversaries, elections, or new NATO/EU milestones. The will require proactive 
counter-narratives that emphasize shared regional histories and collective security. 

Russian Influence Leverages Localized Soft Power 

Key Insight--- Russia uses soft power, such as cultural centers, educational exchanges, and 
media partnerships, to cultivate long-term pro-Russian sentiment and create an 
environment receptive to disinformation. 

Strategic Foresight--- As EU integration advances, Russia will likely expand cultural 
diplomacy efforts, emphasizing Slavic and Orthodox unity. Countering this requires deeper 
engagement with local communities and promoting local democratic values. 

"Gray Zone" Operations Blur the Line Between Peace and Conflict 

Key Insight--- Russia operates effectively in the gray zone, avoiding confrontation while using 
disinformation, cyberattacks, and coercive diplomacy to destabilize Balkan states. 

Strategic Foresight--- Future Russian campaigns will focus on sustaining low-level conflicts 
that are hard for the West to address without escalating tensions. The will necessitate 
resilient hybrid strategies, including stronger cyber defenses and coordinated NATO-EU 
responses. 

Cyber Attacks and Disinformation Are Synergistic 
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Key Insight--- Russian cyber attacks often align with disinformation campaigns, creating dual 
impacts--- undermining digital infrastructure and spreading distrust in public institutions.  

Strategic Foresight--- Anticipate more sophisticated hybrid operations that combine 
infrastructure-targeted cyber attacks with disinformation designed to sow chaos. Enhanced 
cyber resilience and rapid incident response will be critical to mitigate these attacks. 

Balkan Elections Remain Prime Targets 

Key Insight--- Russian disinformation consistently targets elections, aiming to weaken 
democratic processes, delegitimize pro-EU candidates, and bolster nationalist factions 
sympathetic to Moscow. 

Strategic Foresight--- Expect Russia to intensify efforts in upcoming elections, employing AI-
generated disinformation, deepfakes, and social media manipulation. Western 
democracies must invest in election security measures and voter education initiatives that 
promote digital literacy. 

Disinformation Adapts to Emerging Technologies 

Key Insight--- Russia’s use of AI, synthetic media, and encrypted messaging shows a 
willingness to embrace new technologies for disinformation campaigns. 

Strategic Foresight--- Russia will likely scale up its use of AI-driven disinformation, including 
more personalized content targeting specific Balkan demographics. Advanced AI-based 
detection tools and public awareness campaigns are required to build resilience. 

EU and NATO Must Be Perceived as More than Security Providers 

Key Insight--- Russian narratives often portray the EU and NATO as “interveners” rather than 
“partners,” framing Western institutions as disconnected from Balkan cultures. 

Strategic Foresight--- Western institutions must emphasize their roles in local development, 
prosperity, and stability. Strategic communication efforts should focus on local success 
stories and personal testimonies that reflect the tangible benefits of Western integration. 

Russia Seeks Strategic Ambiguity for Plausible Deniability 

Key Insight--- Russia deliberately creates ambiguity around its disinformation campaigns, 
using proxy channels, unofficial media, and “independent” actors to maintain plausible 
deniability. 
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Strategic Foresight--- The ambiguity will persist as a core tactic. To counter it, stakeholders 
must invest in attribution capabilities and develop evidence-based public campaigns that 
expose Russian tactics clearly and credibly. 

"Constructive Chaos" Strategy Stalls Reforms 

Key Insight--- Russia’s strategy of “constructive chaos” in the Balkans tries to keep the region 
politically unstable and economically dependent. 

Strategic Foresight--- Russian disinformation will continue to obstruct reform processes, 
especially regarding NATO and EU accession. Proactive reform communication strategies, 
highlighting transparency and the benefits of integration, will be crucial to counter 
stagnation. 

Russia Adapts Quickly to Countermeasures 

Key Insight--- Russian disinformation campaigns rapidly adjust to Western counter-
strategies, switching narratives, platforms, and tactics to sustain influence. 

Strategic Foresight--- Expect more decentralized and rapidly shifting disinformation 
networks, making it imperative that Western agencies adopt agile and flexible response 
frameworks that can adapt as quickly as Russia’s campaigns. 

Economic Narratives Exploit Real Vulnerabilities 

Key Insight--- Russia’s economic disinformation campaigns leverage existing vulnerabilities, 
like unemployment and energy dependency, to position itself as a reliable partner over the 
EU. 

Strategic Foresight--- As energy and economic pressures persist, anticipate more focused 
economic narratives targeting vulnerable groups in the Balkans. Enhanced economic 
support and public information about energy diversification can help counter these 
messages. 

Disinformation Continues to Exploit Weak Civic Institutions 

Key Insight--- Weak institutional frameworks in the Balkans make it easier for Russia to 
spread disinformation that undermines public trust in governance. 

Strategic Foresight--- Addressing institutional weaknesses will be critical for long-term 
resilience. Investing in institutional capacity-building, anti-corruption efforts, and civic 
education programs will strengthen defenses against Russia’s cognitive warfare. 

Collaboration with Other Malign Actors Will Intensify 
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Key Insight--- Russia is increasingly partnering with actors like China and Iran to amplify anti-
Western narratives in the Balkans. 

Strategic Foresight--- Future operations may see more synchronized campaigns that merge 
Russian, Chinese, and Iranian disinformation to create complex, multi-layered narratives. 
Stronger international intelligence-sharing and joint counter-disinformation initiatives will 
be needed to counter this trend. 

Psychological Manipulation Remains Central to Russia’s Strategy 

Critical Insight--- Russia’s psychological warfare efforts target Balkan audiences’ deepest 
fears, using identity, historical memory, and security anxieties to manipulate public 
sentiment. 

Strategic Foresight--- As Russian campaigns become more sophisticated, anticipate higher 
emotional manipulation using AI-driven psychographic targeting. It will be critical to deploy 
early-warning systems that identify and address these tactics before they achieve broad 
influence. 

Summary of Russian Actions 
Russia’s influence operations in the Balkans are part of a broader hybrid warfare strategy that 
seamlessly integrates disinformation, cyber-attacks, economic pressure, diplomatic 
maneuvers, and cultural soft power. The multi-layered campaigns aim to disrupt and 
maintain a continuous influence that prevents Balkan states from aligning fully with NATO or 
the EU. Russia’s tactics demonstrate high adaptability, with rapid narrative shifts that reflect 
geopolitical changes, such as NATO drills, EU sanctions, or elections. The adaptability 
indicates a long-term commitment to the region, using a mix of overt and covert tactics 
designed to erode Balkan states' stability and Western alignment. 

A central pillar of Russia’s strategy is its use of cultural and historical narratives to deepen 
divisions within Balkan societies. Emphasizing shared Slavic and Orthodox heritage and 
historical grievances against Western interventions, Russia positions itself as a protector of 
Balkan identity. The framing not only appeals to ethnic and religious sentiments but also 
builds on a sense of victimhood that Russia manipulates to justify its interference. Reviving 
old wounds, Russia creates an “us vs. them” mentality, making Western integration appear 
culturally and politically alien. 

Russia’s use of cyber capabilities is intricately linked to its disinformation campaigns, 
creating synergistic effects that amplify the impact of its narratives. Combining cyber 
attacks—such as website defacements or data leaks—with parallel disinformation 
campaigns maximizes confusion, undermines trust, and hinders effective response efforts. 
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Russian operatives often use cyber incidents as a trigger for launching narratives about state 
incompetence or Western-induced instability. The approach ensures that cyber operations 
serve tactical disruptions and broader strategic narratives. 

Russia’s influence in the Balkans is characterized by a persistent gray zone presence, 
operating below the threshold of confrontation. Russia sustains its influence without overt 
involvement by maintaining plausible deniability through proxies, local media channels, and 
digital influencers. The ambiguity complicates attribution, making it harder for Western 
actors to mount clear responses. As Russia adapts to emerging platforms and technologies, 
its use of decentralized and encrypted networks further enhances deniability, allowing 
disinformation to spread with minimal risk of exposure. 

Psychological manipulation is central to Russia’s cognitive warfare strategy in the Balkans. 
Russia’s narratives try to create emotional reactions rather than rational responses, 
exploiting fears about security, identity loss, and economic instability. The use of AI and 
psychographic profiling is increasingly evident, allowing for precision targeting of narratives 
that resonate with specific demographic groups, such as youth or rural communities. The 
approach deepens public distrust of Western institutions and fosters apathy or cynicism 
about democratic processes. 

Russia’s influence in the Balkans goes beyond disinformation; it includes efforts to build 
long-term soft power through cultural centers, educational programs, and economic 
investments. The initiatives complement overt disinformation by promoting a positive image 
of Russia as a consistent and culturally aligned partner. The strategy seeks to embed pro-
Russian sentiment among key segments of Balkan societies, ensuring that disinformation 
has a receptive environment. As EU integration progresses, expect Russia to double down 
on these soft power tactics, creating a more entrenched network of influence beyond media 
narratives. 

Elections in the Balkans are consistently targeted by Russian disinformation campaigns 
aimed at undermining democratic legitimacy and boosting pro-Russian candidates. 
Spreading narratives of electoral fraud, Western interference, or corrupt EU-backed 
candidates, Russia seeks to delegitimize outcomes and lower public participation. As digital 
tools become more advanced, expect Russia to deploy AI-driven disinformation during 
upcoming elections, creating more convincing yet false narratives that deepen polarization. 

Energy dependency remains a critical leverage point for Russia, and it frequently exploits this 
in its disinformation campaigns. Framing itself as a reliable energy partner and portraying EU 
energy strategies as unreliable, Russia creates geoeconomic narratives that play to existing 
vulnerabilities in the Balkans. The narratives are reactive and designed to shape long-term 
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perceptions, making Russia appear a pragmatic ally against Western “economic 
imperialism.” Expect these narratives to intensify during energy scarcity or economic 
downturns, creating pressure on local governments to favor Russian energy deals. 

Russia’s disinformation apparatus is highly resilient, adapting quickly to Western 
countermeasures like social media bans, fact-checking initiatives, or diplomatic protests. It 
often shifts tactics—moving from mainstream platforms to encrypted channels, altering 
narratives to evade detection, and using AI to generate more credible content. The 
adaptability means that static defenses will be insufficient; Western responses must be 
agile, flexible, and proactive, focusing on early detection, rapid attribution, and clear public 
communication to maintain credibility. 

The overarching strategic objective of Russia’s disinformation in the Balkans is to stall NATO 
and EU integration. Russia tries to delay reform processes and complicate diplomatic efforts 
by fostering continuous instability, creating competing narratives, and maintaining a steady 
stream of false information. The “constructive chaos” ensures that Balkan states remain 
politically divided, economically dependent, and less aligned with Western security 
frameworks. Countering this requires defensive measures and sustained diplomatic 
engagement, economic support, and public diplomacy efforts emphasizing Western 
integration's tangible benefits. 

Final Strategic Implications 

• Deepened Regional Instability--- Russia’s disinformation efforts aim to create 
prolonged uncertainty in the Balkans, affecting governance, democratic processes, 
and public sentiment. Western strategies must focus on long-term resilience-
building rather than short-term responses. 

• Need for Comprehensive Counter-Strategies--- Given the comprehensive nature of 
Russian influence, effective countermeasures must include hybrid responses that 
blend cybersecurity, strategic communications, diplomatic engagement, and 
localized soft power initiatives. 

• Proactive Public Engagement--- Building trust in Western institutions will require 
more than fact-checking disinformation; it will require proactive public diplomacy 
that involves local communities, emphasizes transparency, and aligns with cultural 
values. 

• Adapting to Emerging Threats--- As Russian tactics evolve, Western actors must 
anticipate technological advancements, particularly in AI, deepfakes, and 
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decentralized communication. Investing in advanced detection tools and developing 
predictive analytics will be crucial for staying ahead of Russian adaptations. 

Closing 
In the Balkans, Russia’s disinformation strategy is a sophisticated blend of emerging 
technologies, strategic timing, and deep psychological manipulation. Deploying AI-
generated content, exploiting decentralized networks, and aligning narratives with 
geopolitical events, Russia effectively deepens polarization, undermines NATO and EU 
efforts, and fosters long-term pro-Russian sentiment. Strategic partnerships with other 
malign actors amplify this reach, while localized soft power reinforces it. Future innovations, 
such as deepfakes, holographic propaganda, and AI-targeted disinformation, pose further 
risks of escalated influence. Robust, culturally attuned, and technologically advanced 
strategies are crucial to counter these evolving threats. Only through adaptive responses, 
clear communication, and strengthened digital infrastructure can the region build resilience 
against Russia’s multi-layered operations. 
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