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Introduction 
Unmanned Aerial Vehicles (UAVs) are pivotal in modern warfare, intelligence operations, and 
reconnaissance. Their ability to execute missions across reconnaissance, combat, and 
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electronic support has reshaped the nature of military engagements. Alongside their growing 
importance, their threat to operational security, critical infrastructure, and personnel has led 
to the advancement of counter-UAV strategies, particularly through electronic warfare (EW). 
Russian military doctrine has increasingly focused on EW systems to counter UAV threats 
effectively, grounding this approach in a robust framework of theoretical knowledge, field-
tested practices, and cutting-edge technological solutions. 

Electronic warfare, rooted in disrupting and degrading adversary communication and 
navigation systems, forms the backbone of Russian counter-UAV strategies. EW's 
foundation lies in harnessing electromagnetic energy to neutralize UAV operations by 
jamming control channels, corrupting navigation signals, and turning off telemetry links. The 
principles underlying EW operations prioritize precision, adaptability, and efficiency, 
ensuring the technology disrupts enemy capabilities while minimizing collateral impacts. 
Russian systems like "Chistyulya" and "Chistyulya-BT" epitomize this strategic direction, 
demonstrating capabilities to detect and 
suppress UAV signals across diverse 
frequency ranges with remarkable 
adaptability and operational reliability.  

Training and operational deployment rely on 
mastering EW technology and application 
nuances. Questions such as the 
effectiveness of suppression techniques, 
the factors influencing suppression range, 
and the technical dynamics of suppression 
zones are not merely academic. They underpin operational planning and tactical decision -
making. For instance, understanding why detection hinges on UAV video transmission 
signals rather than control signals informs surveillance and threat prioritization strategies. 
Similarly, the rationale for focusing interference on UAV control channels underscores the 
operational intent to incapacitate the UAV's primary functions rather than secondary 
capabilities. 

The Russian approach emphasizes practical deployment scenarios to ensure relevance to 
contemporary military challenges. Urban environments characterized by electromagnetic 
congestion and obstructions require selective jamming and strategic placement of EW 
systems. Battlefield applications demand a broader operational range and integration with 
other defense systems to neutralize UAV reconnaissance and artillery coordination. 
Protecting critical infrastructure calls for sustained operational readiness, often integrating 
EW systems with detection networks for real-time response. 
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Technical proficiency defines the effectiveness of Russian EW systems. Systems like 
"Chistyulya" offer tactical flexibility through portability, rapid deployment, and precise 
frequency targeting. In contrast, the "Chistyulya-BT," designed for integration with armored 
vehicles, supports mobile operations with enhanced suppression power and extended 
range. Both systems are engineered to function under harsh environmental conditions, 
ensuring reliability in varied operational contexts. 

Challenges remain, such as countering advanced UAV technologies like frequency hopping 
and autonomous navigation. Russian doctrine addresses these challenges by deploying 
multiple transmitters to target specific channels, maintaining adaptability to evolving 
threats. The suppression coefficient and other metrics guide the assessment of EW system 
effectiveness, ensuring strategic adjustments based on performance outcomes. 

The educational framework supporting Russian EW operations extends beyond technology 
to foundational principles. Training emphasizes understanding the energy potential of radio 
communication lines, the structure of suppression zones, and the operational implications 
of antenna radiation patterns. Maintenance protocols and troubleshooting guidance further 
reinforce operational reliability, ensuring readiness for deployment. 

Operational insights from field testing underscore the strategic value of EW systems. 
Feedback highlights the systems' effectiveness in neutralizing UAV threats, reliability under 
combat conditions, and ease of integration with broader defense strategies. 
Recommendations for enhancing EW capabilities focus on AI-driven signal analysis, 
improved energy efficiency, and multi-sensor integration to counter stealth technologies 
and other advanced UAV adaptations. 

The convergence of theory, technology, and operational application within Russian 
electronic warfare reflects a disciplined approach to countering UAV threats. This interplay 
of innovation and strategy enhances defensive capabilities and shapes the future trajectory 
of military engagements where electronic warfare and UAV technology remain central to 
defining success on the modern battlefield. Readers exploring the intricate layers of EW 
technology and its deployment in real-world scenarios will find compelling insights into how 
Russian military strategy addresses the complexities of UAV-driven warfare. 

Content Origins 

The content originated from Russian sources detailing technical and operational 
guidelines for electronic warfare (EW) systems. The materials focus specifically on 
countering UAVs and reflect authentic documentation created for Russian military or 
defense-related training and operational use. The credibility, validity, and relevance 
of the content can be demonstrated through several factors: 
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The documents, written in Russian, employ specialized terminology and precise 
technical descriptions aligned with the design and operation of advanced EW 
systems. They describe specific equipment, such as the "Chistyulya" and 
"Chistyulya-BT" systems, which are known to be part of Russian electronic warfare 
capabilities. Including exact specifications, operating procedures, and performance 
testing protocols indicates their origin as internal training or operational manuals 
rather than generalized or speculative content. 

The content is consistent with documented Russian military doctrine, emphasizing 
electronic warfare as a key component of modern combat strategy. Russia's focus on 
EW stems from its understanding of the electromagnetic spectrum as a critical 
battleground for degrading adversary capabilities. The described systems and 
methods reflect well-documented trends in Russian defense initiatives, including 
counter-UAV measures that are increasingly vital in modern conflict zones like 
Ukraine. 

The materials refer to practical deployment scenarios, testing procedures, and 
performance metrics under operational conditions. References to "field testing" and 
using EW systems in specific military contexts, such as urban environments, 
battlefields, and infrastructure protection, highlight their relevance to real-world 
applications. The guidance provided, such as addressing UAV frequency ranges and 
suppression techniques, directly applies to Russian forces' current tactical 
challenges. 

The depth and breadth of the content demonstrate its intended use for professional 
training and operational readiness. The detailed explanations of EW concepts, such 
as suppression coefficients, energy potential, and antenna configurations, suggest it 
was designed for trained personnel rather than public dissemination. Its systematic 
structure, including control questions, troubleshooting guidance, and performance 
testing protocols, reinforces its authenticity as an instructional resource. 

The content consistently aligns with established principles of electronic warfare. For 
example: 

• The explanation of UAV detection through video transmission signals reflects 
a technically sound understanding of signal persistence and detectability. 

• The rationale for using multiple transmitters to target different UAV control 
frequencies aligns with the known limitations of broadband jamming. 
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• The structured maintenance protocols, safety precautions, and 
troubleshooting methods are hallmarks of professionally developed 
operational manuals. 

The focus on counter-UAV technologies and electronic warfare directly correlates 
with the prominence of UAVs in modern conflicts. Russian military operations, 
particularly in Ukraine, have demonstrated significant reliance on UAVs for 
reconnaissance and precision strikes, making counter-UAV strategies a priority. The 
detailed methodologies for suppressing UAV control systems and adapting to 
advanced UAV tactics underscore the documents' relevance to ongoing military 
engagements. 

The Russian represent credible, valid, and relevant resources for understanding 
Russian electronic warfare strategies. Their technical depth, operational focus, and 
alignment with contemporary military practices provide a clear window into Russia's 
approach to countering UAV threats. As authentic materials likely intended for 
internal use, they offer valuable insights into Russian electronic warfare's 
capabilities, limitations, and evolution. 

Analytic Brief 
Russian electronic warfare (EW) doctrine places significant emphasis on countering UAVs 
through systems like "Chistyulya" and "Chistyulya-BT." These systems focus on disrupting 
UAV control and communication channels, enhancing Russian tactical and strategic 
defense capabilities. The detailed technical and operational documentation underscores 
their focus on remaining competitive in electromagnetic warfare against adversaries like 
Ukraine and NATO-aligned forces. 

Russian military and defense-related organizations developed and deployed the 
"Chistyulya" and "Chistyulya-BT" EW systems. These systems are used by EW units trained 
to detect, disrupt, and neutralize UAV threats. The documentation suggests a target 
audience of specialized personnel, including operators, trainers, and technical 
maintenance teams within the Russian Armed Forces. 

The documents provide a comprehensive guide to operating, maintaining, and deploying EW 
systems specifically designed to counter UAVs. They include: 

• Technical specifications and performance metrics of the systems. 

• Operational methods for manual and automatic suppression. 



 

Copyright 2024  Treadstone71 WWW.TREADSTONE71.COM 

Pa
ge

7 

• Guidance on deployment in urban, battlefield, and infrastructure protection 
scenarios. 

• Training materials addressing the fundamentals of EW and troubleshooting 
processes. The systems jammed UAV control channels, disrupted video 
transmission, and neutralized enemy reconnaissance capabilities. 

The reliance on UAVs in modern warfare, particularly in the Russia-Ukraine conflict, makes 
these EW systems strategically essential. Russian forces can degrade the enemy's 
intelligence, surveillance, and targeting capabilities by suppressing UAV operations. This 
advantage enhances battlefield survivability, protects critical assets, and disrupts adversary 
strategies dependent on UAV reconnaissance and precision strikes. 

The intensifying use of UAVs in the Russia-Ukraine conflict highlights the urgent need for 
effective countermeasures. Ukrainian forces have demonstrated significant success using 
UAVs for reconnaissance and artillery coordination. Russia's emphasis on deploying EW 
systems like "Chistyulya" and "Chistyulya-BT" reflects an adaptive response to neutralize 
this threat and regain the initiative in the electromagnetic spectrum. 

Field testing and operational feedback suggest these EW systems effectively neutralize UAV 
threats in diverse environments. Reports indicate successful disruption of enemy UAV 
reconnaissance and targeting operations. However, limitations have been observed, such as 
range dependency and reduced effectiveness against autonomous UAVs. The systems have 
enhanced Russian defenses but face challenges adapting to advanced UAV technologies. 

Continued refinement of Russian EW systems is expected, focusing on overcoming current 
limitations. Developments in AI-driven signal analysis, multi-sensor integration, and 
advanced cooling systems will likely enhance performance. Integration with kinetic 
defenses and expanding suppression capabilities to counter newer UAV models are key 
areas of future growth. However, adversaries' continued advancements in UAV technology, 
including stealth and autonomous operations, present an ongoing challenge. 

Gaps 

• Limited effectiveness against advanced UAVs employing frequency hopping and 
autonomous navigation. 

• Range limitations necessitate closer proximity to targets, creating operational 
vulnerabilities. 

• Dependency on multiple transmitters for different frequencies complicates 
deployment logistics. 
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• Current systems' lack of AI-driven automation reduces adaptability to rapidly 
evolving threats. 

Importance to Russian Troops 

The "Chistyulya" and "Chistyulya-BT" systems represent a cornerstone of Russian electronic 
warfare capabilities. For troops on the ground, these systems provide a critical shield against 
UAVs, often used for reconnaissance and targeting. By neutralizing UAV operations, Russian 
forces gain a tactical edge, reducing the enemy's ability to conduct precision strikes and 
gather battlefield intelligence. The detailed technical guidance and training materials ensure 
that troops are equipped to operate these systems effectively, maintaining operational 
security and enhancing combat survivability. As UAVs continue to shape modern warfare, 
these EW systems remain essential to Russian military strategy. 

Content as Translated 
Countering UAVs with Electronic Warfare Systems  

Joint Stock Company 
Central Research Institute 

Modern UAVs of various types can successfully perform the following tasks in real time - 

1. Reconnaissance Tasks - 

o Conducting aerial reconnaissance; 

o Correcting artillery fire; 

o Designating targets for precision weapons (target illumination);  

o Assessing the results of strikes; 

o Conducting prolonged aerial patrols of designated areas;  

o Determining the location and scale of contamination (radiological, chemical, 
bacteriological, etc.) of territories (or bodies of water).  

2. Strike and Combat Tasks - 

o Attacking targets based on land, at sea, and in the air.  

3. Special Tasks - 

o Conducting electronic countermeasures against the adversary's fire and 
support systems; 
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o Complicating the air situation by using UAVs as false aerial targets;  

o Relaying information and combat command signals. 

 

Composition of FPV UAVs 

(Not provided in detail on these pages but may refer to the configuration of drones 
optimized for specific tasks.) 

 

Methods of Combating UAVs 

1. Using Air Defense Systems - 

o Detection and destruction of UAVs. 

2. Using Interceptor UAVs - 

o Physical destruction (collision); 

o Using interceptors equipped with guns or compact missiles;  

o Employing interceptors equipped with the following destructive elements - a) 
Volumetric nets or threads made of high-strength materials; 
b) Needles; 
c) Sticky aerosols; 
d) Combustible aerosols. 

3. Using Electronic Warfare (EW) Systems. 

4. Using Firearms. 
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Figure 1 Composition of the FPV UAV 

Stages of UAV Countermeasures 

1. Detection - 

o Acoustic detection; 

o Radar systems (RLS); 

o Optical detection; 

o Lidar systems; 

o Radio signal detection systems. 

2. Destruction. 

 

Fundamentals of Electronic Warfare (EW)  

Electronic Warfare (EW) is a form of military operations that involves using radio emissions 
to affect the radio-electronic components of the adversary's command, reconnaissance, 
and communication systems, as well as protecting one's systems from similar actions. 
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EW involves the use of radio interference to 
deceive, disrupt, or destroy the adversary's 
communication and control systems, 
radars, guidance systems, etc. 

Fundamentals of Electronic Warfare 
(continued) 

Radio-electronic suppression involves the 
deliberate use of specialized tools to 
generate intentional interference in the 
communication channels of the targeted 
system. The goal is to disrupt 
communication and cause the desired 
level of informational damage. 

The primary objective of radio-electronic 
suppression is to decrease the efficiency 
of the communication system, which, in 
turn, degrades the functionality of 
information exchange systems. 

This objective can be achieved by addressing the following tasks - 

• Reducing the communication system's bandwidth. 

• Delaying transmitted information beyond the operational decision-making cycle. 

• Introducing false information into the system. 

Types of EW Based on Effects 

Several varieties of EW are classified by their type of impact - 

1. Automated systems for detecting UAVs in specific spectrums - 

o Radar; 

o Optical; 

o Acoustic; 

o Radio emission-based detection; 

o Hybrid detection systems. 

Figure 2 Use of UAV interceptors 
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2. Systems for intercepting UAV control. 

3. Systems for jamming UAV control channels. 

4. Systems for disrupting positioning devices at GLONASS/GPS frequencies. 

5. Systems for disrupting onboard electronic systems. 

 

Classification of EW Tools and Methods  

The effectiveness of radio-electronic suppression requires adherence to the following 
conditions - 

1. Precisely aligning the time and frequency intervals of the target communication 
system with the EW system. 

2. Generating the most effective or optimal interference structure.  

3. Ensuring the necessary signal-to-noise ratio at the target receiver input, enabling the 
required effectiveness against the targeted system. 

 

Effectiveness of EW Systems 

The effectiveness of radio-electronic suppression measures is understood as the degree to 
which the intended informational damage is achieved by employing intentional 
interference against the adversary's communication channel.  

For guaranteed suppression of UAV control radio channels, the following conditions must 
be met - 

• Spatial condition - The targeted receiver must be within the suppression zone.  

• Energy condition - The power ratio between the jamming signal and the original 
signal (Jamming-to-Signal Ratio, J/S) at the receiver's input must be at least equal to 
the suppression coefficient. 

Suppression Coefficient (Kp) - The minimum required J/S ratio at the receiver input that 
ensures the desired EW effectiveness. 

 

Advantages of EW over Kinetic Measures  
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The use of EW systems, compared to kinetic destruction methods, offers the following 
benefits - 

• EW systems rely solely on electromagnetic energy rather than expending physical 
munitions. 

• EW systems can simultaneously affect multiple UAVs equipped with similar radio-
electronic equipment and navigation systems based on the same satellite radio-
navigation systems (SRNS). 

• If targets are effectively distinguished as individual radio emission sources (RES), 
EW systems can selectively suppress specific RES, such as UAV control points or 
specific navigation signals. 

• In some cases, EW systems can intercept UAV control and impose a false flight 
trajectory by analyzing the structure of signals and transmitted message formats.  

 

Disadvantages of EW Systems 

Despite their advantages, EW systems face certain limitations - 

• EW effectiveness depends on electromagnetic accessibility to the UAV. 

• Jamming UAV control and navigation channels only works when the UAV relies on 
active remote control and navigation via SRNS signals.  

• The energy efficiency of EW systems diminishes with the square of the distance, 
making closer proximity to the UAV necessary for optimal suppression. 

• Jamming multiple control and navigation channels simultaneously reduces energy 
efficiency, particularly against UAVs utilizing broadband signals.  

• The effectiveness of EW is heavily influenced by the UAV's operational scenario, 
flight profile, and autonomy level. Countermeasures such as flying at low altitudes, 
terrain masking, pre-programmed navigation paths, and "radio silence" reduce the 
effectiveness of EW. 

 

Limitations of EW Systems (continued)  

Targeted Frequency and Signal Structure Interference - 
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• Frequency- and structure-specific jamming is the most effective method for 
disrupting UAV control, including imposing false flight modes.  

• This method requires either real-time analysis of the signal structure and message 
format used in the UAV's control channel and navigation system or pre-prepared 
databases of such signals for the targeted UAV models.  

• As a result, this interference method is effective only against a limited number of 
specific UAV models. 

Main Limitation of EW Systems - 

• Radio interference targeting UAV control and navigation channels does not 
guarantee the desired reaction, such as halting the UAV's flight toward a protected 
object. 

• The UAV's response to interference varies widely, ranging from continuing its pre-set 
flight path (e.g., using a laser altimeter and terrain map) to activating a "return-to-
base" mode. 

 

Energy Potential of Radio Channels 

Control and Data Transmission Channels - 

• Control channel - Frequencies between 0.1–3 GHz (e.g., LoRa modulation). 

• Video and telemetry channels - Frequencies between 0.1–6 GHz (e.g., BPSK, QPSK, 
QAM modulation). 

• Satellite channel - Operates in the Ka band. 

The energy potential of a 
radio channel depends on 
the ratio of signal energy 
(Eb) to noise  (N₀) at the 
receiver's antenna output. 
This relationship is 
influenced by - 

• Transmission power 
of the transmitter station. 

Figure 3 Energy potential of radio links 
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• Gain coefficients of the transmitting and receiving antennas.  

• Radio communication distance. 

• Signal propagation conditions. 

• Noise levels of the receiving system. 

• Modulation and coding methods used. 

 

Signal Power at the Receiver Input  

The power of the signal at the receiver input (Pпрм) is calculated as - 

Pпрм=Pпрд+Gпрд+Gпрм−L,Pпрм = Pпрд + Gпрд + Gпрм - L,Pпрм=Pпрд+Gпрд+Gпрм−L, 

where - 

• PпрдPпрдPпрд - Transmitter power (in dBm); 

• Gпрд,GпрмGпрд, GпрмGпрд,Gпрм - Gain coefficients of the transmitting and 
receiving antennas (in dB); 

• LLL - Signal attenuation in free space (in dB). 

The received power (PпрмPпрмPпрм) must be greater than or equal to the receiver's 
minimum sensitivity threshold (PпрмminPпрм minPпрмmin), which is the lowest 
detectable signal power (in dBm). 

 

Signal Attenuation in Free Space 

Signal attenuation (LLL) in free space is determined by the distance between radio devices 
and the frequency used. The formula is as follows - 

L(dB)=33+20⋅log⁡Rтр(km)+20⋅log⁡F(MHz).L (\text{dB}) = 33 + 20 \cdot \log Rтр (\text{km}) 
+ 20 \cdot \log F (\text{MHz}).L(dB)=33+20⋅logRтр(km)+20⋅logF(MHz). 

For specific frequencies, attenuation values are - 

• 150 MHz - L=76.5+20⋅log⁡Rтр(km)L = 76.5 + 20 \cdot \log Rтр 
(\text{km})L=76.5+20⋅logRтр(km); 

• 433 MHz - L=85+20⋅log⁡Rтр(km)L = 85 + 20 \cdot \log Rтр 
(\text{km})L=85+20⋅logRтр(km); 
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• 868 MHz - L=91+20⋅log⁡Rтр(km)L = 91 + 20 \cdot \log Rтр 
(\text{km})L=91+20⋅logRтр(km); 

• 2400 MHz - L=100.6+20⋅log⁡Rтр(km)L = 100.6 + 20 \cdot \log Rтр 
(\text{km})L=100.6+20⋅logRтр(km). 

 

Suppression Zones for UAV Control Channels 

By analyzing the characteristics of the suppressed radio system and the jammer, it is 
possible to calculate suppression zones for electronic warfare systems. These zones 
depend on - 

1. The energy potential of the jammer. 

2. The distance to the UAV. 

3. Signal propagation characteristics. 

 

Suppression Zones of UAV Control Channels (continued)  

The determination of suppression zones relies on - 

1. Suppression Coefficient - Calculated based on the minimum required jamming-to-
signal ratio (J/S) at the receiver input to achieve effective interference.  

2. Spatial and Energy Conditions - These ensure the jammer's output power and 
directional energy focus meet the requirements to neutralize the UAV's 
communication channels. 

 

EW System Examples 

General Structure of an Electronic Warfare System - 

• Components include signal detectors, jamming equipment, antennas, and control 
systems. 

• The system's effectiveness depends on its ability to adapt to the operational 
environment, the frequency spectrum in use, and the characteristics of the targeted 
UAV. 
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Hardware-Based UAV Control Suppression 
Systems  

"Chistyulya" System 

Purpose - 

• Continuous search and suppression of UAV 
control channels. 

System Components - 

• Suppression block for UAV control 
channels. 

• Collinear antennas covering operating 
frequency ranges. 

• Signal detector. 

• Remote control console. 

• External power cables. 

• Tactical backpack for transport. 

• User documentation. 

Frequency Coverage - 
The signal detector identifies UAV video transmission signals in the following bands - 

• 2.4 GHz; 

• 5.8 GHz. 

Depending on the configuration, the suppression block can jam control channels in the 
following frequency ranges - 

• Configuration 1 - 

o 900 MHz (2 channels); 

o 2400 MHz (1 channel); 

o 5800 MHz (1 channel). 

• Configuration 2 - 

o 400 MHz (2 channels); 

Figure 4 Hardware complex for suppression of 
control channels of UAV "Chistyulya" 
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o 1200 MHz (1 channel); 

o 1600 MHz (1 channel). 

 

Performance Characteristics 

• Output Power - 

o Minimum 20 W per channel (900 MHz, 2.4 GHz, 5.8 GHz, etc.).  

• Power Supply - 

o Built-in battery or external DC power source (27 V). 

• Operating Time - 

o At least 100 minutes of continuous operation on battery power.  

• Startup Time - 

o Ready to operate within 3 seconds of power activation. 

• Operating Modes - 

o Automatic (activated by signal detector); 

o Manual. 

Dimensions and Weight - 

• Suppression block dimensions (excluding antennas) - 340 × 325 × 150 mm. 

• Total weight (with antennas) - No more than 9 kg. 

 

Field Testing 

The "Chistyulya" system has undergone operational testing in the Special Military 
Operation (SMO) zone since February 15, 2024. Key results include - 

• Confirmation of technical and tactical characteristics.  

• Positive feedback from personnel. 

• Reliable detection and suppression of adversary UAVs. 
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"Chistyulya-BT" for Armored Vehicles  

Purpose - 

• Continuous detection and suppression of UAV 
control channels, integrated into armored 
platforms. 

System Components - 

• Suppression block with built-in signal detector. 

• Remote control console. 

• External power cables. 

• Documentation. 

Frequency Coverage - 

• Video signal detection - 

o 2.4 GHz and 5.8 GHz. 

• Control signal suppression - 

o 900 MHz (6 channels); 

o 2.4 GHz (1 channel); 

o 5.8 GHz (1 channel). 

 

Performance Characteristics of "Chistyulya-BT" 

• Output Power - 

o Minimum 50 W per channel. 

• Power Supply - 

o Built-in battery or external DC source (24–30 V). 

• Power Consumption - 

o Maximum 1100 W. 

• Startup Time - 

Figure 5 UAV control channel suppression 
system for armored vehicles "Chistyulya-BT" 
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o Operational within 3 seconds. 

• Operating Modes - 

o Automatic and manual. 

Dimensions and Weight - 

• Block dimensions - 450 × 600 × 600 mm. 

• Total weight - No more than 37 kg. 

 

"Chistyulya-BT" (continued) 

The "Chistyulya-BT" system provides enhanced capabilities for integration with armored 
vehicles, ensuring consistent suppression of UAV control channels under various 
operational conditions. The increased power output and multiple frequency coverage 
channels make it highly effective for combat 
scenarios where UAV threats are persistent and 
diverse. 

Key Highlights - 

1. High-output power of 50 W per channel 
ensures robust interference across all 
supported frequency bands. 

2. Flexibility in power supply options enables 
adaptability in field conditions. 

3. Automated detection and suppression 
capabilities reduce operator workload and 
response time. 

4. Designed for durability and mobility with a total 
weight of 37 kg and compact structure. 

 

Suppression Strategies for UAV Control Channels  

The success of any electronic warfare system lies in 
its ability to adapt suppression strategies based on 
operational needs. Common approaches include - 

Figure 6 Continued - UAV control channel 
suppression system for armored vehicles 
"Chistyulya-BT" 
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• Targeted Jamming - Focused interference on UAV communication and navigation 
channels, particularly in critical frequency bands like 900 MHz, 2.4 GHz, and 5.8 
GHz. 

• Broadband Jamming - Simultaneous suppression of multiple communication 
channels to disrupt control and telemetry signals. 

• Deceptive Signals - Injection of false data to mislead the UAV's navigation system 
and force it into predefined "safe" zones or render it non-operational. 

 

Energy Efficiency and Distance Considerations 

Electronic warfare systems rely heavily on maintaining an optimal jamming-to-signal ratio 
(J/S) to achieve effective suppression. However, several factors influence energy efficiency 
- 

1. Distance - As the distance between the UAV and the jammer increases, the signal's 
effectiveness decreases exponentially due to free-space signal attenuation. 

2. Signal Modulation - UAVs with advanced modulation techniques (e.g., spread-
spectrum or frequency hopping) require higher energy levels to disrupt.  

3. Terrain and Obstacles - Natural barriers such as buildings, mountains, and 
vegetation can either attenuate or reflect signals, impacting suppression 
effectiveness. 

 

Practical Application Scenarios 

1. Urban Environments - 

o High density of radio signals requires precise frequency targeting to avoid 
collateral interference with friendly systems. 

o Multi-channel jamming ensures coverage in complex operational zones.  

2. Open Battlefields - 

o Long-range suppression capabilities become critical, necessitating higher 
power output and directional antennas. 

o Ground-based systems like "Chistyulya-BT" provide strategic advantages by 
combining mobility with extended suppression zones. 
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3. Special Military Operations (SMOs) - 

o Tactical flexibility is paramount. Systems like "Chistyulya" have 
demonstrated effectiveness in detecting and suppressing adversary UAVs, as 
evidenced by successful deployment in the field since February 2024. 

 

Limitations and Mitigation Strategies  

While EW systems provide substantial advantages, they face inherent limitations that 
require mitigation - 

• Dependence on Line-of-Sight - Electromagnetic interference is most effective within 
direct visual range. Mitigation involves deploying multiple systems to create 
overlapping suppression zones. 

• High Power Consumption - Field operations require efficient power management. 
Backup power sources or vehicle-integrated systems like "Chistyulya-BT" address 
this issue. 

• Adaptive Countermeasures by UAVs - Adversary UAVs employing "radio silence" or 
autonomous navigation reduce EW effectiveness. Continuous updates to signal 
databases and real-time analysis tools help counter such tactics. 

 

Future Prospects 

To enhance the effectiveness of electronic warfare against UAV threats, future 
developments focus on - 

• AI-Driven Signal Analysis - Automated detection and classification of UAV signals to 
optimize jamming parameters. 

• Modular Systems - Scalable solutions adaptable for different mission requirements, 
from portable units to vehicle-mounted platforms. 

• Energy-Efficient Designs - Innovations in battery technology and energy 
management to prolong operational readiness. 

 

Tactical Use of EW Systems in UAV Suppression 
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Effective use of electronic warfare systems against UAVs requires careful planning and 
execution to exploit their strengths while mitigating limitations. Key tactical considerations 
include - 

1. Preemptive Deployment - 

o Position EW systems along probable UAV flight paths or near critical 
infrastructure to maximize detection and suppression capabilities. 

o Use terrain features to conceal systems and minimize vulnerability to 
counter-detection. 

2. Coordination with Air Defense Units - 

o Integrate EW systems with air defense networks to create a layered response.  

o Use EW to neutralize UAV control and navigation, forcing the UAV into a 
predictable trajectory for physical interception.  

3. Continuous Monitoring - 

o Maintain real-time monitoring of UAV communication and navigation 
frequencies. 

o Update suppression parameters dynamically based on changing signal 
characteristics. 

 

Operational Modes and Configuration 

Electronic warfare systems like "Chistyulya" and "Chistyulya-BT" offer multiple operational 
modes to adapt to varying mission requirements - 

1. Automatic Mode - 

o Automatically activates jamming upon detecting UAV signals.  

o Minimizes operator workload and ensures rapid response.  

2. Manual Mode - 

o Allows the operator to manually configure suppression settings and target 
specific frequencies or channels. 

o Suitable for complex environments requiring selective jamming.  

3. Hybrid Mode (if applicable) - 
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o Combines automatic detection with manual targeting for enhanced 
operational control. 

Configuration Flexibility - 

• Systems can be tailored to specific mission profiles, such as urban environments 
requiring selective interference or open-field operations necessitating wide-area 
suppression. 

 

Technical Performance Metrics 

1. Suppression Range - 

o Determined by output power, antenna gain, and frequency band.  

o Effective suppression typically ranges from several hundred meters to 
several kilometers, depending on system configuration and environmental 
conditions. 

2. Frequency Band Coverage - 

o Standard systems target key UAV communication bands - 400 MHz, 900 
MHz, 2.4 GHz, and 5.8 GHz. 

o Advanced configurations may include additional bands to address newer 
UAV technologies. 

3. Power Supply - 

o Built-in battery systems support field operations for 100+ minutes.  

o External power options enhance operational duration and flexibility. 

4. Mobility - 

o Portable systems like "Chistyulya" are lightweight and can be carried in a 
tactical backpack. 

o Vehicle-mounted options like "Chistyulya-BT" provide increased power and 
coverage. 

 

Feedback from Operational Deployment  
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Field trials of EW systems in combat zones have demonstrated their reliability and 
effectiveness - 

• "Chistyulya" - 

o Proven effective in detecting and neutralizing adversary UAVs.  

o Received positive feedback for ease of use and portability. 

• "Chistyulya-BT" - 

o Successfully integrated into armored units, offering robust suppression 
capabilities in high-threat environments. 

o Provided consistent performance under challenging conditions, including 
electronic countermeasures deployed by adversaries. 

 

Countering Advanced UAV Tactics 

As UAV technologies evolve, electronic warfare systems must adapt to counter more 
sophisticated threats. Key challenges include - 

1. Frequency Hopping - 

o Modern UAVs employ dynamic frequency switching to evade jamming.  

o Solution - Develop faster signal detection and adaptive jamming techniques.  

2. Autonomous Navigation - 

o UAVs with pre-programmed routes or terrain-following capabilities reduce 
reliance on communication links. 

o Solution - Focus on disrupting onboard electronics or employing kinetic 
countermeasures as a secondary option. 

3. Stealth Technology - 

o Reduced electromagnetic signatures and low radar cross-sections 
complicate detection. 

o Solution - Invest in multi-sensor detection systems combining radar, optical, 
and acoustic technologies. 
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Challenges and Solutions in EW Deployment Against UAVs  

Despite the significant advantages of electronic warfare systems in countering UAV threats, 
certain challenges must be addressed - 

1. Electromagnetic Accessibility - 

o Effective jamming requires the UAV to be within the electromagnetic 
coverage of the EW system. 

o Solution - Deploy EW systems in overlapping zones to ensure consistent 
coverage and mitigate gaps in suppression. 

2. Energy Efficiency Limitations - 

o Signal effectiveness decreases with the square of the distance between the 
UAV and the jammer. 

o Solution - Employ high-gain directional antennas and position EW systems 
closer to likely UAV flight paths or critical infrastructure.  

3. Countermeasures by Adversary UAVs - 

o Modern UAVs can employ techniques such as "radio silence," terrain 
masking, and autonomous navigation to evade suppression.  

o Solution - Combine EW with other counter-UAV methods, such as radar-
guided kinetic systems, and continuously update databases of UAV signal 
profiles. 

 

Comprehensive Counter-UAV Strategies 

To maximize effectiveness, electronic warfare systems should operate as part of a broader 
counter-UAV strategy that integrates - 

1. Detection Systems - 

o Use of radar, optical, and acoustic sensors to identify UAVs at long ranges.  

o Coordination between detection systems and EW units to ensure timely 
engagement. 

2. Layered Defense - 
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o Combine EW with kinetic countermeasures such as interceptor drones and 
air defense systems. 

o Deploy multiple layers of suppression to create redundancy and enhance 
system resilience. 

3. Rapid Response - 

o Systems like "Chistyulya" and "Chistyulya-BT" must be capable of immediate 
activation to counter sudden UAV incursions. 

 

Future Development Directions for EW Systems  

1. Integration with Artificial Intelligence (AI) - 

o AI-driven algorithms can enhance signal detection, classification, and 
suppression by automating the analysis of UAV communication patterns. 

o Real-time decision-making based on AI can adapt EW parameters 
dynamically to counter evolving UAV tactics. 

2. Improved Energy Management - 

o Development of more efficient power sources, including advanced batteries 
and renewable energy systems, will extend the operational duration of EW 
units. 

o Vehicle-mounted platforms like "Chistyulya-BT" benefit from hybrid power 
systems that combine battery and onboard vehicle power.  

3. Miniaturization and Portability - 

o Compact EW systems will provide greater tactical flexibility, enabling 
deployment in a wider range of operational scenarios, including covert 
operations. 

4. Multi-Sensor Integration - 

o Combining radar, optical, and acoustic sensors into a single platform 
improves detection accuracy and reduces reliance on any single technology.  

o Multi-sensor fusion allows EW systems to counter UAVs with stealth 
capabilities or reduced electromagnetic signatures. 
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Examples of Suppression Scenarios 

1. Urban Environments - 

o High-density signal interference necessitates selective jamming to avoid 
disrupting friendly communications. 

o Portable systems like "Chistyulya" can be rapidly redeployed to changing 
threat locations. 

2. Battlefield Operations - 

o EW systems provide a critical advantage by neutralizing UAVs that guide 
artillery or provide reconnaissance for enemy forces. 

o Vehicle-mounted systems such as "Chistyulya-BT" offer robust suppression 
capabilities, even in contested environments. 

3. Critical Infrastructure Protection - 

o Long-term deployment of EW systems ensures sustained protection of vital 
assets, such as command centers, supply depots, and power grids, from 
UAV threats. 

o Automated operation modes reduce the need for constant operator 
intervention. 

Electronic warfare systems like "Chistyulya" and "Chistyulya-BT" represent a vital 
component of modern counter-UAV strategies. Their ability to detect, jam, and neutralize 
UAV communication and navigation channels provides a scalable and efficient solution to 
the growing UAV threat. Continuous advancements in technology, including AI integration 
and multi-sensor platforms, will further enhance their capabilities and ensure they remain 
a cornerstone of defensive operations. 

 

Energy Potential of UAV Control Radio Channels  

The energy potential of a UAV control radio channel depends on various parameters, 
including - 

• Transmitter power output. 

• Gain coefficients of transmitting and receiving antennas.  

• Signal propagation distance. 
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• Noise levels in the receiving system. 

• The modulation and coding methods employed. 

Formula for Signal Power at the Receiver Input - The power of the signal at the receiver 
input (PprmP_{prm}Pprm) is calculated as follows - 

Pprm=Pprd+Gprd+Gprm−L,P_{prm} = P_{prd} + G_{prd} + G_{prm} - L,Pprm=Pprd+Gprd
+Gprm−L, 

where - 

• PprdP_{prd}Pprd - Transmitter power output (in dBm), 

• GprdG_{prd}Gprd, GprmG_{prm}Gprm - Gain coefficients of transmitting and 
receiving antennas (in dB), 

• LLL - Signal attenuation in free space (in dB). 

For effective suppression, the received signal power must meet or exceed the sensitivity 
threshold of the receiver. 

 

Signal Attenuation in Free Space 

Signal attenuation (LLL) in free space is determined by distance and frequency. The 
formula is - 

L(dB)=33+20⋅log⁡Rtr(km)+20⋅log⁡F(MHz),L (\text{dB}) = 33 + 20 \cdot \log R_{tr} (\text{km}) 
+ 20 \cdot \log F (\text{MHz}),L(dB)=33+20⋅logRtr(km)+20⋅logF(MHz), 

where - 

• RtrR_{tr}Rtr - Distance between transmitter and receiver (in kilometers),  

• FFF - Signal frequency (in megahertz). 

Examples of Attenuation - 

• For 150 MHz - L=76.5+20⋅log⁡Rtr(km)L = 76.5 + 20 \cdot \log R_{tr} 
(\text{km})L=76.5+20⋅logRtr(km), 

• For 433 MHz - L=85+20⋅log⁡Rtr(km)L = 85 + 20 \cdot \log R_{tr} 
(\text{km})L=85+20⋅logRtr(km), 

• For 868 MHz - L=91+20⋅log⁡Rtr(km)L = 91 + 20 \cdot \log R_{tr} 
(\text{km})L=91+20⋅logRtr(km), 
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• For 2400 MHz - L=100.6+20⋅log⁡Rtr(km)L = 100.6 + 20 \cdot \log R_{tr} 
(\text{km})L=100.6+20⋅logRtr(km). 

 

Suppression Zones for UAV Control Channels 

The effectiveness of suppression zones depends on - 

1. Energy Potential - 

o Higher transmitter power and antenna gain increase the suppression range.  

2. Environmental Factors - 

o Terrain, obstacles, and atmospheric conditions affect signal propagation and 
attenuation. 

Calculating Suppression Zones - Suppression zones are calculated based on the 
characteristics of the UAV's communication channels and the jamming system's energy 
parameters. 

 

Practical Applications of EW Systems  

1. Fixed Installations - 

o Permanent EW systems provide continuous protection for critical 
infrastructure and high-value assets. 

o Integration with detection networks enhances real-time responsiveness to 
UAV threats. 

2. Mobile Platforms - 

o Vehicle-mounted systems like "Chistyulya-BT" allow for rapid deployment 
and flexible operation in dynamic environments. 

o High-power outputs and extended frequency coverage ensure adaptability to 
evolving threats. 

3. Man-Portable Systems - 

o Compact systems such as "Chistyulya" provide tactical flexibility for small 
units and covert operations. 
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o Lightweight and battery-powered designs enable quick deployment in urban 
or rugged terrains. 

 

Improving EW System Effectiveness 

To enhance the performance of electronic warfare systems, the following measures are 
recommended - 

1. Database Updates - 

o Maintain up-to-date signal profiles for enemy UAVs to improve detection and 
jamming accuracy. 

2. Operator Training - 

o Regular training programs ensure operators can effectively configure and 
deploy EW systems in diverse scenarios. 

3. Research and Development - 

o Invest in next-generation technologies, including AI-driven signal analysis 
and energy-efficient designs, to counter advanced UAV tactics.  

 

Integration with Multi-Layered Defense 

EW systems form a critical layer in a comprehensive UAV defense strategy. Effective 
integration requires - 

• Interoperability - 

o Seamless communication between EW systems, detection networks, and 
kinetic countermeasures. 

• Scalability - 

o Modular systems that can be adapted for different mission requirements and 
threat levels. 

• Real-Time Coordination - 

o Automated data sharing between systems for faster and more accurate 
threat response. 
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Advanced EW Tactics Against UAVs 

To address the evolving challenges posed by modern UAVs, electronic warfare systems 
must adopt advanced tactics and techniques - 

1. Signal Analysis and Identification - 

o Continuous monitoring of communication channels to identify UAV control 
and telemetry signals. 

o Real-time analysis of signal structures to adjust jamming parameters 
dynamically. 

2. Multi-Frequency Suppression - 

o Simultaneous jamming across multiple frequency bands to counter UAVs 
using frequency hopping or spread-spectrum communication. 

o Targeted suppression of specific frequencies to minimize collateral 
interference with friendly systems. 

3. Deceptive Jamming - 

o Injection of false navigation data to disrupt UAV flight paths.  

o Manipulation of control signals to force UAVs into pre-designated safe zones 
or to render them non-operational. 

 

Specialized EW Systems 

Portable Systems 

Compact and lightweight systems, such as "Chistyulya," provide tactical advantages for 
field units - 

• Easily transportable by a single operator. 

• Quick setup and activation to counter immediate threats. 

• Ideal for urban environments and short-range operations. 

Vehicle-Mounted Systems 

Robust platforms like "Chistyulya-BT" offer enhanced capabilities for mobile deployment - 

• Higher power output and extended suppression range. 
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• Integration with armored vehicles for added protection and mobility. 

• Suitable for battlefield operations requiring long-term coverage. 

Fixed Installations 

Permanent EW systems deliver continuous protection for critical assets - 

• Broad-area suppression capabilities. 

• Integration with advanced detection networks for automated threat response.  

• Ideal for safeguarding strategic facilities and high-value targets. 

 

Practical Considerations for EW Deployment  

1. Operational Environment - 

o Urban environments demand selective jamming to prevent interference with 
civilian communication systems. 

o Open terrain allows for wide-area suppression but requires higher power 
output to maintain effectiveness. 

2. Threat Assessment - 

o Detailed knowledge of enemy UAV capabilities is essential for configuring EW 
systems. 

o Regular updates to signal databases ensure readiness against emerging UAV 
technologies. 

3. Resource Allocation - 

o Optimal deployment of EW assets based on priority targets and threat levels.  

o Coordination with other defense systems to create a multi-layered security 
framework. 

 

Effectiveness of "Chistyulya" and "Chistyulya-BT" 

Field evaluations of these systems have demonstrated their reliability and efficiency in 
countering UAV threats - 

• "Chistyulya" - 
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o Portable and easy to deploy in diverse operational scenarios.  

o Proven effective against a range of UAVs operating within its frequency 
coverage. 

• "Chistyulya-BT" - 

o Designed for integration with armored units, providing extended suppression 
capabilities. 

o High-output power ensures effectiveness in challenging environments, 
including dense electronic countermeasure (ECM) zones. 

 systems have received positive feedback for their user-friendly interfaces and consistent 
performance in combat conditions. 

 

Mitigating Limitations of EW Systems 

1. Line-of-Sight Dependency - 

o Deploy EW systems in elevated positions or use multiple units to ensure 
coverage in obstructed environments. 

2. Energy Efficiency - 

o Invest in energy-saving technologies and high-gain antennas to maximize 
suppression range while minimizing power consumption. 

3. Counter-Countermeasures - 

o Adversary UAVs may employ advanced ECM techniques, such as adaptive 
frequency hopping and stealthy communication protocols.  

o Continuous R&D is necessary to develop tools capable of countering these 
evolving threats. 

 

Future Directions for UAV Countermeasures  

1. Integration with AI - 

o Use artificial intelligence to enhance signal detection, classification, and 
adaptive jamming capabilities. 



 

Copyright 2024  Treadstone71 WWW.TREADSTONE71.COM 

Pa
ge

35
 

o Automate decision-making processes to reduce operator workload and 
improve response times. 

2. Hybrid Systems - 

o Combine electronic and kinetic countermeasures for a more comprehensive 
defense. 

o Employ interceptor UAVs alongside EW systems to neutralize threats that 
evade suppression. 

3. Modular Designs - 

o Develop modular EW systems that can be customized for specific missions, 
from portable units to large-scale installations. 

4. Collaboration Across Units - 

o Foster interoperability between EW systems, detection platforms, and 
defense units to create a unified counter-UAV network. 

 

Suppression Zones of UAV Control Systems 

The operational range of electronic warfare systems directly depends on various technical 
and environmental factors - 

1. Energy Parameters - 

o Signal strength, antenna gain, and jammer output power determine the 
effective suppression zone. 

2. Distance and Attenuation - 

o As the distance between the jammer and UAV increases, signal attenuation 
in free space reduces jamming effectiveness. 

o The signal loss is calculated using standard formulas for attenuation based 
on distance and frequency. 

3. Environmental Interference - 

o Urban environments and natural obstacles like terrain, trees, and buildings 
can shield UAVs from jamming signals. 

4. Frequency Coverage - 
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o EW systems must cover multiple frequencies (e.g., 400 MHz, 900 MHz, 2.4 
GHz, and 5.8 GHz) to effectively neutralize UAV control systems.  

 

Calculating Suppression Efficiency 

The effectiveness of suppression is determined by achieving a minimum Jamming-to-
Signal ratio (J/S) at the UAV receiver input. This is achieved through - 

1. Optimal Signal Matching - 

o Aligning the jammer's output frequency and bandwidth with the target UAV's 
communication system. 

2. Power Output - 

o Ensuring the jammer's output power exceeds the UAV receiver's sensitivity 
threshold. 

3. Energy Density in Target Zones - 

o Maximizing signal concentration in critical areas to disrupt UAV control and 
navigation. 

 

Practical Deployment Strategies 

Fixed Installations 

• Use - Protect static high-value assets such as military bases or industrial 
infrastructure. 

• Advantages - Constant protection with minimal operator intervention.  

• Challenges - Vulnerable to targeting by adversary long-range weapons or UAVs. 

Mobile Platforms 

• Use - Deploy alongside maneuvering ground forces or critical mobile assets. 

• Advantages - High flexibility, allowing adaptation to dynamic battlefield conditions.  

• Challenges - Limited energy capacity requires coordination with supply chains for 
recharging or power replacement. 

Portable Systems 
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• Use - Tactical units in high-intensity, short-duration operations. 

• Advantages - Lightweight, easily deployable by individual operators.  

• Challenges - Short operational range and limited suppression power.  

 

Key Features of "Chistyulya" Systems 

1. Frequency Adaptability - 

o Covers all major UAV communication frequencies, ensuring broad-spectrum 
suppression. 

2. User-Friendly Operation - 

o Automatic and manual modes allow for seamless transitions between 
preconfigured and operator-controlled settings. 

3. Mobility - 

o Lightweight and compact design enhances deployability in diverse 
environments. 

4. Durability - 

o Designed to withstand harsh conditions, including extreme temperatures, 
humidity, and physical shocks. 

5. Battery Longevity - 

o Supports continuous operation for over 100 minutes on a single charge, with 
external power options for extended missions. 

 

Key Features of "Chistyulya-BT" 

1. High Power Output - 

o Delivers 50 W per channel, enabling suppression of UAVs at longer ranges.  

2. Vehicle Integration - 

o Designed for mounting on armored vehicles, providing mobile electronic 
warfare capabilities. 

3. Advanced Detection - 
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o Integrated signal detection ensures real-time response to UAV incursions. 

4. Extended Frequency Range - 

o Covers critical UAV communication bands, including 900 MHz, 2.4 GHz, and 
5.8 GHz. 

5. Rugged Design - 

o Built for battlefield conditions, capable of operating in extreme 
environmental settings. 

 

Field Testing Results 

The "Chistyulya" systems have demonstrated their effectiveness during operational trials - 

• Consistent performance in detecting and suppressing adversary UAVs.  

• Positive feedback from military personnel for their reliability and ease of use.  

• Proven resilience against harsh operational conditions in active combat zones.  

"Chistyulya-BT" has similarly excelled in field tests - 

• Provided reliable suppression capabilities for armored units in contested areas. 

• Enhanced battlefield survivability by neutralizing reconnaissance and attack UAVs.  

 

Limitations and Countermeasures in EW Deployment  

Despite their effectiveness, electronic warfare systems encounter several limitations. 
Mitigation strategies have been proposed to enhance their operational capabilities.  

Limitations of EW Systems 

1. Electromagnetic Accessibility - 

o UAVs operating beyond the jammer's range or behind terrain obstructions 
reduce the effectiveness of EW systems. 

o Countermeasure - Deploy overlapping EW coverage zones or use aerial EW 
platforms for broader accessibility. 

2. Energy Decay Over Distance - 
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o The jammer's signal weakens as the distance to the target increases, 
reducing its effectiveness. 

o Countermeasure - Employ directional antennas to focus energy on the target 
and increase suppression range. 

3. Adaptive UAV Technology - 

o Modern UAVs use frequency hopping, autonomous navigation, or "radio 
silence" to evade jamming. 

o Countermeasure - Enhance EW systems with adaptive signal analysis and 
multi-frequency jamming capabilities. 

4. Interference with Friendly Systems - 

o Jamming signals may inadvertently affect friendly communication systems 
operating in similar frequency bands. 

o Countermeasure - Use selective jamming techniques and pre-configured 
exclusion zones for friendly frequencies. 

 

Integration of EW Systems with Kinetic Countermeasures  

Combining EW with kinetic methods creates a comprehensive defense strategy - 

1. Detection and Disruption - 

o EW systems neutralize UAV control and navigation, forcing UAVs into 
predictable flight paths. 

2. Physical Neutralization - 

o Once UAVs are immobilized or forced into predefined zones, kinetic methods 
(e.g., interceptor UAVs or anti-aircraft systems) can engage them. 

Advantages of Integrated Systems - 

• Maximizes efficiency by using the strengths of  EW and kinetic defenses. 

• Reduces the reliance on high-energy kinetic systems by disabling UAVs 
electronically. 

 

Case Study - "Chistyulya" System in Field Operations  
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Operational deployment of the "Chistyulya" system has highlighted its tactical advantages 
- 

1. Urban Defense - 

o Suppressed UAV reconnaissance and surveillance in high-density areas 
without disrupting civilian infrastructure. 

2. Battlefield Scenarios - 

o Neutralized UAVs providing artillery correction or relaying battlefield 
intelligence. 

3. Critical Infrastructure Protection - 

o Provided continuous coverage for high-value assets, maintaining operational 
security. 

Challenges Noted - 

• Interference in dense electromagnetic environments required precise tuning of 
suppression parameters. 

• Limited battery life in extended missions necessitated reliance on external power 
supplies. 

 

Technical Insights into the "Chistyulya-BT" System 

1. Enhanced Power - 

o Output of 50 W per channel ensures long-range suppression. 

o Effective against UAVs using advanced modulation techniques like frequency 
hopping. 

2. Vehicle Integration - 

o Mounted on armored platforms, "Chistyulya-BT" provided mobile 
suppression capabilities across operational zones. 

o Integrated power systems of the vehicle eliminated downtime due to battery 
exhaustion. 

3. Operational Feedback - 
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o Soldiers reported improved battlefield survivability when UAV threats were 
neutralized early using the system. 

o High reliability in adverse weather conditions, including rain and extreme 
temperatures. 

 

Technological Innovations in EW Systems  

Future developments in EW technology focus on - 

1. AI-Powered Systems - 

o Real-time signal analysis using machine learning to identify and suppress 
emerging UAV communication techniques. 

o Automating system configurations to minimize operator workload.  

2. Energy-Efficient Designs - 

o Incorporating advanced battery technologies for portable systems. 

o Developing hybrid power solutions for vehicle-mounted units. 

3. Modular Architecture - 

o Allowing for customizable configurations tailored to specific mission 
requirements. 

o Facilitating easy upgrades as new UAV technologies emerge.  

4. Multi-Sensor Integration - 

o Combining radar, acoustic, optical, and RF detection systems for precise 
identification of UAV threats. 

o Reducing false positives by cross-referencing data from multiple sensors. 

The "Chistyulya" and "Chistyulya-BT" systems have proven themselves as critical tools in 
countering UAV threats. Their adaptability to diverse operational environments, combined 
with their robust suppression capabilities, makes them indispensable in modern warfare. 
By addressing current limitations and embracing emerging technologies, these systems 
will remain at the forefront of UAV defense strategies.  
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Operational Parameters for EW Systems in UAV Countermeasures  

For optimal functionality, EW systems require specific operational parameters to achieve 
maximum suppression efficiency. These include - 

1. Frequency Precision - 

o The jammer must align its output to the UAV's control and communication 
frequencies. 

o Failure to match the frequency bands reduces the effectiveness of 
suppression. 

2. Signal Power - 

o Suppression effectiveness directly correlates with the power-to-distance 
ratio. 

o High power output ensures broader coverage but requires efficient energy 
management. 

3. Interference Structure - 

o The structure of jamming signals (e.g., continuous wave, pulsed, or 
broadband) should match the targeted communication protocols of the UAV.  

4. Environmental Adaptation - 

o EW systems must account for environmental factors such as terrain, 
weather, and electromagnetic clutter. 

 

Technical Evaluation of "Chistyulya" and "Chistyulya-BT" Systems 

"Chistyulya" System - 

• Frequency Coverage - 

o Effective across key UAV communication bands (400 MHz, 900 MHz, 2.4 
GHz, 5.8 GHz). 

• Operational Range - 

o Optimal for tactical engagements in urban and battlefield environments.  

• Battery Life - 
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o Supports continuous operation for approximately 100 minutes; external 
power sources extend mission duration. 

"Chistyulya-BT" System - 

• Vehicle Integration - 

o Designed for armored platforms, allowing suppression during maneuver 
operations. 

• Power Output - 

o Enhanced output (50 W per channel) supports long-range engagements. 

• Detection Capabilities - 

o Integrated signal detectors ensure real-time identification and suppression 
of UAV control channels. 

 

Best Practices for EW Deployment  

1. Strategic Placement - 

o Deploy EW systems in locations with high visibility and minimal obstructions.  

o Use elevated positions or aerial platforms to expand suppression zones.  

2. Dynamic Adaptation - 

o Continuously monitor UAV communication patterns to adjust jamming 
parameters dynamically. 

o Update system firmware regularly to counter evolving UAV technologies.  

3. Coordination with Defense Systems - 

o Integrate EW systems with radar and kinetic countermeasures for a layered 
defense strategy. 

o Share threat data between units for enhanced situational awareness. 

 

Countering Advanced UAV Tactics 

As adversary UAVs become more sophisticated, EW systems must evolve to maintain their 
effectiveness - 
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1. Frequency Hopping - 

o UAVs that switch frequencies rapidly pose a challenge for traditional 
jamming techniques. 

o Solution - Implement faster signal detection and broadband jamming 
capabilities. 

2. Autonomous Navigation - 

o UAVs with pre-programmed routes reduce dependence on external 
communication. 

o Solution - Focus on disrupting onboard electronics or combining EW with 
kinetic measures. 

3. Stealth Technology - 

o Reduced electromagnetic signatures and low radar cross-sections make 
detection harder. 

o Solution - Integrate multi-sensor systems (radar, optical, acoustic) for 
comprehensive detection. 

 

Advantages of EW Systems Over Kinetic Countermeasures  

1. Resource Efficiency - 

o EW systems consume electromagnetic energy rather than physical 
munitions, reducing operational costs. 

2. Multi-Target Suppression - 

o Capable of simultaneously neutralizing multiple UAVs operating on similar 
frequencies. 

3. Selective Targeting - 

o Focuses suppression on specific UAV control systems without affecting 
civilian or friendly military frequencies. 

4. Adaptability - 

o Can be reconfigured to counter different UAV models and operational 
scenarios. 
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Field Performance Insights 

During field testing and operational deployment, the "Chistyulya" and "Chistyulya-BT" 
systems have consistently demonstrated - 

• High reliability in diverse environments, from urban areas to active combat zones.  

• Effective neutralization of UAV threats, including reconnaissance and strike 
platforms. 

• Positive feedback from operators regarding ease of use and system efficiency.  

 
"Study of the composition, main characteristics, operating modes, and 
application procedures of the Hardware Complex for UAV Control Channel 
Suppression PAKB.464514.800 'Chistyulya'" 

 

1. Purpose, Composition, and External Appearance of the Product  

Purpose - 

• Continuous detection and suppression of UAV radio frequency control channels.  

Composition of the Complex - 

• Suppression block for UAV control channels (referred to as the suppression block) 
PAKB.464514.803. 

• Collinear antennas for operating frequency ranges. 

• Signal detector PAKB.464514.802. 

• Control console (PU) PAKB.422411.801. 

• Control cable PAKB.685621.916. 

• External power cable PAKB.685631.800. 

• Network charging device PAKB.431429.800. 

• Tactical backpack. 

• Set of operational documentation. 
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The suppression block is a case containing radio equipment with the following connectors - 

• Connectors for antennas labeled "ANT...MHz" or "ANT...GHz."  

• "ZAR" connector for connecting the charging device. 

• "27V" connector for connecting an external power source.  

• "PU" connector for connecting the control console with the signal detector.  

Depending on its configuration, the suppression block can suppress UAV control channels 
in the following frequency ranges - 

• Configuration 1 - 

o 900 MHz (2 suppression channels)*; 

o 2400 MHz (1 suppression channel); 

o 5800 MHz (1 suppression channel). 

• Configuration 2 - 

o 400 MHz (2 suppression channels)*; 

o 1200 MHz (1 suppression channel); 

o 1600 MHz (1 suppression channel). 

General view of the suppression block with connected antennas. 

On the control panel of the suppression block, the following elements are present - 

• Button "FAN OPERATION CHECK" for monitoring fan functionality.  

• Switch "POWER SOURCE SELECTOR" for choosing the power supply source.  

• Indicator "BATTERY CHARGE %" for displaying the charge level of the built-in battery. 

• Buttons "INTERFERENCE GENERATOR FREQUENCY" to enable interference 
generators. 
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Figure 1 – Suppression Block PAKB.464514.803 - 
1 – Plate indicating the direction of airflow; 
2 – Connectors for antenna connection; 
3 – Ventilation openings; 
4 – Connectors for connecting the charging device, external power source, and control 
console. 
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Figure 2 – Suppression Block PAKB.464514.803 with connected antennas. 

 

2. Key Technical Specifications of the Product 

Key technical specifications of the product are listed in Table 1.  

Parameter Name Value 

Dimensions (without antennas), mm 340 × 325 × 150 

Dimensions (with antennas), mm 1140 × 325 × 150 

Weight with connected antennas, kg ≤ 9 

Power consumption from an external source, W ≤ 300 

Operating temperature range, °C -20 to +40 
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Parameter Name Value 

Emission frequency ranges (by configuration) 
720–1020 MHz, 2400–2500 MHz, 5725–5850 MHz; 410–
455 MHz, 1175–1290 MHz, 1560–1610 MHz 

Suppression channel emission power at 
nominal voltage, W 

≥ 20 

Signal detector frequency ranges, MHz 2400–2525 MHz; 5362–5945 MHz 

Time to readiness from power-on, sec ≤ 3 

Continuous operation time (built-in battery) 
under normal conditions, min 

≥ 100 

Note - Normal conditions imply an 
ambient temperature of +15 °C to +35 °C, 
relative humidity of 45% to 75%, and 
atmospheric pressure from 86 to 106 kPa 
(645 to 795 mm Hg). 

 

3. Operating Modes of the Product  

The product can function in the following 
modes - 

1. Direct Control - 

o Operated manually without 
the use of the control 
console (PU). The operator 
activates suppression 
channels using buttons located on the control panel of the suppression 
block. 

2. Remote Control (using the PU) - 

o Manual Mode - The operator activates suppression channels using switches 
on the PU. 

o Automatic Mode - Suppression channels activate automatically upon 
detecting signals in the 2.4 GHz and 5.8 GHz frequency ranges.  

Power Supply Modes - The product operates using either - 

Figure 7 Control panel of the channel suppression unit 
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• Built-in battery;  

• External power source. 

 

4. Preparing the Product for Operation 

Preparation Steps - 

1. Unpack the Product - 

o Verify completeness. 

o Inspect the product for 
mechanical damage, 
cracks, or chips. 
Superficial scratches and scuffs that do not affect functionality are 
permissible. Chips and dents up to 1.5 × 1.5 
mm in size and 0.5 mm in depth are 
acceptable. 

2. Charging - 

o If using the built-in battery, charge it using the 
included charging device. The "ZAR" port for 
charging is located on the side of the 
suppression block. 

o Charging can occur while the product is 
powered by an external source and the built-in 
battery simultaneously. 

Connecting to an External Power Source - 

• Use the external power cable included in the kit. 

• Connect the cable to the "27V" port on the suppression block, marked accordingly. 

• Ensure correct polarity when connecting to a DC power source.  

Ventilation Check - 

• Before starting the product, verify the functionality of the cooling fans by pressing 
the "FAN OPERATION CHECK" button on the suppression block's control panel.  

Figure 8 Control panel (CP) 

Figure 9 Signal detector and 
connectors on its body for 
connecting antennas 
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• For optimal thermal performance, orient the product according to wind direction. 
Airflow direction is indicated by arrows on the ventilation plate.  

Connecting Antennas - 

• Attach antennas to the suppression block according to frequency ranges. Ports are 
labeled "ANT...MHz" or "ANT...GHz," corresponding to the antenna frequency 
markings. 

 

Figure 10 Ports for connecting the charging device ("ZAR"), external power source ("27V"), and 
control console ("PU") on the suppression block. 

 

 

5. Operating the Product 

Important - Do not operate the product without antennas connected.  

5.1 Direct Control Mode 

In this mode, the operator manages suppression 
channels directly via buttons on the suppression block's control 
panel. The PU and signal detector are not required.  

1. On the suppression block's control panel, switch the 
"POWER SOURCE SELECTOR" from "OFF" to the desired 
power source - 

o "BATTERY" for the built-in battery; 

o "EXTERNAL" for an external power source. 

2. If "EXTERNAL" is selected, connect the external power cable to the "27V" port and 
the DC power source (24–30 V). 

Figure 11 Product 
cooling flows 

Figure 12  Installing 
antennas on the channel 
suppression unit 
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3. The battery charge level will display on the "BATTERY CHARGE %" indicator if using 
the built-in battery. When using an external power source, the displayed charge level 
may not be accurate. 

Channel Selection - 

• Use the "INTERFERENCE GENERATOR FREQUENCY" buttons on the suppression 
block's control panel to select suppression channels. 

• The product operates with any combination of selected channels. 

Positioning - 

• Close the case and position the suppression block with antennas oriented 
vertically, ensuring unobstructed airflow. 

Suppression Range - 

• Suppression begins 
immediately upon 
activating the 
respective buttons. The 
range depends on the 
UAV control signal 
strength. 

Shutdown Procedure - 

1. Deactivate suppression 
channels using the 
"INTERFERENCE GENERATOR FREQUENCY" buttons. 

2. Switch the "POWER SOURCE SELECTOR" to "OFF." 

 

5.2 Remote Control Mode 

In remote control mode, suppression channels are managed using the control console 
(PU). The product supports  manual and automatic control modes.  

5.2.1 Remote Control - Manual Mode 

Setup and Operation - 

1. Connect the PU - 

Figure 13 Antenna connectors (frequencies are shown conditionally) 
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o Attach the PU to the suppression block using the PU cable.  

o The "PU" port on the suppression block and the "CASE" port on the PU are 
clearly marked for connection. 

2. Power On - 

o On the suppression block's control panel, move the "POWER SOURCE 
SELECTOR" from "OFF" to the desired power source - 

▪ "BATTERY" for the built-in battery. 

▪ "EXTERNAL" for an external power source. 

o The battery charge level displays on the "BATTERY CHARGE %" indicator if 
using the built-in battery. For external power sources, the displayed value 
may not be accurate.  

3. Positioning - 

o Close the case and position the suppression block with 
antennas oriented vertically, ensuring proper airflow 
(refer to earlier figures). 

4. Select Manual Mode - 

o On the PU, set the "WORK MODE" toggle to "MANUAL"  

5. Channel Selection - 

o Use the "…MHz" or "…GHz" toggles on the PU to activate 
desired suppression channels. The product operates with any selected 
channel combination. 

Important - 
Channels activated via the PU override those set on the suppression block's control panel. 
Channels on the control panel can only be operated if they are not already active on the PU.  

Suppression - 

• Suppression begins immediately after activating the respective toggles on the PU.  

Shutdown Procedure - 

1. Turn off suppression channels on the PU by switching the toggles "…MHz" or "…GHz" 
to "OFF." 

Figure 14 Power source 
selection switch 
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2. Switch the "WORK MODE" toggle from "MANUAL" to "OFF" on the PU.  

3. On the suppression block, move the "POWER SOURCE SELECTOR" to "OFF." 

 

 

Figure 15 Controls of the product on the control panel in manual mode 

 

5.2.2 Remote Control - Automatic Mode 

Setup and Operation - 

1. Connect Components - 

o Attach the PU to the suppression block using the PU cable.  

o Connect the signal detector to the PU. The "DETECTOR" port on the PU is 
clearly marked. 

2. Install Antennas - 

o Attach the receiving antennas to the signal detector. Ports are labeled "ANT 
2.4 GHz" and "ANT 5.8 GHz," corresponding to the frequency ranges 
indicated on the antennas. 

3. Positioning - 

o Place the signal detector vertically as indicated by the icon on its casing. 

o Position the suppression block with antennas oriented vertically and proper 
airflow alignment. 

4. Power On - 
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o On the suppression block's control panel, move the "POWER SOURCE 
SELECTOR" from "OFF" to the desired power source - 

▪ "BATTERY" for the built-in battery. 

▪ "EXTERNAL" for an external power source. 

o The battery charge level displays on the "BATTERY CHARGE %" indicator for 
the built-in battery. For external power sources, displayed values may not be 
accurate. 

5. Select Automatic Mode - 

o On the PU, set the "WORK MODE" toggle to "AUTO"  

6. Select Suppression Channels - 

o Use the toggles "…MHz" or "…GHz" on the PU to designate the suppression 
channels that will activate upon signal detection.  

Operation - 

• Once setup is complete, the suppression block enters standby mode, and the signal 
detector begins scanning the 2.4 GHz and 5.8 GHz frequency channels.  

• Upon detecting signals in these channels, the detector activates the selected 
suppression channels. 

• After 1 minute, suppression channels deactivate, returning the system to standby 
mode, while the detector resumes scanning. 

Shutdown Procedure - 

1. Turn off suppression channels on the PU by switching the toggles "…MHz" or "…GHz" 
to "OFF." 

2. Switch the "WORK MODE" toggle from "AUTO" to "OFF" on the PU.  

3. On the suppression block, move the "POWER SOURCE SELECTOR" to "OFF."  

 

6. Bringing the Product into Working Condition  

6.1 Preparing the Product for Use 

1. Unpacking and Inspection - 
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o Unpack the product and verify that all components are included.  

o Inspect the product for visible damage, such as cracks or chips. Superficial 
scratches and small dents (up to 1.5 × 1.5 mm, depth ≤ 0.5 mm) that do not 
affect functionality are permissible. 

2. Charging - 

o If operating on the built-in battery, ensure it is fully charged using the 
included charging device. The charging port ("ZAR") is located on the 
suppression block. 

o Charging can also occur while the product is connected to an external power 
source. 

3. Connecting External Power - 

o Use the external power cable provided in the kit. Connect it to the "27V" port 
on the suppression block and ensure correct polarity. 

o Verify a stable DC power source of 24–30 V. 

4. Ventilation Check - 

o Before operation, check the cooling fans by pressing the "FAN OPERATION 
CHECK" button on the suppression block control panel.  

o Position the product so that airflow is unobstructed and aligned with wind 
direction. 

5. Attaching Antennas - 

o Connect the appropriate antennas to the suppression block according to the 
frequency ranges. Ports are labeled "ANT...MHz" or "ANT...GHz" to match the 
antenna frequency markings. 

6. Placement - 

o Set up the product in the desired location, ensuring - 

▪ All antennas are oriented vertically. 

▪ No metal objects are within 1 meter of the device.  

▪ Ventilation openings are unobstructed. 
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7. Operating the Product 

7.1 General Guidelines 

• Ensure antennas are connected before powering the product. Operating without 
antennas may cause damage. 

• Follow the procedures for selecting power sources, suppression channels, and 
operational modes. 

 

7.2 Suppression Channel Selection 

• Suppression channels are activated using the "INTERFERENCE GENERATOR 
FREQUENCY" buttons on the suppression block's control panel.  

• Channels can be activated in any combination to match the operational 
requirements. 

 

7.3 Product Positioning 

1. After selecting suppression channels, close the suppression block case securely. 

2. Ensure antennas are oriented vertically, and airflow requirements are met  

3. Activate suppression. The system will begin jamming UAV control channels 
immediately upon activation. 

Suppression Range - 

• The effective range depends on the UAV's control signal strength and the 
surrounding environmental conditions. 

 

7.4 Shutdown Procedure 

1. Deactivate suppression channels using the "INTERFERENCE GENERATOR 
FREQUENCY" buttons. 

2. Switch the "POWER SOURCE SELECTOR" to "OFF" on the suppression block control 
panel. 
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3. Disconnect any external power sources and remove antennas if transporting the 
product. 

 

8. Operating in Manual Remote Control Mode 

In manual remote control mode, the operator manages suppression channels via the 
control console (PU). The signal detector is not required in this mode.  

8.1 Setup and Operation 

1. Connect the PU - 

o Attach the PU to the suppression block using the designated PU cable.  

o Ensure the cable is properly connected to the "PU" port on the suppression 
block and the "CASE" port on the PU. 

2. Power On - 

o On the suppression block's control panel, set the "POWER SOURCE 
SELECTOR" from "OFF" to the chosen power source - 

▪ "BATTERY" for the built-in battery. 

▪ "EXTERNAL" for an external power source (24–30 V DC). 

o The "BATTERY CHARGE %" indicator displays the battery level when powered 
by the built-in battery. When powered externally, displayed values may not be 
accurate. 

3. Positioning - 

o Close the suppression block case and place the unit with antennas oriented 
vertically, ensuring proper airflow. 

4. Mode Selection - 

o On the PU, set the "WORK MODE" toggle to "MANUAL"  

5. Channel Selection - 

o Use the toggles "…MHz" or "…GHz" on the PU to activate specific suppression 
channels. 

o The product operates with any combination of selected channels. 
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Important - Suppression channels activated via the PU override settings on the 
suppression block control panel. Channels on the control panel can only be adjusted if 
they are not already active on the PU. 

8.2 Suppression 

• Suppression begins immediately after activating the respective toggles on the PU.  

8.3 Shutdown Procedure 

1. Turn off suppression channels on the PU by switching the toggles "…MHz" or "…GHz" 
to "OFF." 

2. Set the "WORK MODE" toggle on the PU from "MANUAL" to "OFF."  

3. On the suppression block, move the "POWER SOURCE SELECTOR" to "OFF."  

 

9. Operating in Automatic Remote Control Mode 

In automatic remote control mode, the suppression block activates suppression channels 
automatically upon detecting UAV signals. 

9.1 Setup and Operation 

1. Connect Components - 

o Attach the PU to the suppression block using the PU cable.  

o Connect the signal detector to the PU using its designated cable.  

2. Install Antennas - 

o Attach receiving antennas to the signal detector. Ports are labeled "ANT 2.4 
GHz" and "ANT 5.8 GHz" to correspond with antenna frequency markings. 

3. Positioning - 

o Place the signal detector vertically, as indicated by the icon on its casing  

o Position the suppression block with antennas oriented vertically and airflow 
requirements met. 

4. Power On - 

o On the suppression block's control panel, set the "POWER SOURCE 
SELECTOR" from "OFF" to the chosen power source - 
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▪ "BATTERY" for the built-in battery. 

▪ "EXTERNAL" for an external power source. 

o The "BATTERY CHARGE %" indicator displays the battery level when powered 
by the built-in battery. For external power sources, displayed values may not 
be accurate. 

5. Mode Selection - 

o On the PU, set the "WORK MODE" toggle to "AUTO"  

6. Channel Selection - 

o Use the toggles "…MHz" or "…GHz" on the PU to designate suppression 
channels for automatic activation. 

9.2 Operation 

• Once set up, the suppression block enters standby mode, and the signal detector 
scans the 2.4 GHz and 5.8 GHz frequency channels.  

• Upon detecting UAV signals, the detector activates the designated suppression 
channels. 

• Suppression channels remain active for 1 minute before automatically deactivating. 
The system then returns to standby mode, with the signal detector resuming 
frequency scanning. 

 

9.3 Shutdown Procedure 

1. Turn off suppression channels on the PU by switching the toggles "…MHz" or "…GHz" 
to "OFF." 

2. Set the "WORK MODE" toggle on the PU from "AUTO" to "OFF."  

3. On the suppression block, move the "POWER SOURCE SELECTOR" to "OFF."  

10. Maintenance Procedures 

To ensure reliable operation and extend the lifespan of the suppression system, the 
following maintenance procedures must be carried out - 

10.1 Pre-Operational Inspection 
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1. Inspect the suppression block, control console (PU), signal detector, and antennas 
for visible damage or defects. 

o Ensure there are no loose connections or broken components.  

o Verify that ventilation openings are unobstructed. 

2. Check the battery charge level using the "BATTERY CHARGE %" indicator on the 
suppression block control panel. 

o Recharge the battery if the charge level is below 20%.  

3. Verify that all cables and connectors are intact and properly labeled for their 
respective ports. 

4. Confirm the integrity of the antennas - 

o Ensure that they are not bent, cracked, or otherwise damaged.  

o Verify that frequency markings on the antennas match the ports on the 
suppression block and signal detector. 

 

10.2 Scheduled Maintenance 

Regular maintenance intervals are recommended every 30 operational cycles or once per 
month, whichever comes first. 

1. Electrical System Check - 

o Test all control panel indicators, buttons, and switches for functionality. 

o Confirm proper operation of the "INTERFERENCE GENERATOR FREQUENCY" 
buttons and toggles on the PU. 

2. Cooling System - 

o Inspect and clean ventilation openings to ensure optimal airflow. 

o Verify fan functionality using the "FAN OPERATION CHECK" button on the 
control panel. 

3. Firmware Updates - 

o If applicable, update the firmware of the suppression block and PU to ensure 
compatibility with new UAV technologies. 
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4. Battery Maintenance - 

o Fully discharge and recharge the battery once every 10 operational cycles to 
maintain optimal performance. 

o Replace the battery if it cannot maintain a charge of at least 80%.  

 

11. Troubleshooting 

The following table provides solutions for common issues encountered during operation - 

Problem Possible Cause Solution 

The system does not 
power on. 

Battery is fully discharged. 
Connect the product to an external power 
source or recharge the battery. 

Suppression channels do 
not activate. 

Incorrect channel selection or 
signal mismatch. 

Verify selected channels and ensure proper 
frequency alignment with UAV signals. 

PU or signal detector is 
unresponsive. 

Loose or disconnected cables. Inspect and reconnect all cables securely. 

Overheating during 
operation. 

Ventilation openings are 
blocked. 

Clear obstructions and reposition the product 
for optimal airflow. 

Antennas do not transmit 
properly. 

Damaged or improperly 
connected antennas. 

Inspect and replace or reconnect antennas as 
necessary. 

 

12. Safety Precautions 

To prevent injury and ensure safe operation, adhere to the following guidelines - 

1. General Safety - 

o Do not operate the suppression block without antennas connected.  

o Avoid direct contact with antenna surfaces during operation to prevent 
exposure to electromagnetic radiation. 

2. Environmental Conditions - 

o Do not operate the system in extreme temperatures outside the specified 
range (-20°C to +40°C). 

o Protect the product from excessive moisture or dust. 



 

Copyright 2024  Treadstone71 WWW.TREADSTONE71.COM 

Pa
ge

63
 

3. Electrical Safety - 

o Ensure proper polarity when connecting the external power source.  

o Disconnect the system from all power sources before performing 
maintenance or repairs. 

4. Handling and Transport - 

o Use the provided tactical backpack for secure transport of the suppression 
block and accessories. 

o Avoid dropping or subjecting the product to strong impacts. 

 

13. Performance Testing Procedures 

To ensure proper functionality, conduct performance tests regularly, especially before 
deploying the system in an operational environment. 

13.1 Testing Setup 

1. Prepare the System - 

o Connect all components (suppression block, PU, signal detector, and 
antennas) according to the setup instructions. 

o Verify that all connections are secure and aligned with the appropriate 
frequency ranges. 

2. Power Source - 

o Use either the built-in battery or an external power source (24–30 V DC). 

o Ensure the battery is fully charged or the external power source is stable.  

3. Environment - 

o Conduct the test in an open area free of electromagnetic interference (EMI). 

o Ensure no reflective or metallic objects are within 1 meter of the system.  

 

13.2 Testing Suppression Channels 

1. Manual Mode - 
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o Activate suppression channels using the "INTERFERENCE GENERATOR 
FREQUENCY" buttons on the suppression block. 

o Verify that each channel operates independently and emits signals at the 
specified frequency ranges. 

2. Remote Manual Mode - 

o Activate channels via the PU toggles ("…MHz" or "…GHz") and ensure the 
suppression block responds correctly. 

o Confirm the selected channels match the output frequencies.  

3. Automatic Mode - 

o Connect the signal detector and configure the PU for automatic mode 
("AUTO"). 

o Simulate UAV signals in the 2.4 GHz and 5.8 GHz ranges using test 
equipment. 

o Verify that the suppression block activates the appropriate channels upon 
signal detection and deactivates after 1 minute.  

 

13.3 Monitoring Indicators 

• Confirm that the "BATTERY CHARGE %" indicator reflects the actual charge level 
during testing. 

• Verify the "FAN OPERATION CHECK" functionality to ensure the cooling system 
operates correctly. 

13.4 Documentation 

• Record test results, including channel activation times, suppression range, and any 
anomalies. 

• Schedule maintenance or repairs if any components fail to meet performance 
standards. 

 

14. Transport and Storage 

14.1 Transport Guidelines 
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1. Use the provided tactical backpack to transport the suppression block and 
accessories. 

2. Secure the PU, signal detector, and antennas in their designated compartments to 
prevent damage. 

3. Avoid exposing the system to excessive vibrations, impacts, or environmental 
extremes during transport. 

14.2 Storage Conditions 

• Store the product in a dry, ventilated area with a temperature range of -20°C to 
+40°C. 

• Protect the system from direct sunlight, moisture, and dust.  

• Disconnect all cables and remove antennas before storage.  

 

15. Disposal of the Product  

If the product or its components are no longer operational, dispose of them in accordance 
with local regulations for electronic and hazardous waste. Ensure the following - 

1. Battery Disposal - 

o Remove the built-in battery and follow appropriate procedures for recycling 
or disposal. 

2. Electronic Components - 

o Deliver non-functional electronic components (e.g., the suppression block, 
PU, and signal detector) to certified recycling centers. 

3. Cables and Accessories - 

o Dispose of damaged or unusable cables, antennas, and other accessories 
responsibly. 

Important - Do not incinerate any part of the system, as this may release harmful 
substances. 

 

16. Technical Support and Repairs 



 

Copyright 2024  Treadstone71 WWW.TREADSTONE71.COM 

Pa
ge

66
 

For technical support or repairs, contact the manufacturer or authorized service centers. 
Provide the following information - 

• Product model and serial number. 

• Description of the issue or malfunction. 

• Date of purchase and operational history, if available. 

Note - Unauthorized repairs or modifications may void the warranty and compromise 
system functionality. 

 

17. Troubleshooting Advanced Issues 

In addition to basic troubleshooting, this section outlines solutions for advanced or 
recurring issues that may arise during operation. 

17.1 System Does Not Detect Signals 

1. Possible Causes - 

o Incorrect antenna connections. 

o Damaged or incompatible antennas. 

o Malfunctioning signal detector. 

2. Solutions - 

o Reconnect antennas, ensuring proper alignment with labeled ports (e.g., 
"ANT 2.4 GHz" or "ANT 5.8 GHz"). 

o Replace damaged antennas with compatible models.  

o Verify the signal detector functionality and replace it if necessary. 

 

17.2 Suppression Ineffectiveness 

1. Possible Causes - 

o Insufficient power supply or battery charge. 

o Signal interference from external sources. 

o UAV operating outside the suppression frequency range. 
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2. Solutions - 

o Ensure the battery is fully charged or connect the system to a stable external 
power source. 

o Relocate the system to minimize interference and re-test the suppression 
channels. 

o Adjust the suppression frequency range based on the UAV's specifications. 

 

17.3 Overheating 

1. Possible Causes - 

o Obstructed ventilation openings. 

o Prolonged operation under extreme environmental conditions.  

2. Solutions - 

o Clear all ventilation openings and ensure proper airflow.  

o Allow the system to cool down before resuming operation. 

o Use the product within the recommended temperature range (-20°C to 
+40°C). 

 

18. Advanced Usage Scenarios 

18.1 Urban Environments 

1. Challenges - 

o High-density electromagnetic interference. 

o Limited operational range due to buildings and other obstacles.  

2. Recommendations - 

o Use selective suppression targeting specific UAV frequency channels. 

o Position the system in elevated locations to improve signal propagation.  

 

18.2 Open Battlefield 
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1. Challenges - 

o Wide operational zones requiring extended suppression range.  

o Potential countermeasures deployed by adversaries. 

2. Recommendations - 

o Combine suppression with kinetic countermeasures (e.g., interceptor 
drones). 

o Deploy multiple systems to create overlapping suppression zones.  

 

18.3 Critical Infrastructure Protection 

1. Challenges - 

o Persistent UAV threats targeting high-value assets. 

o Need for continuous operation over extended periods. 

2. Recommendations - 

o Use external power sources to ensure uninterrupted operation.  

o Integrate the suppression system with advanced detection networks for real-
time threat identification. 

 

19. Recommended Accessories and Upgrades  

19.1 Additional Antennas 

• Use high-gain directional antennas to extend suppression range.  

• Employ specialized antennas for advanced UAV frequency bands as needed.  

19.2 Signal Amplifiers 

• Add signal amplifiers to enhance the system's output power in high-threat 
environments. 

19.3 Firmware Updates 

• Regularly update the suppression block and PU firmware to maintain compatibility 
with new UAV technologies. 
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19.4 Advanced Cooling Systems 

• For prolonged use in extreme conditions, consider upgrading the cooling system to 
prevent overheating. 

 

20. Key Safety Reminders 

1. Avoid Operating Without Antennas - 

o Running the system without antennas connected may damage internal 
components. 

2. Monitor Environmental Conditions - 

o Ensure the system operates within the specified temperature and humidity 
ranges. 

3. Secure Connections - 

o Regularly inspect all cables and ports for wear and ensure secure 
connections during operation. 

4. Proper Disposal - 

o Dispose of damaged components responsibly to prevent environmental 
harm. 

Control Questions  

1. Methods of countering UAVs. 

2. What is electronic counteraction (EW)? 

3. What is the primary goal of EW, and what tasks does it solve?  

4. What is EW effectiveness? 

5. What conditions must be met for effective suppression of communication systems 
(CS)? 

6. What is the main criterion for evaluating EW effectiveness, and how is it 
determined? 

7. What is the suppression coefficient? 

8. What are the advantages of EW tools in countering UAVs?  
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9. What are the main disadvantages of EW tools in countering UAVs?  

10. What determines the energy potential of a radio communication line?  

11. What factors affect the range of suppression of radio communication lines?  

12. What is the structure of the suppression zone of a UAV control radio line?  

13. What is an antenna radiation pattern?  

14. Why is the presence of a UAV detected via its video transmission signal and not its 
control signal? 

15. Why are interferences generated in the UAV control channel rather than the video 
transmission channel?  

16. Why are several separate transmitters used for different suppressed radio channels 
in an EW system instead of one transmitter suppressing the entire range of possible 
UAV control channels? 

17. What parameter determines the size of the antenna in an EW system?  

 

The questions above reflect the theoretical and practical foundations of electronic warfare 
(EW) to counter UAV operations. Below is a breakdown of each question's context and 
purpose - 

1. Methods of Countering UAVs - This explores kinetic interception, EW-based 
suppression, and integrating detection and neutralization systems. Understanding 
these methods enables a layered defense approach. 

2. What is an Electronic Counteraction (EW)? - EW refers to using electromagnetic 
energy to disrupt, degrade, or deny enemy communication and navigation 
capabilities. It is a cornerstone of modern counter-UAV strategies. 

3. Primary Goals and Tasks of EW - The main objective of EW is to neutralize adversary 
control systems. Tasks include jamming communication, disrupting navigation, and 
injecting false data to mislead UAV operations. 

4. What is EW Effectiveness? - This measures how successfully EW systems achieve 
operational objectives, such as neutralizing UAV threats or degrading their 
capabilities. 
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5. Conditions for Effective CS Suppression - Success depends on accurate frequency 
targeting, sufficient signal strength (jamming-to-signal ratio), and environmental 
factors such as line-of-sight and signal attenuation. 

6. Main Criterion for Evaluating EW Effectiveness - The criterion often involves 
achieving the required suppression coefficient, representing the ratio of jamming 
signal power to target signal power. 

7. What is the Suppression Coefficient? - A mathematical metric defining the 
minimum jamming power necessary to overwhelm the target's communication 
system. 

8. Advantages of EW Tools Against UAVs - EW systems offer flexibility, resource 
efficiency, and multi-target suppression capabilities, allowing simultaneous 
neutralization of multiple UAVs. 

9. Disadvantages of EW Tools Against UAVs - Limitations include range dependency, 
reduced effectiveness against autonomous UAVs, and potential collateral 
interference with friendly systems. 

10. Energy Potential of a Radio Communication Line - This depends on the transmitter 
power, antenna gain, and environmental factors like distance and atmospheric 
conditions. 

11. Factors Affecting Suppression Range - Distance, frequency, antenna 
characteristics, and environmental interference influence the effective suppression 
range. 

12. Structure of a Suppression Zone - The suppression zone's geometry depends on 
antenna orientation, power distribution, and signal propagation characteristics.  

13. Antenna Radiation Pattern - This refers to the directional distribution of 
electromagnetic energy from an antenna. It impacts the coverage and efficiency of 
EW systems. 

14. Detection via Video Transmission Signals - Video transmission signals are more 
consistent and easily identifiable compared to intermittent control signals, making 
them a reliable indicator of UAV presence. 

15. Interferences in Control Channels, Not Video Channels - Neutralizing control 
channels directly affects UAV operation, while disrupting video channels impairs 
surveillance. 
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16. Use of Multiple Transmitters for Different Channels - Separate transmitters provide 
flexibility and precision in targeting specific channels, ensuring optimal suppression 
across diverse UAV systems. 

17. Parameter Affecting Antenna Size - Antenna size is primarily determined by the 
operating frequency; lower frequencies require larger antennas, while higher 
frequencies allow for smaller designs. 

The control questions are a foundational framework for understanding the theoretical and 
operational aspects of EW systems in counter-UAV contexts. They emphasize the technical 
nuances of EW efficiency, the interplay between system components, and the strategic 
considerations necessary for optimal deployment. By addressing these questions, 
operators and engineers can enhance their understanding of EW principles and their 
practical applications in neutralizing UAV threats.  

The control questions are integral to the training and operational protocols of Russian 
electronic warfare (EW) units, particularly in countering UAVs: 

1. Training and Education - These questions form the basis of educational materials for 
EW personnel. By addressing topics such as methods of countering UAVs, the 
fundamentals of EW, and the conditions necessary for effective suppression, they 
ensure that operators have a comprehensive understanding of theoretical and 
practical aspects of EW operations. 

2. Operational Planning - Understanding the effectiveness of EW, suppression 
coefficients, and the factors influencing the suppression range allows Russian 
forces to plan and execute EW operations more effectively. This knowledge aids in 
selecting appropriate equipment, determining optimal deployment locations, and 
anticipating challenges in various operational environments.  

3. Equipment Development and Deployment - Insights into antenna radiation patterns, 
radio communication lines' energy potential, and EW tools' advantages and 
disadvantages inform EW equipment development and deployment. For instance, 
recognizing the need for multiple transmitters to cover different suppressed radio 
channels leads to designing more versatile and effective EW systems. 

4. Tactical Decision-Making - Knowledge about why interference is generated in UAV 
control channels rather than video transmission channels and why UAV detection is 
based on video signals influences tactical decisions during engagements. This 
understanding helps prioritize targets and choose the most effective methods to 
disrupt enemy UAV operations. 
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The control questions are a foundational framework for Russian EW units, guiding training, 
operational planning, equipment development, and tactical decision-making in countering 
UAV threats. 

Wrap Up 
Modern warfare is shaped by the rapid evolution of technology, with UAVs emerging as a 
decisive factor in intelligence, surveillance, and combat operations. Countering these aerial 
threats has demanded innovative strategies, and Russia's electronic warfare doctrine 
exemplifies the sophistication required to neutralize such capabilities. The comprehensive 
integration of theory, technology, and operational practice in their EW systems underlines 
their dedication to maintaining superiority in the electromagnetic battlespace. 

Russian electronic warfare strategies reflect a deep understanding of the challenges UAVs 
pose. Systems like "Chistyulya" and "Chistyulya-BT" highlight a technical and tactical 
response that addresses diverse operational environments. Portability and ease of 
deployment make the "Chistyulya" a practical choice for urban and small-unit operations, 
while the "Chistyulya-BT," designed for integration with armored vehicles, extends its reach 
and suppression power in battlefield scenarios. The systems precisely target UAV control 
channels, employing suppression technologies that effectively disable UAV functions 
without relying on kinetic measures. 

The framework supporting EW development and deployment in Russia emphasizes 
education and adaptability. Training materials incorporate essential questions about the 
effectiveness of suppression techniques, antenna design's impact, and UAV detection's 
operational nuances. These insights ensure that operators are equipped to handle a range 
of scenarios, from urban defense to large-scale battlefield engagements. Detailed 
troubleshooting protocols and maintenance practices enhance system reliability, preparing 
units for sustained operations in challenging conditions. 

Challenges posed by modern UAVs include frequency hopping, autonomous navigation, and 
stealth capabilities. Russian doctrine addresses these issues through advanced 
technologies such as multi-frequency jamming, AI-enhanced signal detection, and adaptive 
suppression strategies. Field-tested feedback from operational deployments validates 
these approaches, demonstrating the systems' effectiveness under diverse environmental 
and combat conditions. 

Integrating electronic warfare systems with broader defense strategies ensures a layered 
approach to UAV countermeasures. Combining detection networks with suppression 
systems and, where necessary, kinetic countermeasures provide flexibility and redundancy. 
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Real-time coordination and data sharing between systems optimize responses, ensuring 
threats are neutralized efficiently and effectively. 

Technological advancements continue to shape the future of electronic warfare. Russian 
developments in AI-driven automation, multi-sensor integration, and energy-efficient 
designs reflect an ongoing commitment to staying ahead in the electromagnetic spectrum. 
Enhanced cooling systems, modular upgrades, and firmware advancements position their 
EW systems to adapt to emerging threats, ensuring long-term operational viability. 

The depth and breadth of information surrounding Russian EW practices offer valuable 
insights into their strategic priorities and technological capabilities. Combining theoretical 
grounding, technical innovation, and practical application highlights a disciplined approach 
to modern defense. For those seeking to understand the complexities of electronic warfare, 
the detailed exploration of Russian systems and methodologies provides a compelling lens 
to examine the evolving dynamics of UAV countermeasures and electromagnetic 
operations. As technology redefines the battlefield, the intersection of electronic warfare 
and unmanned systems will remain critical in military strategy and execution. 

Want to know more? Visit www.treadstone71.com 


