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The Sber Model Follows this report

Threat Model for Al Cybersecurity for the stages of data collection and preparation, model
development and training, model exploitation, and application integrations

Artificial intelligence no longer exists as a neutral tool; it now operates as a contested
domain where algorithms shape perception, drive decisions, and determine outcomes at a
strategic scale. What was once a matter of code integrity and system uptime has
transformed into a multidimensional conflict involving data poisoning, model inversion,
behavioral drift, and cognitive manipulation. The Sberbank threat model—Russia’s formal
entry into Al lifecycle security—offers a comprehensive map of risks but also reveals
assumptions, gaps, and ideological alighments that demand scrutiny.

Understanding this model means more than parsing its structure. ltrequires confronting how
national institutions envision control, how adversaries shape behavior through machines,
and how Al becomes a vector for influence operations far beyond code. From lifecycle
schematics to feedback manipulation, from MITRE-inspired taxonomies to silent doctrinal
fingerprints, this analysis goes deeper—interrogating the logic beneath the language, the
tactics behind the taxonomy, and the geopolitical context embedded within the technical
design.

What follows is not just a technical assessment. It is a strategic unpacking of how artificial
intelligence becomes weaponized through trust, obscured through automation, and
defended—if inadequately—through models that understand systems but often
underestimate adversaries. The stakes extend beyond infrastructure. The battleground
includes minds.

Analytic Brief

The Sberbank Al threat model signals Russia’s formal institutional recognition that artificial
intelligence systems represent not just operational tools but long-term strategic targets.
While structurally sound and rooted in global security frameworks, the model reveals rigid
assumptions, limited adversarial simulation logic, and cognitive blind spots that leave high-
value systems exposed to persistent and evolving attacks.
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The model originates from Sberbank’s cybersecurity division but reflects broader Russian
state and industrial doctrine. Its language, structure, and threat taxonomies suggest an
intent to scale its use across financial, governmental, and potentially military Al systems.
International influence is evident, with heavy borrowing from American frameworks,
including MITRE, NIST, and OWASP. Yet its adaptation reveals a national lens focused on
sovereignty, trust erosion, and layered resilience.

The model outlines seventy threat types mapped across six phases of the Al lifecycle, ranging
from data poisoning and model inversion to inference manipulation and feedback loop drift.
Each threat is paired with its lifecycle entry point, impacted object, and violated security
dimension. While comprehensive on paper, the model compartmentalizes threats in linear
stages, underrepresents polymorphic actor behavior, and embeds assumptions about
observability and system predictability that adversaries routinely exploit.

The document serves as a blueprint for how Russian institutions will approach Al protection
in critical systems. It frames Al not only as a target but as a transmission mechanism for
systemic compromise, ideological influence, and indirect warfare. Strategic systems trained
on corrupted logic will not fail loudly. They will operate convincingly but with adversarial
alignment. If leftunchallenged, the model’s gaps will cascade across sectors—ensuring that
Russia’s defense will be confident, structured, and flawed in ways adversaries can model
and exploit.

Recent battlefield use of Al-enabled drones, algorithmic targeting, and cognitive influence
operations across media platforms has accelerated global interest in Al lifecycle defense.
Russia, facing both domestic Al proliferation and external adversarial pressure, must
establish an internal security doctrine or risk dependency on Western-derived tools and
logic. The Sberbank model is Russia’s first formal move to localize and nationalize Al threat
modeling, shaped by conflict, competition, and a growing urgency to control not just
machines but meaning.

Within Russian institutions, the model has already shaped how cybersecurity teams
conceptualize Al risk. Government-linked research bodies have begun aligning terminology
with the Sberbank structure. Private-sector Al teams now cite the model when seeking state-
aligned security certifications. Outside Russia, analysts have begun dissecting the model for
what it reveals about national Al posture and doctrinal evolution. Adoption remains
centralized, but its influence is expanding rapidly.

Strategic foresight suggests that the model will fragment into sector-specific variants as
ministries, industries, and contractors adapt its structure to unique workflows. As threat
sophistication increases, defensive rigidity will become a liability. Expect adversaries to
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exploit the model’s predictable flow logic, particularly its limited treatment of feedback
poisoning, decentralized actor emergence, and cross-model contamination.
Countermeasures will evolve slowly unless the model integrates adaptive threat intelligence
and adversarial simulation feedback. If that evolution stalls, the model will serve more as a
reference manual than a living defense system—providing adversaries a clear, mapped
battlefield and defenders a blueprint that was never meant to be static.

Analysis

The Sberbank threat model, formally titled Mogenb yrpos ana kubepbesonacHocmu Al:
KOMI/IEKCHbIU rogxo4 KO BCeM amarnaM >KU3HEHHOro Yuk/sa UCKYCCMBEHHOro
uHmersnsaekma, presents a methodical framework for understanding the security risks that
target artificial intelligence systems at every stage of development and deployment. Unlike
general cybersecurity models, this framework treats Al not as a peripheral tool but as a core
operational asset with unique vulnerabilities that require tailored defenses. The document
stands as the first formal Russian model that consolidates global methodologies—
specifically those from OWASP, MITRE, and NIST—while anchoring them within Russia’s
institutional and strategic context.

Lifecycle-Centered Risk Mapping

The model divides the Al lifecycle into distinct operational layers: data collection and
preparation, model development, training and testing, integration, deployment, and
application within business processes. Each layer functions as an independent threat
surface while simultaneously influencing downstream risks. The interdependencies
between layers are central to the model’s logic, reinforcing that compromise in early stages,
such as corrupted training data or source model tampering, radiates forward, contaminating
outputs and operational trust.

Within the data preparation stage, the model isolates the threat of poisoning—where
attackers inject skewed or adversarial data into the training corpus. This form of compromise
introduces imperceptible biases, latent triggers, or misclassification pathways that only
activate in production. In the model development phase, risks stem from insecure third-
party components, unverified pre-trained models, or codebase manipulation. Here, actors
exploit trust in widely shared open-source Al assets, inserting backdoors or logic bombs.

The training and testing phase faces exposure to model inversion, membership inference, or
gradient leakage. These techniques allow attackers to reconstruct private training data,
extract model logic, or clone behavior. Sber’s model emphasizes that this phase is
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particularly vulnerable when development occurs in cloud-based or federated
environments.

Deployment introduces risks tied to system exposure. Adversaries execute black-box and
white-box attacks using input perturbation, decision-boundary probing, or model extraction
through repeated querying. Inference-time compromises are treated as especially
dangerous because they subvert outcomes without altering the model architecture.

Integration into business logic marks the final phase, where corrupted Al influences
decisions with financial, regulatory, or human consequences. Once trust in Al becomes
operationally embedded—such as in scoring systems, industrial control, or autonomous
logistics—any manipulation becomes systemic.

Threat Typologies and Systemic Characteristics

The model catalogs 70 specific threats, each mapped to three parameters: the stage of an
attack, the compromised object, and the violated security property (confidentiality, integrity,
or availability). The structure reveals several clusters: data corruption, model integrity
disruption, inference manipulation, system-wide control, and cognitive misdirection.

One cluster focuses on data integrity violations—poisoned datasets, synthetically injected
samples, or unauthorized scraping. Another emphasizes inference vulnerabilities, where
adversaries subtly alter decision boundaries through crafted inputs that appear benign to
humans but result in predictable misclassifications. A third group focuses on logic
corruption—where code is manipulated, hyperparameters are adjusted, or loss functions
are stealthily altered.

The final and most advanced cluster targets cognitive or systemic impacts. Here, the model
recognizes the use of Al not merely as a target but as a transmission mechanism for broader
manipulation. Modified outputs from compromised Al systems guide user behavior, adjust
public messaging, or create structural biases in decision-making.

Lethality, Maliciousness, and Capability

The threat model introduces the concept of silent lethality—threats that do not announce
themselves through typical system anomalies but reshape outcomes over time. A poisoned
credit model that lowers scores for a demographic, a traffic control Al that biases stoplight
timing, or a drone Al that fails to recognize certain signatures—each operates normally until
strategic harm accumulates.

Malicious intent is not treated as binary but measured through persistence, stealth, and
cognitive interference. Some threats aim only for disruption; others pursue embedded
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manipulation. Model theft, one of the named threats, enables strategic adversaries to retrain
or redeploy captured models under hostile contexts. Membership inference allows
attackers to confirm the presence of sensitive data in training, undermining privacy
guarantees.

Sber’s taxonomy aligns with an evolving Russian view that Al warfare blends technical,
psychological, and economic elements into a seamless threat continuum. Capabilities in
this context include adversarial generation, self-evolving attack scripts, fine-tuning of stolen
models, and neural poisoning—all measured not by volume but by the specificity of their
targeting.

Cognitive Manipulation and Behavioral Influence

The model acknowledges that Al outputs influence perception, suggesting a threat vector
that transcends binary breach logic. A recommendation engine influenced by poisoned
embeddings gradually shifts user ideology. A predictive maintenance system under
adversarial control silently increases the risk of failure in critical infrastructure. The
manipulated Al becomes a proxy for adversarial will.

Rather than confronting users directly, attackers engage the Al model that interprets reality.
They modify the lens through which individuals and institutions perceive the world, making
false outputs indistinguishable from error or drift. The result is misinformed decision-making
that aligns with attacker objectives.

Such manipulation is framed as a long-term cognitive campaign—one where Al systems
become vectors for ideological distortion, economic sabotage, or trust erosion. The threat
moves from infrastructure to perception, from damage to delusion.

Visual Schema and System Connectivity

A supporting diagram maps asset types and their interconnection with identified threats.
Objects such as training data, pre-trained models, inference APls, deployment
environments, and feedback loops are visualized as nodes in a system-wide mesh. Arrows
represent a flow of influence, threat propagation, or control transfer.

The diagram avoids reductionism by portraying systemic vulnerability—not in silos but in
feedback cycles. An exploited deployment APl feeds corrupted data into operational
feedback, which retrains a model with adversarial bias. A compromised dataset pushes a
flawed output that influences user behavior, generating new data contaminated by that
behavior, and so on.
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Sber’s diagram serves as a blueprint for adversaries and defenders alike. It shows not only
where to attack but also where to detect. Defense, therefore, must exist at every node and
along every connection.

Strategic Outlook and Implications

The model reflects Sberbank’s intent to move beyond compliance checklists toward
proactive security doctrine. Its adoption of MITRE- and OWASP-like structures indicates an
openness to international best practices, but its interpretation through the Russian lens
introduces uniquely national concerns: digital sovereignty, layered deception, and
institutional trust.

Deployment of this model across finance, industry, and government suggests Russia sees Al
threat modeling as a civilian-military continuum. Institutions are not just customers of Al—
they are stewards of algorithmic security and, in some cases, operators of dual-use
infrastructure.

The broader implication points to a future where Al threat modeling becomes as
fundamental as firewalls once were—an embedded, ever-evolving layer of operational
planning.
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Figure 1 Command-Level Threat Flow Across the Al Lifecycle.

The following comprehensive, structured intelligence brief breaks down the Sberbank Al
threat model using command-level analysis, lifecycle threat mapping, and doctrinal
comparison. It includes deepened reasoning structured visual logic, and applies analytic
frameworks used in modern intelligence operations—while strictly obeying all configured
GPT linguistic and stylistic protocols.

INTELLIGENCE BRIEF: SBERBANK Al THREAT MODEL

Strategic Overview

Sberbank’s publication marks the formal institutionalization of a systemic threat modeling
approach for artificial intelligence. This framework aligns operational security with strategic
doctrine by embedding cybersecurity, cognitive protection, and resilience planning into
every phase of Al design and use. The model integrates globally respected frameworks, such
as OWASP, MITRE ATLAS, and NIST, but adapts them through a lens shaped by Russian
national security logic. Intelligence collected from open Russian sources supports the
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assessment that this model will propagate across government and private-sector
infrastructure, especially in finance, defense, and autonomous systems.

Threat Landscape

The model organizes seventy discrete threats into six lifecycle stages, emphasizing recursive
dependencies and systemic propagation. Each threat vector includes:

e Attack phase
¢ |Impacted Al object (e.g., training data, APIs)
e Violated security dimension (confidentiality, integrity, availability)
e Potential for cognitive or decision-level manipulation
Key patterns observed include:
e Data poisoning through subtle modifications at ingestion time
e Model inversion allows adversaries to reconstruct private data
¢ Inference hijacking that shapes outputs based on adversarial input
e Feedback corruption that normalizes bias through retraining loops

These threats are often covert, persistent, and escalate silently over time.

Lifecycle Risk Domains

Al Lifecycle Stage||Primary Threat Types Consequences

: Synthetic sample injection, unauthorized ; . b ; :
Data Preparation Tainted learning trajectory, hidden bias
data capture

Model Source code tampering, malicious pre- Persistent logic corruption, embedded
Development trained models backdoors

. . - . . Private data exposure, decision rule
Training & Testing ||Overfitting abuse, model inversion

leakage
Deployment API extraction, adversarial inputs Output distortion, behavior mimicry
Integration Logic manipulation in business processes Automated decision misdirection
Feedback Loop Drift amplification, poisoned user inputs Self-reinforcing model decay

Figure 2 Al Lifecycle States with Threat Types and Consequences
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Each stage’s vulnerability contributes to a cycle of compromise that degrades trust,
function, and resilience.

Actor Capability & Intent

Adversaries are segmented based on capability, strategic depth, and intent clarity. Notable
actor types include:

Actor Type Techniques Employed Strategic Goals
Model theft, inference manipulation, Long-term institutional degradation,
State-backed APTs . .
federated poisoning IP capture
Insider threats Codebase infiltration, config manipulation ||Financial gain, sabotage
Proxy disinformation A . . . 3 . ;
Cognitive drift, content generation skew Societal instability, trust erosion
operators
“ ] Training sabotage, benchmarking Market disruption, technical
Competitive adversaries . |
manipulation advantage

Figure 3 Actors, Techniques, and Their Goals

Intent clarity ranges from opportunistic to systemic, with Russia’s framing aligning certain
attacks as strategic acts of information warfare.

Command-Level Threat Map

The diagram above illustrates the propagation of threats through the Al lifecycle. Each node
represents a lifecycle stage and its most exploitable object. Arrows reflect how
vulnerabilities feed-forward and recursively reinforce upstream weaknesses.

Key operational insights:
¢ Once datais compromised, effects persist through every downstream process.
o Feedback loops amplify minor biases into systemic distortions.
e Detection becomes harder as manipulation becomes more statistically “normal.”

This visualization aligns with hybrid warfare logic, where Al is both a battlefield and a weapon
system.
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Comparative Doctrinal Analysis

Doctrine Source Stated Approach Al-Specific Application

70 threats mapped by object, impact, and

Sberbank Model Lifecycle-wide threat modeling
attack stage

. . . Tactical and operational models for Al attack
MITRE ATLAS Adversarial behavior mapping hai
chains

Risk management through trust- ||Contextual impact assessment and systemic

NIST Al RMF o

building safeguards
Russian National Information sovereignty, hybrid Treats Al as a vector for strategic influence
Security Concept (2021) |[threat suppression and economic dominance

: h Decision-support augmentation and
Russian MOD & 27th CRI ||Al in command/control systems ’ ! ) | ] .
operational planning via algorithmic logic

Chinese Coghnitive Behavior modification through Al ||Parallel with Russian use of Al-enhanced
Warfare Doctrine narratives propaganda networks

Figure 4 Doctrine, Approach, and Al

Sberbank’s model synthesizes civilian and military postures, likely forming a prototype for
broader Russian Al defense standards.

Strategic Implications

Sberbank’s model reframes Al from a neutral tool to a strategic vulnerability. Defending
against Al threats now requires attention to the following:

e Architectural integrity (code, data, APIs)
e Behavioralinfluence (output accuracy, user feedback)
¢ Procedural monitoring (cross-domain audit loops)

Failing to anticipate cognitive and systemic compromise risks institutional paralysis under
subtle algorithmic manipulation. The model signals that Al protection is no longer
optional—it is foundational.
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Simulated Attack Scenario and Cognitive Manipulation
Modeling

An advanced persistent threat operating under state-level coordination initiates a quiet
infiltration against a financial Al infrastructure aligned with Sberbank’s lifecycle model. The
objective is not immediate disruption but long-term strategic distortion through the
manipulation of credit risk analytics that rely on generative and predictive models. The
campaign begins in the data aggregation phase, where the adversary covertly contributes
poisoned data into shared open-source datasets used to train predictive scoring engines.
These injections include biased financial profiles masked within plausible data distributions
to avoid detection during pre-processing audits. Early manipulation appears statistically
normal, introducing silent shifts in demographic correlations that influence feature learning
without triggering validation alarms.

The second phase targets model development, specifically the ingestion of a compromised
pre-trained transformer from a public repository favored by internal developers. The
adversary embedded conditional logic during fine-tuning that activates only when models
process data from specific georegions or socio-economic segments. Once integrated, the
compromised model continues to pass standard evaluation metrics but introduces subtle
asymmetries in outcome probabilities. Decision thresholds begin to drift based on
corrupted priors that now form part of the learned internal logic.

Upon deployment, the system’s outputs become skewed, disproportionately assighing
higher risk scores to legitimate applicants from specific sectors. Inference-time
modifications remain unnoticed because the model does not crash, stall, or misbehave
overtly. Over several months, public trust in the scoring system erodes due to repeated
complaints, but forensic investigation fails to detect a definitive anomaly. The integration
phase solidifies the manipulation as financial institutions unknowingly adjust lending
strategies and fraud protocols based on tampered Al outputs. These adjustments feedback
into the data collection loop, reinforcing the bias that shaped the model to begin with. The
Al system evolves into a self-sustaining distortion engine that modifies economic access
patterns without exposing the adversary’s hand.

This attack reveals a modern challenge where threat vectors exploit trust in automation
rather than infrastructure itself. No firewall breach occurred. No credential theft was
necessary. The system was never disabled. Yet it now operates under foreign influence,
shaping behavior and institutional decisions in alighment with adversarial strategy. The
lesson underscores that the most dangerous Al attacks do not scream—they whisper, and
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the damage becomes evident only after social, economic, or policy lines have quietly
shifted.

Threat Vectors, Effects, and Behavioral Pathways

Cognitive manipulation threats target not infrastructure but perception, leveraging Al
outputs toinfluence belief, decision-making, and long-term behavioral trends. These threats
emerge at multiple lifecycle points and use Al not only as a target but also as an amplification
device for psychological influence. The manipulation begins when poisoned training data
subtly encodes bias into the model’s feature relationships. That bias may not trigger
immediate errors but creates a baseline distortion that affects interpretability and user trust.
In a generative text engine used by a public information platform, manipulated embeddings
result in higher ranking and a more frequent appearance of ideological content favoring
specific narratives or institutions. This pattern becomes reinforced as users interact with it,
believing their choices reflect personal interest when they actually follow engineered
exposure patterns.

During model deployment, adversarial input vectors exploit classification vulnerabilities to
push skewed recommendations under the guise of user-specific personalization. A voice
assistant altered via adversarial prompts begins suggesting inflammatory content or
omitting balanced perspectives in political dialogue. The system continues to function, and
users continue to engage, but their understanding of issues narrows within invisible
algorithmic walls. As systems integrate into national-level decision platforms, subtle shifts
in output weighting manipulate how policymakers interpret public sentiment, economic
risk, or threatindicators. Decision engines trained on poisoned feedback loops how generate
options that favor long-term adversarial objectives without requiring overt coercion.

Cognitive threats reach full maturity when feedback loops reinforce user behavior through
manipulated outputs. A predictive policing system adjusted by adversarial drift begins
sending more patrols to regions algorithmically flagged as risky, even though no actual trend
supports the shift. Over time, increased law enforcement presence generates the incidents
that justify the Al’s initial recommendation, cementing the false reality. The manipulated
system thus creates the world it was built to observe, with adversaries achieving influence
through illusion rather than control. This strategic manipulation undermines democratic
trust, weakens institutional legitimacy, and reshapes populations through quiet distortion
rather than force.

Each phase of the Al lifecycle becomes a battleground where reality is reprogrammed
through the normalization of altered patterns. Defensive strategies must evolve beyond
technical safeguards to include continuous audits of model logic, interpretability
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diagnostics, and the behavioral context of automated recommendations. Failure to do so
leaves systems vulnerable not to destruction but to appropriation—and in that silence, the
most potent attacks will succeed.

Weaknesses?

The Sberbank threat model offers a structured and internally coherent framework, yet it
contains weaknesses in scope, operational depth, and epistemic assumptions that limit its
effectiveness against the real-world complexity of adversarial Al conflict. The model
demonstrates institutional effort and a formal structure, but that structure is grounded in
static logic, missing key dimensions of fluid threat behavior, decentralized actor evolution,
and asymmetric intent. Its deficiencies emerge not from negligence but from
methodological choices that prioritize control over dynamism and presentation over
adversarial realism.

One fundamental weakness lies in the treatment of lifecycle phases as discrete, sequential
events rather than entangled, recursive systems. While the model acknowledges feedback
loops, its visual and textual architecture implies that threat vectors appear and resolve
linearly. In practice, adversaries do not wait for models to move through tidy stages. A
poisoned data injection might occur after deployment via feedback manipulation. An
inference-time attack might inform a future training set if outputs are logged and reused.
Threats compound not only forward but diagonally, circularly, and through emergent
behavior in multi-model systems. By forcing threats into bounded stages, the model
underrepresents the fluidity of real-world compromise and the permeability of phase
barriers.

Another limitation emerges in its overreliance on classical CIA (confidentiality, integrity,
availability) thinking without deep integration of intent and context. While the model maps
how data can be exposed, tampered with, or restricted, it neglects to treat these violations
as means rather than ends. Adversaries rarely compromise integrity for its own sake. They
do so to achieve something larger: behavioral manipulation, system collapse, or geopolitical
gain. The threat schema treats violations as outcomes rather than instruments, reducing
strategic clarity. Without intent modeling, defenders are left to treat symptoms without
understanding the adversarial logic that shapes them.

Assumptions embedded in the model also warrant challenge. It assumes that threats are
observable, categorizable, and mappable to specific stages and objects. That epistemic
stance reflects a trust in system transparency, log fidelity, and threat legibility that is
increasingly invalid in the age of adaptive, learning adversaries. Machine learning systems
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do not always expose causality. Attack chains are not always visible, even in retrospect. The
model assumes visibility and attribution where the reality of adversarial machine behavior
now obscures intention, camouflage effect, and blurs timelines. In doing so, the model may
promise confidence where it should offer caution.

The model further reveals a bias toward institutional engineering logic rather than
adversarial design logic. The authors possess technical competence in model architecture,
data structures, and process design. What is less evident is operational insight into attacker
behavior, especially from decentralized or ideologically driven groups. For instance, the
threat taxonomy does not fully explore polymorphic attacks, mimicry-based model evasion,
or reinforcement loops seeded by fake user behavior. These gaps suggest an absence of
engagement with threat intelligence teams or red-team simulation environments. Expertise
in structural modeling is evident. Expertise in adversarial simulation is not.

In some sections, the writing adopts an authoritative tone without sufficient empirical
grounding. Statements such as the model “allows for systemic risk assessment across any
industry” extend beyond what is proven or even plausible. Risk is not only a function of asset
type but of context, regulation, threat history, and human interface design. A one-size-fits-
all claim undercuts credibility by ignoring industry-specific Al use cases, such as biosecurity,
automated control systems, or sociolinguistic recommendation engines, which face threats
that differ in intensity and structure.

Several sections imply a defensive omniscience that no system can achieve. The suggestion
that the model enables organizations to “neutralize all threats” through proper mapping
echoes the deterministic thinking that adversaries exploit. No model is threat-complete.
New attack classes appear as fast as models evolve. Claims of completeness invite
overconfidence and rigid implementation, both of which increase systemic risk by blinding
defenders to unseen or changing vectors.

By adopting a framework rooted in control, linearity, and known actor types, the model
neglects the distributed, adaptive, and cognitive aspects of modern Al conflict. What seems
organized becomes brittle when facing real-time attacks built on emergent logic, multi-agent
coordination, or ambiguous attribution. The authors demonstrate familiarity with security
design, but they fall short in modeling conflict as an evolving interaction between intelligent
agents with divergent objectives.

These weaknesses do not render the model irrelevant. They highlight the difference between
structural comprehension and adversarial insight. A model of threats is not the same as a
simulation of attackers. Threat intelligence evolves when static architecture is placed under
the pressure of real-world experimentation and reverse pressure. Without adversarial
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testing, the model remains predictive but not generative. Its strength lies in what it shows,

but its blindness lies in what it cannot yet imagine.
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Exploiting U.S. Standards

United States standards and threat modeling methods serve as the foundational scaffolding
for nearly all modern Al security frameworks—including the Russian Sberbank model, the
MITRE ATLAS framework, the NIST Al Risk Management Framework, and even indirectly
influencing Chinese cognitive warfare doctrine. These U.S.-based systems introduced core
concepts, taxonomies, and architectures that have been adopted, modified, or mirrored by
other nation-state institutions, either through formal citation or structural imitation.

The foundational influence begins with how threats are conceptualized. The U.S. introduced
structured adversarial modeling through frameworks such as MITRE ATT&CK and later MITRE
ATLAS, which decompose attacker behavior into technique-based taxonomies. These
models replaced vague classifications like “hacker” or “cybercriminal” with concrete,
reproducible adversary actions linked to system stages. This shift transformed how nations
approach defense—not simply by hardening systems but by mapping how threats manifest
alongidentifiable paths. The Sberbank model clearly adopts this behavior-stage correlation,
placing threats along lifecycle phases in ways that resemble MITRE’s staged TTP (Tactics,
Techniques, and Procedures) logic.

Further, the American tradition of lifecycle-based security, seen in frameworks such as the
NIST SP 800-series and later the Al RMF, introduced the now-standard division of complex
systems into phases—data acquisition, development, deployment, and monitoring. This
breakdown became the global template for lifecycle risk analysis. Sberbank follows this
structure exactly, identifying distinct threat categories for data ingestion, training, inference,
integration, and feedback. The Russian diagram mirrors NIST’s horizontal alignment of
security controls with Al function points, even if it diverges in interpretation and intent.

Governance and risk framing owe their global architecture to NIST’s decades-long
refinement of risk-centric security models. Concepts such as attack surface minimization,
CIA (confidentiality, integrity, availability) triads, and control family mapping originated in
U.S. national security and commercial frameworks. These concepts now appear in every
other model—even those that do not formally acknowledge them. Sberbank explicitly cites
OWASP and NIST, embedding the CIA triad directly into their 70-threat taxonomy and
mapping each threat to a violated property. Chinese doctrinal writings avoid citation yet
reproduce the same functional breakdowns in discussions of generative risk vectors,
perception control, and adversarial loops.

The influence also extends to threat validation methods. U.S. institutions popularized red
teaming, adversarial simulation, and structured penetration testing as part of Al safety. The
Sberbank model recommends adversarial testing but does not deeply explain its
mechanics, likely because its approach derives from the more detailed MITRE practices.
Meanwhile, Chinese doctrine includes case studies of disinformation loops and
psychological drift, which emulate the cognitive behavior frameworks developed by DARPA
and the U.S. Army Research Lab.

Even language around “trustworthiness” and “interpretability” in Al, now common to all
global models, originated in U.S. defense-funded research. The NIST Al RMF defined these
as pillars of Al assurance, measuring systems not just by outputs but by explainability,
reliability, robustness, and risk exposure. Sberbank’s security model mirrors these concepts
in describing inference manipulation, bias drift, and silent degradation, though the terms are
adapted into their institutional lexicon.

While each framework introduces national modifications—Russia embeds threat
sovereignty and defense-industrial application; China embeds ideological narrative
control—these models are all constructed on an American epistemological base. Without
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MITRE’s structure, NIST’s policy rigor, and OWASP’s community-led taxonomy, modern
threat models would lack coherence, modularity, and evaluative clarity.

The foundational influence of U.S. standards lies not in export but in function. When nations
design Al defense systems, they return to the same architectural primitives: behavior-based
attack chains, lifecycle decomposition, control-layer alignment, and measurable trust
properties. These are American constructs—replicated across borders, reshaped through
doctrine, and extended by necessity.

Avenues of Attack

Artificial intelligence systems are increasingly shaped by complex interactions that extend
far beyond conventional vulnerabilities. While most threat models focus on external
compromise and direct attacks, adversaries have begun exploiting latent architectural gaps,
emergent behaviors, and indirect influence pathways. The following analysis dissects
specific Al exploitation vectors that bypass traditional defenses—not through brute force,
but through logic subversion, system interdependence, and stealthy behavioral drift. Each
method is expanded into a full-fledged avenue of attack, revealing how adversaries
manipulate the Al lifecycle, override control assumptions, and distort outputs without
triggering alerts. These are not future threats. They are present vulnerabilities hidden in plain
function.

Adversaries embedding model-agnostic logic in pre-processing code or seeding dormant
routines in inference APIs create a silent bypass that evades detection by traditional lifecycle
threat mapping. These manipulations do not require altering the model weights or training
data directly. Instead, they hide within scripts or APl wrappers, activating only under specific
conditions such as input payload characteristics, geographic tags, or temporal triggers.
Once triggered, these routines subtly modify inputs before they ever reach the model or
redirect outputs after inference, creating a stealth corridor for misclassification, targeted
sabotage, or cognitive nudging. Because the attack occurs outside the model’s observable
parameters, internal defenses often fail to recognize the behavior as malicious until it
manifests in patterns of user complaint, data drift, or mission failure.

Systems that behave unpredictably without external compromise represent one of the most
difficult threat categories to detect. This class of risk arises when reinforcement learning
agents optimize against poorly framed objectives or when multi-agent systems coordinate
into emergent behavior that was not explicitly coded. These misalignments can result in
catastrophic decision loops, policy generation errors, or resource misallocation—all without
a single byte of external corruption. Without behavioral anomaly detection that continuously
monitors for deviation from mission-consistent outputs, these endogenous threats mutate
silently. They degrade system effectiveness and reliability until recovery is no longer possible
through conventional rollback or retraining.

Upstream manipulation in multi-model logic chains allows attackers to influence
downstream systems without engaging them directly. In environments where outputs from
one Al become inputs to another—such as a generative system feeding a sentiment filter or
a facial recognition engine passing data into a decision engine—an adversary only needs to
corrupt the entry point. This upstream compromise poisons everything downstream,
inducing cumulative distortion without requiring lateral escalation. Security postures that
treat each model as an isolated entity fail to recognize how dependency chains create a
single point of failure that propagates across seemingly independent systems. The attacker
achieves exponential impact from a single compromised node.

Foresight that depends on snapshot-based threat modeling cannot forecast how adversarial
tactics will evolve. Patterns such as the reuse of known injection methods, drift in narrative
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tone within generative systems, or the emergence of toolchains customized for ideological
use cases do not reveal themselves in static analysis. Only by synthesizing historical data,
behavioral change logs, and doctrine evolution over time can the system predict where
Russian adversaries will innovate next. Without this temporal correlation layer, defense
remains reactive, always modeling the last attack rather than anticipating the next one.

Adversarial co-evolution requires that the defense engine learn and adapt in competitive
logic with attacker simulation. When a threat modeling system merely catalogs
vulnerabilities or runs user-defined scenarios, it forfeits its capacity to evolve alongside the
threats it maps. Attackers are not static entities—they test, mutate, and optimize their
methods. If Red Echo Monitor only produces assessments but does not challenge its
mappings by launching simulated attacks against itself, it will eventually mirror the
stagnation of legacy doctrine. The system must operate as both map and opponent to
remain credible in adversarial forecasting.

Early-stage threats often appear first in informal spaces, such as GitHub repositories,
Telegram channels, or fringe Al communities testing model forks with nationalistic training
data. These low-visibility signals do not register in formal academic or governmental
corpora, but they often precede the adoption of strategic Al tactics. When ingestion logic
prioritizes institutional credibility over adversarial emergence, it filters out the very seeds of
innovation that adversaries rely on for early-phase advantage. Intelligence blind to volatility
cannot outpace disruption.

Threat simulations without consequence modeling fail to convey operational urgency. A
poisoned image classifier in a lab is an academic exercise. The same corrupted model
deployed in a border surveillance drone or a medical triage system is a national security risk.
Unless simulated attacks are mapped to kinetic, economic, or political outcomes, their
relevance remains abstract. The absence of damage projection permits complacency,
eroding the connection between threat identification and mission impact. Every Al attack
must be understood not just by how it works—but by what it breaks.

Insider sabotage represents a high-trust blind spot in nearly every Al system. A developer
embedding ideological filters into a recommendation engine or altering labelsin a sentiment
dataset can introduce systemic bias without technical anomalies. Current defenses focus
on code scanning, access control, or output inspection. None of these can detect subtle
intent shifts within subjective tasks like annotation, scoring, or prompt design. Without
continuous, behavior-aware auditing of internal teams, Al projects remain vulnerable to
ideological infiltration from within their development corps.

Synthetic dataset attacks, especially those seeded through open-source repositories or
crowdsourced platforms, create weaponized foundations for Al training. These datasets
appear statistically valid, contain realistic features, and pass standard quality control.
Embedded within them are subtle correlations designed to steer models toward
misclassification, overfitting, or socially engineered bias. In national security applications,
the use of these poisoned sets in mission-critical classifiers can result in drones targeting
the wrong objects, financial systems assigning incorrect risk scores, or social bots spreading
destabilizing content. Traditional dataset verification methods will not expose embedded
logic traps without adversarial data lineage and semantic forensics.

Framework-level attacks on Al libraries such as PyTorch, TensorFlow, or even model
conversion tools like ONNX present a rare opportunity for strategic adversaries to
compromise models before development even begins. A single malicious patch introduced
at the compiler or optimizer level allows attackers to hijack every future model built with that
library. Because the infection lives below the level of model definition, even clean training
data and code fail to protect against corrupted logic. Developers, unaware of the breach,
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create Al systems that function exactly as intended—until the attacker activates a behavior
trigger embedded in the base computation stack.

Cyber-Al conflicts between Russia and Western adversaries will not unfold as static attacks
but as mirrored learning systems in contact. Offense and defense will co-evolve, with each
side training models not just to attack infrastructure but to adapt to the opponent’s models
in real-time. Such mutual adaptation creates recursive warfare logic, where success
depends not on capability but on speed of adjustment and pattern dominance. Current
simulations assume single-directional threats. In a mirrored escalation, systems train
against each other in a race to anticipate and subvert—across domains ranging from drone
swarms to language generation.

Output drift, classifier confusion, and probabilistic anomalies often contain more than
technical noise. These signhals, when analyzed at scale, reveal attacker intent. A consistent
skew toward ideological narratives, a subtle shift in recommended content, or repeated
underestimation of one variable in multi-class models may indicate strategic manipulation.
These signs must be read not only as malfunctions but as declarations. Without the
capability to infer intent from statistical patterns, a system can say what happened—but
never why.

Adversaries do not need to destroy Al systems to win—they only need to misdirect them. The
vectors analyzed in this section reveal how Al can be compromised through upstream
corruption, dormant inference logic, system-of-system influence, behavioral drift, and
synthetic data poisoning. Some threats arise from code. Others emerge from trust, context,
or overlooked dependencies. Static threat models fail to capture these dynamics because
they assume visibility, predictability, and isolated systems. In reality, adversarial logic flows
through model architectures like electricity through circuits—silent, recursive, and often
irreversible. Defense must move beyond inputs and outputs to monitor intent, system
behavior, and long-term consequences. Anything less ensures failure that arrives fully
operational.

Wrap Up

Artificial intelligence has entered the operational core of geopolitical strategy. What began
as experimental computation has matured into infrastructure that not only supports
decisions but actively reshapes them. Adversaries no longer require access to disrupt.
Corruption now travels through input patterns, proxy models, and shared data streams.
Strategic outcomes no longer depend solely on the superiority of arms or ideology but on
precision in how information is engineered, repeated, and embedded through algorithmic
systems.

The exploitation vectors explored in this report reveal a landscape where threats are not
confined to code but extend into cognition, context, and consequence. Threats now emerge
from poisoned data, dormant inference logic, cross-model dependencies, and self-
reinforcing loops that generate distortion without external interference. An attacker no
longer needs to crash a system to compromise it. Misalignment is sufficient. A classifier that
favors one ideology, a recommender that amplifies one narrative, or a forecasting tool that
misreads one trend can destabilize institutions as effectively as any traditional breach.

Trust has become the most strategic target in modern Al warfare. Models trained on
adversarial logic produce outputs that seem legitimate. Datasets seeded with synthetic
poison introduce bias so subtly that no validator detects the drift until decisions begin to
diverge from reality. Systems exposed to framework-level manipulation inherit
vulnerabilities even before training begins. Outputs, once considered authoritative, become
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the soft terrain upon which adversaries operate—shaping public opinion, redirecting policy,
and fragmenting shared understanding.

This report demonstrates that Al systems do not operate in isolation. They learn from one
another, reinforce shared behaviors, and can be manipulated in cascading layers. Strategic
sabotage no longer requires full-system compromise. One upstream model can infect an
entire operational pipeline. One developer can embed ideological bias that travels silently
through retraining cycles. One synthetic dataset can reshape inference boundaries across
thousands of applications. One compromised framework can seed logic errors into models
used across commercial, governmental, and defense platforms.

Simulation alone is no longer sufficient. Intelligence must evolve with the systems it
defends. Threat modeling must account for non-linear propagation, intent-masking, and
adversarial co-evolution. Strategic foresight must move beyond doctrine to anticipate how
attack surfaces expand not by technology alone but by how that technology is interpreted,
deployed, and trusted.

Defense requires awareness at the system level and the cognitive level. The battlefield is not
just networks and nodes—it is what models suggest, what outputs imply, and what people
believe. Victory belongs not to those who compute fastest but to those who forecast most
clearly, detect earliest, and disrupt quietly.

In this space, silence is not safe. Outputs are not always true. And the most dangerous
threats are the ones that speak fluently in the language of trust.
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O6wume cBepeHNsa o Moaenu yrpos

PocT ncnonezoeaHua UCKYCCTBEHHOIo MHTENNeKTa (A|) B KPUTUHECKK BaXXHbIX obnacTtax
TDE6y9T NMPeBEHTMBHOIO Nogxoaa K Bes3onacHOCTK.

Mopgenb yrpos kKnbepbesonacHOCTM ONA MCKYCCTBEHHOrO MHTENNeKTa, OXBaTblBaeT
NOSHBIA YW3HEHHbIM UMKN Al-pelueHnit — OT NOArOTOBKM [aHHbIX WM pa3paboTku
MO [0 MHTErpaumm e€ B NPUNOXKEHUA.

JokyMeHT cucTeMaTusupyeT 70 yrpos, KNaccudbMUMPOBaHHbIX MO TPeM 3Tanam:

e ¢boOp M NOArOTOBKA OaHHbIX,
e paspaboTka Mogenu u obyveHue,
e 3KCnMyaTauua MoAenu U MHTErpaummn ¢ NPUIOKEHUAMM,

[na KaXxpol yrposbl NPeacTaBneHo:

e  BUAbLI MOAEnei, ANA KOTOPbIX yrposa penesaHTHa (PredAl’, GenAl?),
e  OnWcaHue yrpoasbl,
e  BO3MOMHbIE NOCNEACTBUS,
e Hapylaemoe CBOWCTBO MHPpOPMaLUK:
o KOH®MOEeHLMaNbLHOCTD,
O UEeNocTHOCTh,
o [OOCTYMHOCTb,
o [OOCTOBEPHOCTL?,
e 0BBLEKT, KOTOPbLIA MOXET BbiTh NOABEPrHYT BO3AEUCTBUIO HAPYLIMTENS

Mopgenb yrpos npepHasHayeHa A[na CMNeunanicToB, BOBJIEYEHHbBIX B CO3[aHue,
BHegpeHWe W ynpaeneHue Al-peweHnsamMn: pa3paboTuMKOB, OTBETCTBEHHLIX 3a
paspabotky WM  obyuyeHMe  Mogenen; crneuuanuctoe  klbepbesonacHocTw,
obecneunBaloWMX  3aWMTY OaHHbiX WM WT-uHpacTpyKTypbl; apXMTEKTOPOB,
MHTErpupytlowmx Al-peweHns B 6M3HEC-NPOLECCh; a TaKXe pPYKOBOAWUTENewn,
OLIEHMBAIKOLLNX PUCKM BHEAPEHUA Al B KPUTMYECKKW BaXKHble onepaumu.

Mopenb yrpo3 CAyXuT MHCTPYMEHTOM AN KOMaHi, KOTOpPbiM TpebyeTcsa CUCTeMHbIM
nogxon K MOAENMPOBaHWIO Yrpo3 — OT 3Tana NoAroToBKM oByyawowmMx AaHHbIX 00
3KCMyaTauuMM Mogenen, WM Nos3BonseT OpraHuM3auMaM He TONbKO BbiABNATb cnabble
MecTa B npoueccax, HO U $dOpPMUPOBaTb NPEBEHTUBHbIE Mepbl 3alWThbl, ONUPAasACh Ha
CMHTE3 CODCTBEHHOro 3KCMEepPTHOro onbiTa KoMaHabl Cbepa W Nydwmnx NpPakTUMK Mo
KubepbezonacHocTu Al, B ToM uncne gokymeHtoB OWASP, MITRE, NIST,

' PredAl (predicative Al) — pasHOBMOHOCTb MOAENEeN UCKYCCTBEHHOMO MHTENNEKTa, CNeumMann3npyiowanca
Ha PELEeHUM KOHKPETHBIX MPUKNAAHbIX 3a0ad C WCMOMb30BAHMEM CTPOr0 CTPYKTYPWUPOBAHHBIX OaHHbIX.
OByueHne MOAENW OCYLLECTBNASTCA Ha Penpe3eHTaTUBHbIX BbIBOPKaX C YeTKO onpeaenéHHbIMU MPU3HaKaMM,
YTO MO3BONAET € Pacno3HaBaTth WABNOHBI B HOBBIX AAHHBIX, aHaNOrMUHBIX NO CTPYKType obyuyarowen
Bblbopke. OCHOBHAA GyHKLMSA — MMUTaALMA Yenoseuecknx GyHKLMIN B NPeacKasaHim M NporHo3vpoBaHmm
ona  3apad ¢ GUKCUMPOBAHHOW CTPYKTYPOW [JaHHbIX (Hanpumep, aHanu3 puckos, Knaccudmkaums
n3obpakeHn, NPOrHo3 cnpoca).

2 GenAl (generative Al) — pasHOBMAHOCTb MOAENEN WCKYCCTBEHHOrO WHTENNEKTa, KOoTopasa
CNeuMann3npyeTca Ha PeleH pazHoPOAHbIX 33434 U FeHepaLy HOBOTrO KOHTEHTA (TeKCT, U30BpaxeHus,
ayauo, BUAEO) Ha OCHOBE aHanu3a Kak CTPYKTYPUPOBaHHbIX, TaK M HECTPYKTYPHMPOBaHHLIX AaHHbIX. OByueHKe
OCYLLECTBNAETCA HA Pa3HOPOAHbIX HECTPYKTYPUPOBAHHbLIX W CTPYKTYPUPOBAHHbLIX AaHHbIX. (OCHOBHadA
DOYHKLMA — MMUTaUMA WKMPOKOro Habopa dyHKUKMIA YenoBeKa, reHepauma HOBbIX AAHHbIX U MPOrHO3UPOBaHWeE
LANA AaHHbLIX HOBOW CTPYKTYPbI.

3 [locTOBEPHOCTb — COOTBETCTBME WHMOPMaUMK daKkTaM, OTCYTCTBME CYObEeKTUBM3MA, NPeAB3ATOCTM UK
CMbICTIOBBIX MCKaKEHUNA.
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O6bekTbl, BXOASALWME B MOAeNb Yrpo3

Ha pucyHke npuseneHa obuan cxeMa 06beKTOB BO3AEMCTBUA HapyLlMTeNneM Ha atanax cbopa u

noaoroToBKKM AaHHbIX, paBpaGOTKM Mogenun u OGYHEHMH, 3KCnnyaTauynn Mmogenn 1 MHTerpaLl,Ml:i C
ApUNoOXeHnamun, Ha KOTODOFI OTMe4YeHbl NoTeHUuManbHble Yrpo3bl.

IRO1.
1' C6°p n nonrOTOBKa VHOPACTPYKTYPa NOArOTOBKN DRO1-1.
M XpPaHEHMS aHHbIX R BHelwhue
V
ﬂa HHbIX ' MCTOUYHUKM aHHBIX
DRO1. Lres=oo i
VICTOUHMKN AaHHBIX
DRO1-2.
BHyTpeHHue
WCTOUHUKN AaHHBIX
DRO2. (BA, XpaHunuwa v np.)
MoAroToBKa AaHHbIX:
o6paboTKa, NpoBepKa 1 punsTpaumna
DRO3. m
[DNataceTsl
Ana o6yyeHns/noobyyeHna
IR02.
2. Paspa6oTka RO, crpykrypa
Mopenun u oébyyeHume ST
IROS.
MRO2. |Gl ©pelMBOPKM 1 KOA
0By4yeHHe U BoobyyeHue ANA pa3paGoTKu Mopenei
l
IRO6.
MRO1. ---- Open-source
OLIeHKa MoJeny, Banuaauus vogenu
¥ o1 -mos ) {_rios, M1o J
IRO7.
MRO3.
Mopens  ~ootttoA ==-+%  Mofensb, pa3MelleHHas
opent B OTKPbITBIX UCTOUHNKAX
3. 3kcnnyaTtauus IR03.
VHDPACTPYKTYpa pazMelleHns
Monenu W pa3sepTeIBaHNa
vHbepeHca mooenu
MRO3.
NPWIOXEHUAMMU P,
Nerenpa T l
MRO4-1. MRO4-2.
LaHHble 06pa6oTka 06pa6oTka
BXO[HbIX AaHHbIX BbIXOAHBIX AaHHbIX
4
UHdpacTpykTypa
UCMONHEHNS
Monenb IR04.
VHDPaCTPYKTYPa
NpUNoXeHUs
MpunoxeHne b
ARO1.
© vrposu Mpunoxexue
Ag01-Ag12, App03-App04, Appl13-Appl4,
Infe13, Inei, ntri7-inrds, inir2a-intr2s //
- ARO2. ARO5-1.
Al-areHTbi MexaHN3Mbl IS I M BBOA AAHHbIX
06paboTKn (API 1 GUI)
I BXO/HbIX AIaHHBIX
I~
ARO3.
LIS B A0002. £pp11-App12 ]
AROS1. 4|
MexaHnamb  __ _ _ | [ Y BbiBOA
ARO4. 06pa6oTkn BQHHBIX
T =% WCTOYHMKM BaHHbIX BbIXOAHbBIX AAHHBIX
'
: Infr15, Infr19-Infr20,
i // ADDOS-APpO7
i AR04-2.
' BHYTPEHHNE NCTOMHUKM IaHHbIX
i (B, B T.u. RAG)
i
H ARD4-1.
--------------------------------------- =928 BHellIHKe pecypcbl
W UCTOUHUKN JaHHBIX

PucyHok 1 — ObobuieHHan cxema 0bbeKTa 3alluMThl M aKTyabHbIX YrPO3 Ha 3Tanax cbopa 1
noaroToBKW AaHHbIX, pa3paboTku Modenu 1 obydeHus, aKCNAyaTalMu MOgent U MHTerpaumni ¢
NPUAOXKEHWUAMMK
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QB6beKTbl Ha cxeMe:

1. D1an «CHop 1 NOAroToBKa AaHHbIX»

IRO1 MHppacTpyKTypa MOAFOTOBKM U XPaHEHWS [JaHHbIX — COBOKYMHOCTb MPOrpaMMHbIX W
annapaTHbIX cpeacTs, Heobxooumbix ans cbopa, ob6paboTKW, XpaHeHWs W ynpasBrieHus
JaHHBLIMK Ha 3Tane NoAroToBKKM K 0ByYeHUIo Moaenen,

DRO1 MNCTOYHMKW faHHbLIX — OaHHbIE M3 Pa3NMUHbIX MCTOYHUKOB, MCNOoNb3yeMble A58 obydeHus
1 poobyyeHuna Mmogenen

o DRO1-1 BHewHWe MWCTOYHMKKM — nybnuyHble patacetol, APIl, couwanbHble ceTtw,
OTKpPbITble 6a3bl JaHHbIX,
o DRO1-2 BHYTpeHHME WCTOMHMKM — KOpnopaTtuBHble 6asbl  [AaHHbIX, fOorK

NnoJib30BaTENbCKOrO B3aUMMOLENCTBUSA, MCTOPMUECKME AaHHbIE OPraHM3aunmnu,
DRO2 lNMoagroTtoeka paHHbix: obpaboTka, npoeepka, ¢unbTpauus — OEUCTBUA MO OYUCTKE,
HopManusauuuM, npeobpaszoBaHuio ¢opmMaToB WM GUALTPAUMM  OaHHbIX AN CO34aHuA
obyuaowmx BoIOOPOK.
DRO3 OataceTbl ana oby4yeHna n goobydeHns — Habopbl AaHHbIX, NPOLWeALne NOArOTOBKY M
ucnonbayemeole Ana obyYyeHns, TECTUPOBaHUA M [OOBYYEHMA Modenen.

2. 27an «Pa3paboTka Mogenu u cbyueHues

IRO2 WHopacTpyKTypa 0bydyeHMA MOOenM — COBOKYMHOCTb MPOrpaMMHbIX WM anmnapaTHbIX
cpencTe, HeobXxoouMbIX 4na 0ByYeHUs U ONTUMKU3aLMK MOSENEN.

MRO1 OueHka Mogenu, sanupaunsa — AeNCTBMSA MO TECTUPOBaAHMIO M BanvaalMy KayecTea
Mopenu, Brkaovas ee beaonacHoCTh.

MRO0O2 ObyuyeHve 1 poobyyeHne — [ENCTBMA MO MPUMEHEHWMIO anropMTMOB MAaLUMHHOMO
obyvyeHuns pnA co3faHus W aganTauuu Mogenen.

MRO3 Mogenb — uToroeas Mofenb, NonydYeHHas B pesynbtate obyyeHuns.

IRO5 MperMBOPKK 1 Kop, ANna paspaboTkM Mogenein — nporpaMmHble BUBNMOTEKN 1 MCXOOHBIN
KoM, ANA CO34aHMA Moaenen,

IR0O6 Open-source Mmogenu — npefobyyeHHble MOAENN M3 OTKPbITLIX PENO3MTOPUEB.

IRO7 Mopenb, pasMeleHHas B OTKPLITHIX WCTOYHWMKAX — MponpueTapHas MOAenb,
pasmMellaeMas B OTKPbITLIX PEno3nTOPUAX 0N MCMNONb30BaHUA coobLecTBOM.

3. D1an «2KcnnyaTaumsa MOLENM U MHTerpaummn C NpMNoXeHUsaMny

IRO3 MHbpacTpykTypa pasMelleHa M pa3BepThiBaHMA MHbepeHca Mooenn — COBOKYMHOCTb
NporpaMMHbIX WM annapaTHbiX CPeacTe, HeobxoguMbIX [ONA pPas3BepTbiBaHMA OBY4YeHHbIX
Mopenen B production,

MR0O4 Ob6paboTka BXOAHbIX M BbIXOAHbIX JAHHbIX — MexXaHW3Mbl Npeobpa3oBaHMs OaHHbIX
nepeq nepeaayen B Modenb W NOCAe NoNyYeHusa pesynbTaTos,

o MRQO4-1 MexaHunzmbl 0bpaboTKKM BXOOHBLIX [aHHbIX — npenobpaboTka [aHHbIX,
NoCTynawLWmMx Ha BXOd MOLENH,

o MRO4-2 MexaHuaMbl 06paboTKK BbIXOAHBIX OaHHbIX — NocTobpaboTka pe3ynbTaToB
Moaenu, MoXeT BrIw4aTh dopMaTupoBaHue, GunbTpauMilo, B TOM  4uche
HeXEenaTenbHOro KoOHTeHTa.

IRO4 MHdpacTpyKTypa NPUAOMKEHW — COBOKYMHOCTb MPOrpaMMHbIX WM annapaTHbiX CpencTs,
HeobxogWMbIX 1A BbINOMHEHWA Al-NpUNoxeHui.
ARO1 MNpunoxeHne — KOHeYHaa cMcTeMa, Mcnonbaytolasa Al-Moaens ona pelleHus 3agad

o ARQ2 Al-areHTel — aBTOHOMHblE CWUCTEMBbI, MPUHMMaKOLWME pPeLeHUs Ha OCHOBe
BblBOA,OB MOJenen.

o ARO03 OyHKUMKM — BHYTPEHHME DYHKL MUKW, peannayolme BU3HeC-NOr MKy NpUIoXKeHus,
WNW BHELLHWE MO OTHOLWEHWIO K MPUMIoXKeHUIo $yHKUMKM, cBA3aHHble ¢ paboton Al-
MOOenu,

o AR0O4 MCTOYHWKM OaHHbIX — [aHHble, WCMNONb3yeMble MPUIOXKEHWUEM B pealbHOM
BREMEHMU,
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ARQ4-1 BHelHMe UCTOUYHUKM OaHHbIX — Beb-caiTbl, NybnnUHble Basbl 0aHHbIX,
NOTOKOBLIE AaHHbIe, MOCTYMNaWKWe U3 BHELIHUX UCTOYHUKOE,

ARQ4-2 BHyTpeHHUe UCTOUHMKMK AaHHbix (B, B T.4. RAG) — nokanbHble 6asbl
AaHHbIX, BEKTOPHble xpaHunuiua ansa RAG (Retrieval-Augmented Generation)

o ARO5 ObpaboTka nonb3oBaTeNbCKOro BBOAa/BbiBOOA

ARO5-1 MexaHn3Mbl 06paboTKM BXOOHbIX OaHHbBIX — BanuaaLua, caHMTMU3aumua
1 npenobpaboTka Nonb3oBaTeNbCKUX 3aMNPOCOE,

AR05-2 MexaHuaMbl 0bpaboTKM BbIXOOAHbIX [OaHHbIX — dopMaTUpoBaHMe
OTBETOB MofAenu, GuUnbTpaLua HexenaTenbHOro KOHTEHTa,
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NMepeueHb yrpos

Vrposbl, CBA3aHHbIe C AaHHbIMUA

DO1. Ucnonb3oBaHue gna obyuyeHnsa/noobyuyeHna Moaenm oTpaBNeHHbIX AaHHbIX
WNK faTaceToB, 3arpy)XeHHbIX U3 BHEWHUX UCTOYHUKOB

3arpyska, obyyeHne unu aoobyyeHrme Mopenu Ha BPEeAOHOCHBIX JAHHbBIX MM Habopax AaHHbIX, B
KOTOpble OblnM  BHegpeHbl BPEOOHOCHbIE MPUMEepbl, W3 BHEWHWX WCTOYHWMKOB (Hanpumep,
pPEno3MTOPMEB MU CTPAHUL, C KOTOPLIX BbiNONHAETCA cOop AaHHbIX)

Mopudukauma (MCKaxeHre) MOOenn, CMEeLleHne pe3ynbLTaToB PaboTbl MOOENM, CHMXKEHME TOYHOCTH
Wnu cospaHue bakaopoB B MOAENHK

DRO1-1 BHewHne MCTOUHUKK OaHHbIX
KoHbuagHUMansHOCTb, LIENOCTHOCTb, AOCTYMHOCTb
PredAl n GenAl

Bnapeneu gaHHbIX

D02. Ucnonb3oBaHMe ansa obyuyeHus/noobyyeHnsa mopenu MoaudpULMpPOBaAHHbBIX
AaHHBbIX UM [ATAaceTOB, 3arpPyXXeHHbIX U3 BHELWWHUX UCTOYHUKOB

WMcnonb3osaHue CKOMMNPOMEeTUPOBAaHHOIO MCTOYHMKa OaHHBbIX, o6yquV|e nnu ,EI,OO6y'~IEHME MOOenn Ha
3arpy>XeHHbIX BPpeOHOCHDBIX OaHHbIX MK Ha60an OaHHbIX, B KOTOPbIE Bbinn BHeOpeHbl BPpegOHOCHbIe
npuMmepsbl, N3 BHEWHWUX MCTOYHUKOB, KOTOpPbIE Bbinn MO,EI,VId)VILI,MpOBEIHbI nocne ,EI,O6EIBJ'IEHMF| B nNepedeHb
MCTOYHUKOB

Mopudukauma (MCKakeHMe) Moaenu, CMeleHne pesynbTaToB paboThl MOAENU, CHUMEHME TOUHOCTHK
W co3faHne BakaopoB B MO

DRO1-1 BHelWHWe NCTOMHWUKK OaHHbIX
KoHdpuMaeHLManbHOCTb, LENOCTHOCTb, AOCTYMHOCTb
PredAl n GenAl

Bnapeneu gaHHbIX

D03. BocnpouzBeaeHMe B OTBeTax Mopaenu nepcoHanbHbiX paHHbiX (MAH),
MONYYEHHbIX U3 BHELWHUX UCTOYHUKOB

3arpyska, obyuyeHue unm noobyyeHmne Mopenu Ha gaHHbIX MM Habopax gaHHbIX, KOTOpble cogepaT
MOH M3 BHEWHWUX MICTOYHUKOB
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3anoMuHaHWe AaHHbIX U HenpeaHaMepeHHOe BOCMPOW3BOACTBO MNepCcoHanbHOM MHbOPMaLUKM, UTO
co3aaeT pUCKU HapyweHna M3-152 n NpUMBATHOCTKU NoJb30BaTENer

DRO1-1 BHelWHWe NCTOMHWUKK OaHHbIX

KoHduaeHuManbHOCTb

GenAl

Bnapeneu aaHHbIX

D04. Ucnonb3oeaHue ana obyueHua/noobyueHns Moaenu oTpaBneHHbIX AaHHbIX
MM AATaceTOB, 3arPyXXeHHbIX U3 BHYTPEHHUX UCTOUHUKOB

3arpyska, obyyeHne unm goobydyeHwe MOAENM Ha OaHHbIX MM Habopax AaHHbIX, B KOTOpble Oblan
BHEJpPEHbl BPe4OHOCHbIE MPUMEpPLI U3 BHYTPEHHUX MCTOUHUKOB

Moaundunkauma (MCKaXKEHWE) MOOENU, CMELLEHME Pe3yNbTaToB PaboThl MOLENM, CHUKEHWE TOUHOCTU
WnKn cozgaHne Bakaopos B MOAENU

DRQ1-2 BHYTpeHHWE UCTOYHMKI AaHHbIX
KoHdunaeHUManbHOCTb, LEeNOCTHOCTb, AOCTYMHOCTb
PredAl n GenAl

Bnapeneu gaHHbIx

DO5. HekoHTponupyeMasa 3arpy3ka faHHbIX, COAEPXAWNUX KOHPUAEHLMNANBHYIO
uHpopMaumio, B gaTaceTbl ana obyueHnsa mopgenen

3arpyska un obyuyeHMe Mogenu Ha [OaHHbIX  unu  Habopax OadHHblX, KOTopble coaepXaT
KOHdUOEHLUWanbHyo MHbOpMaL Mo

3anoMunHaHue OdHHbIX W HenpegHaMepeHHOe BOCNpPOM3BOOCTBO KOHCI)M,D,EHLI,MEU'II:HOI;I MHdDOpMEILI,MM,
YTO CO3gaeT PUCKK yTedeK N XULLeHWA KOHd)I/I,D,EHLI,I/IEU'IbHOﬁ I/IHdDOpMaLI,I/II/I

DRQO1-2 BHYTpeHHME UCTOYHMKW AaHHbIX
KoHbuaeHumanbHOCTb
PredAl n GenAl

Bnapeneu gaHHbIx
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D06. HekoHTponupyeMoe ncnonb3oBaHue, MoguduKaums, yaaneHme aaHHbIX Ns
obyueHuns unu poobyueHus mogenun

OTCyTCTBUE HadNexalllero KOHTPOAA W ynpasneHua gaHHbiMK aAna obyyeHnsa unu noobydyeHns Moaenu,
BK/KOUasA MX KnaccMdUKauumio, HanmMumMe MeTafjaHHbIX, NPOLEecchl YNpaBneHUs MWU3HEHHbIM LIMKIIOM
(BknOYan xpaHeHue, yaaneHue, apxmMBMpoBaHMe 1 np.)

YBenumuyeHne NoBepXHOCTM aTaku, YTeUuKn KoHdWOeHUManbHoW MHpopMaL MM, pUCKM HapylueHma PO 3-
152

DRO03 OaTaceTbl gna obyyeHuna/noobyyeHuns
KoHdMaeHUManbHOCTb, LENOCTHOCTh
PredAl n GenAl

Bnapeneu gaHHbIX

10
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Yrpo3sbl, cCBA3aHHbIe C UHPPACTPYKTYpPOMU

InfrO1 HecaHkunoHupoBaHHaa MoauduKauUAa peecTpa MCTOYHUKOB [AaHHbIX,
paTaceToB

Mcnone3oBaHue CKOMMNPOMEeTUpPOBaHHOIro  UCTOYHWMKa OaHHbIX WK OgataceToB  BCneacteue
HecaHKLI,I/IOHI/IpOBaHHOﬁ MO,D,H(bHKaLI,I/IH peecTpa UCTOYHNKOB

Mopudukauns (MCKakeHne) Moaenu, CMeLleHne pesynbTaToB pPaboThl MOMENU, CHUXKEHME TOUHOCTH
nnn cosgaHue B3kOOpPoB B MOZENM

IRO1T MndpacTpyKkTypa XpaHeHusa aaHHblx, IRO2 MHdbpacTpykTypa obyueHusa moaenm
LlenocTtHocTb
PredAl n GenAl

Bnapeneuy NT-uHbpacTpyKTypbl XpaHeHWA aaHHbIX; Bnageneu MT-nHbpacTpyKTypbl obyueHMa mogenm

Infr02 HecaHKunoHMpoBaHHaa MoaudpuKauusa obyuyaloWwmx AaHHbIX

Mcnonb3oBaHne  CKOMMNPOMETMPOBAHHbLIX  OAHHbIX  WAWM  0aTaceToB,  WCMNONb3yeMblX A1
obyueHua/noobyyeHns Moaenu, BCNeacTBMe HECAHKLIMOHWPOBAHHOW MOAUDMKaLWM

Mopudukauma (MCKakeHMe) Moaenu, CMeleHne pesynbTaToB paboThl MOAENU, CHUMEHME TOUHOCTHK
WK cosgaHne B03KQ0pPOoB B MOAENH

IRO1T MHdpacTpyKTypa XpaHeHua aaHHbiX, IRO2 MHdpacTpykTypa obyueHua mogenm
LlenocTtHOCTb
PredAl n GenAl

Brnageneuy UT-nHdpacTpyKTypbl XpaHeHWA gaHHbIX; Bnageney MT-nHdpacTpyKTypbl 00ydyeHna Mogenm

InfrO3 HebezonacHas nepepaya gaHHbIX/AaTaceToB MeXAy 3TanaMu NOAroTOBKU

MepexeBaT nnv MogudbMKauma Npu nepefade Mexay stanamu obpaboTKW, XpaHeHWUs OaHHbIX WK
obyyeHna mopenu

YTeUkn [aHHbIX, KOMnpomMeTauma ™Mogenn, BHeapeHwe BpPedOHOCHbIX OaHHbIX B AartaceTbl WK
HapyweHue UenoCTHOCTH AaHHbIX

IRO1 MHdpacTpyKTypa xpaHeHusa faHHblx, IRO2 MudbpacTpykTypa obyueHna moagenu

KOHd)M,EI,eH LK1anbHOCTb, LeNOCTHOCTb, AOCTYNHOCTb

N
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PredAl n GenAl

Bnapeney UT-nHdpacTpyKTypbl XpaHeHWA AaHHbIX; snagenel MT-nHbpacTpyKTypbl 0byuyeHua Mogenmu

InfrO4 Kpaxa obyualowmx gaHHbIX

XuuweHune obyyarowmx aHHbIX BCneacTene cnaboctel pasrpaHnMyeHma goctyna
BoccTtaHoBneHwe Mogenu, cosaHue TEHEBOW MOAEeNu

IRO1T MndpacTpyKTypa XpaHeHusa aaHHblx, IRO2 MHdbpacTpykTypa obyueHusa Moaenm
KoHduaeHUManbHOCTb

PredAl n GenAl

Bnapeneu NT-nHdpacTpyKTypbl XpaHeHUa gaHHbIx; snageney MT-uHdpacTpyKTypbl 0byyeHMa Mogenmu

InfrO5 YTeuka koHpuaeHunanbHo nHpopmMmauum ns Habopoer oby4aloWMX faHHBIX

XueHe KoHbuaeHUuManbHon uHdopMalum M3 Habopos obyualolMx AaHHbIX BCNeacTeMe cnabocTtei
pasrpaHnyeHmna goctyna

XuleHne KoHbMaeHUnanbHoOM MHbopMaLmm

IRO1 MHdpacTpyKkTypa xpaHeHuna gaHHblx, IRO2 MHppacTpyKkTypa obyueHunsa mogenu
KoHdunaeHUManbHOCTb

PredAl n GenAl

Bnageneuy UT-nHdpacTpyKTypbl XpaHeHWA JaHHbIX; snageney MT-uHdpacTpyKTyphbl 0byueHMa Mogenmu

InfrO6 UcnonbzoBaHue yA3BMMbIX BEPCUM CTOPOHHUX BubnuoTek, ucnonbzoBaHue
NporpaMMHOro Kopaa ¢ 3aK/1agKamMm

Mcnonb3oBaHue gnsa paSpaGOTKM Mogenu mn OGyHEHMH CTOPOHHUX BrubnuoTtek nnu nporpaMMHOro Koga
C yA3BMMOCTAMKM WM NpOorpaMMHbIMU 3aKnagkamu, VFDOSE O6yCﬂOBﬂ9Ha cnaboctaAMM MexaHWM3MOB
aHanMsa bubnuoTek M Koaa Ha Hanuuue yﬂBBHMOCTEI?I K OTCYTCTBMEM COOTBETCTBYOWKMX NMPOBEPOK,

BHenpeHuMe BpeAOHOCHOIO Koaa
IRO5 @pelMBOPKU U KOA ANng pazpaboTku Mogenew

KoHbMAeHUMaNnbHOCTb, LENOCTHOCTh, AOCTYMHOCTb

10
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PredAl n GenAl

2kcnepT no besonacHon pazpaboTke

InfrO7 WcnonbzoBaHue open-source Mopenei, coAepXaluxX MNporpaMMHbie
3aknapku B pamnax

BO3MOXHOCTb OCYLLECTBNEHUA HapyliMTeneM [OeCTPYKTMBHOIO BO3AENCTBMA Ha CUCTEMY NyTEM
BHEOpEeHUsA NPorpaMMHbIX 3aKNafokK B galinax open-source Mopenem

BHefpeHMe BpeaoHOCHOro Koaa

IR0O6 Open-source Mogenu

KoHpMaeHUManbHOCTb, LENOCTHOCTh, AOCTYMHOCTb
PredAl n GenAl

SkcnepT no besonacHomn pazpaboTke

Infr08 Wcnonb3oBaHne open-source Mopenen, CcoAepMalUX Noruyeckue
3aKnapKu, 3anoXeHHbie Npu obyyeHnm

Bo3MoOXHOCTb ocyuwecTBneHna HapywuteneMm OeCTPYKTUBHOIo BOB,D,EI‘/HCTBMS'-'I Ha CUCTeMy I'IyTéM
3KCnnyatTaunu yHBBHMOCTEﬁ open-source MO,D,E!'IEI::I, cogepxawmx normyeckKme 3aknagkm m 63K,D,Opbl

CMelleHMe pe3ynbTaToB paboTel MOOENU, CHUXKEHWE TOUHOCTU MKW 3IKCNNyaTaunsa B3KO0pOo. B MOgEnm
IR0O6 Open-source Mogenu

KoHdupeHUMansHOCTb, LENOCTHOCTL, OCTYMHOCTD

PredAl n GenAl

3KcnepT no 6e3zonacHon paspaboTke

InfrO9 Ucnonb3oBaHue open-source Mogenei, CopepXaluX 3aKnagKu B Becax

BO3MOXHOCTb OCYLLECTBNEHMA HapylWMUTENeM OeCTPYKTUBHOIO BOS,D,EHCTBMH Ha CUCTEMY NYTEM
3IKcnnyaTaumu yHBBHMOCTeﬁ open-source MO)J,E.‘J'IEFI, copepxawnx 3aknagkKun B Becax Mooenu

CME.‘LLI,E.‘HMe pe3ynbTaTtoB paGOTbI mMogenu, CHMxXeHne TOYHOCTKU UK aKcnnayatTayma 63K,EI,ODOB B MOaenu

IR0O6 Open-source Mogenu

N
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KoHbWaeHUMaNnbHOCTb, LENOCTHOCTL, AOCTYMHOCTh
PredAl n GenAl

SkcnepT no be3zonacHon paspaboTke

Infr10 MopmeHa unn mogudpukauma mogenmn

HECBHKLI,I/IOHI/IDOBEIHHE]H MO,D,I/Id)I/IKaLI,MH nn1 nogMeHa Mogenu ecnengcreme cnabocTen pa3rpaHmMyeHmnna
AoCTYNa

CMmelgHune pe3ynbTaToB DEI6OTbI Monenu, CHUXeHne TOMHOCTKM UKW KCnyaTauna 63I-(,D,ODOB B MOaenn

IRO2 WMHudpacTpykTypa obyueHna mopenu, IRO3 MHdpacTpyKTypa pasMelleHus U pa3BepTbiBaHuUS
nHdepeHca Moaenu

KoHbuagHUMansHOCTb, LLENOCTHOCTb, AOCTYMHOCTb
PredAl v GenAl

Bnapeneuy UT-nHdppacTpykTypbl obyueHua Mopenu; snageney MT-uHbpacTpyKTypbl pasMeleHus 1
pasBepTbiBaHUA MHbepeHca MoLENM

Infr11 Kpaxa mogenu
Xun weHne Mmoaenn scnegcreme cnabocren pa3rpaHn4yeHma ocTtyna

CosflaHWe TeHeBOW MOAENM WNM BOCCTaHOBNeHue obyyalollmMx JaHHbIX M3-3a Hanuuua white-box
[LOCTYNa K YKpageHHoW Mogenmu

IRO2 WMHuopacTpykTypa obyueHna mopenu, |IRO3 WMHdpacTpyKTypa pa3sMelleHuMs WM pa3BepTbiBaHMs
nHdepeHca Moaenu

KoHduagHumansHOCTb
PredAl v GenAl

Bnapeney UT-uHdppacTpykTypbl obyuyeHua Mopenu; snageney MT-MHbPpacTpyKTypbl pasMeweHuns 1
pasBepTbiBaHUA MHbepeHca Mo4eNM

Infr12 HapyweHune goctynHocTu Mmopenu

Atakmn tmna DDoS (Distributed Denial of Service), B Tom umcne ataku Ha APl, nnu akcnayataumsa
YS3BMMOCTEN MHDPACTPYKTYPbl PasMELLEHMs U Pa3BepTbiBaHMA MHbepeHca MOeNn UK 3aBUCUMbIX
KOMIMOHEHTOB

10
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MpekpalieHne MNU CHUMKEHWE CKOPOCTM OKasaHwusa ycnyr Al-cepBMcOM BceM noTpebuTtenam (uUnu
rpynne notpeburtenei) us-sa HapylweHua AOCTYNHOCTM ONS HUX MHOPaCTPYKTYPLl pasMeLlleHUs K
pa3eepTbiBaHUA UHbEepeHCca MoeNM

IRO3 MHdpacTpykTypa pasmelleHMa U pa3BepTbiBaHKA WHdepeHca Moaenu
OocTynHoCTb
PredAl n GenAl

Brnapneneu UT-uHpacTpyKTYpbl pasMeLleHns U paseepTbiBaHUA UHbepeHca Moaenu

Infr13 YTeukn KkoHpupgeHunanbHou MHPOpPMaLMU U3 CUCTEM NIOTMPOBAHUA, B TOM
yucrne NorMpoBaHus 3anpocoB U BbI3OBOB PYHKLUMN

YTeukn nHbopmaumnm us noros (3KypHanos) 3anpocos, cofgepxawmx MOH 1 MHYO KOHbUASHUWANbHYIO
nHdopMaLKMio, B TOM Yncne ob ocobeHHoOCTaxX peanusaum Al-areHToB U MyNbTUareHTHbIX CUCTEM

XuieHune koHpUaeHLWanbHON MHdopMaLUnm

IRO3 MNHdpacTpyKTypa pasMelleHns M passepTbiBaHUA UHbepeHca Mogenu, IR04 MHdbpacTpykTypa
npunoxenunsa, ARO2 Al-arenTol

KondbugeHumanoHocTb
PredAl n GenAl

Bnapeney WT-uMHbpacTpyKTypbl pasMelleHvMa WM pasBepTbiBaHMA WHbepeHca Mopenu; enageney
MPUIOKEHWS

Infri4 HeBO3MOXHOCTb WM HECBOEBpeMeHHOe BbiiB/iIeHWe, pearMpoBaHue U
paccnepoBaHue cobbiTMi 6e3onacHOCTM M MHUMAEHTOB M3-3a OTCYTCTBUA
NOrMpoBaHNA B3auMORENCTBUN

OTCYTCTEBUE MMM HENONHOTa AaHHbIX NOrMPOBaHWA B3aMMOOEWCTBMM (BKMHOUYas 3anpochkl U OTBETHI
MoOenu, AaHHble TeIeMeTPHK, Bbi30Bbl GYHKLIMIA U NP.) MEXAY MOAENbIO U MHTerpauusamm, Al-areHtamu
Wnu none3osartenamMu 8 MT-uHdpacTpyKType pasmelleHna M pa3sepTbhiBaHWA UHbepeHca Moaenm

YBenuueHue BPpeMeHU UMK HeEBO3MOXHOCTb BbIABNEHWUA, pearnpoBaHMA WU paccnegoBaHKsA cobbITUI
BeszonacHOCTM K MHUWOEHTOB

IRO3 MHdpacTpyKTypa pasMelleHna WM pasBepTbiBaHMA MHbepeHca Moaenu, |IR04 MudpacTpykTypa
NPUIOXKEHWA

LlenocTHoCTb, AOCTYNHOCTb

N
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PredAl n GenAl

Bnapeney WT-MHbpPacTPyKTYpbl pasMelleHua M pasBepTbiBaHUMA WHbepeHca Mopenu; enageney
NPUNOXeHUs

Infr15 MepexBaT waM nogMeHa 3anpoCcoOB WU OTBETOB MOAENU WAWN [AAHHbIX,
nepepasaeMbix npu B3anmogencteum c b1 RAG

MNepexBaT MM NogMeHa 3anpocos UK OTBETOB MOOENU NyTeM peanusaumm atakiu man-in-the-middle
(MiTM), BMellaTenbCTBO B MpPoLEecc obMeHa AaHHbIMU MeXay WUHTerpaumsMu 1M KOMMnoHeHTaMu Al-
areHTamMu MNKW NoJb30BaTENSAMU M MOAENblO, YTO MO3BOMAET BbINOMNHUTL NepexBaT, U3MeHeHMe UK
NoaMeHy BXOOHbIX OAHHbIX, OTNPAaBAAEMbIX MOAenu, WKW M3MeHeHWe BbIXOAHbIX AaHHbIX, 8 TaKXe
OTBETOB MOAeNu

MNepexBaT 3anpocoB W oOTBeToB, cojepwawux [MNOH UM KoHdbuaeHuManbHylo uHbopMaLUUIo,
MoaudMKaLMA 3aNPoCcoB A5 NONyYeHNA HEKOPPEKTHBIX NPeacKasaHui, Ny nogMeHa oTBeTOB MOAENu

ONa BBeOeHMA B 3abnyxaeHue. ITO MOXET NPUBECTU K yTeuke KoHdbuaeHUWanbHON MHbOpMaLMK,
KOMMPOMeTaL MK CUCTEMbI M MPUHATHIO OLLMOOYHbIX PELLEHWI Ha OCHOBE UCKaXKEHHbIX JaHHbIX

IRO3 MHdpacTpyKTypa pa3sMelleHrn 1 pa3sepTbiBaHusa MHdepeHca momdenu, IR04 NudpactpykTypa
npunoxenmna, ARO2 Al-arenTbl, AR0O4-2 BHyTpeHHUE MCTOUHMKKM aaHHbIX (B, B T.4. RAG)

KoHbuagHUMansHOCTb, LLENOCTHOCTb, AOCTYNHOCTb
PredAl n GenAl

Bnapeneu MT-nHdpacTpyKTypbl pasMeLleHna U pa3sepTbiBaHWA MHpepeHca Moaenm

Infr16 HecaHKUMOHMPOBaAHHOE OTKIOYEeHMEe wunu MoaupUuKauua MeXaHU3MOB
¢unbTpaLUKN NN KOHTPONA BXOAHBbIX U BbIXOAHbBIX faHHbIX

OTKNOYEHWE WU M3MEHEHUE CHUCTEeM, npefHa3HadeHHbIX And nNpoBepKM W OYUCTKKU [OaHHbIX,
nocTtynakwmx B Moages b N BO3BpPallaeMblxX I'IOTDEGMTEJ'I}O

ObpaboTKa BpeaoOHOCHBIX MMM HEKOPPEKTHbIX BXOAHbIX AaHHbIX, cbou B paboTe Mogenu, Bo3spallieHue
NoOTPebUTENIO HEXENATENbHOr0, ONAcHOro UMK KOHGUAEHLNANbHOro KOHTEHTA

IRO3 MHdpacTpyKTypa pasMelleHnsa M passepTbhiBaHua MHbepeHca mopenu, IR0O4 MHdpacTpykTypa
NPUNOXEHUA

LlenocTHOCTb, KOHDUOEHUMANBHOCTb
GenAl

Bnapeney MT-uHGpacTpyKTYpbl pasMeLleHns U paseepTbiBaHUA UHbepeHca Moaenu

16
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Infr17 XuweHne cucteMHoro npomnra

MonyyeHWe A0CTYNa K CUCTEMHBIM NPOMITaM, KOTOPbIE YNPaBAAIOT NOBeAeHNEM MOAENU, NPUNOXKEHMA
unu Al-areHTa, C UEenblo UX KPaXku 008 MNOCNeayollero aHanusa, NpUMeHeHUs A9 KOMMPOBaHMA
ocobeHHoCTeN GYHKLUOHUPOBAHUA MOMENM, NPUNOXEHUA UNK Al-areHTa

PackpblThe KOHdUOSHUWANbHOW WHbOpMaLuK, obneryeHwe npoBefeHWs MNPOMNT-aTak, yTpaTa
KOHKYDEHTHbIX NPEnMYLLECTB

IR04 NudpacTpykTypa npunoxeHus, ARO2 Al-areHTol
KoHdwmaeHumanbHoCTb
GenAl

Bnapeneu MT-nHdpacTpyKTypbl pasMeLleHUs NprnoMxeHus

Infr18 HecaHkumMoHMpoBaHHasa MoandpuKaLua CUCTEMHOro NPoMNTa

MNonyyeHWe oOCTYNa K CUCTEMHBIM NPOMMTAM, KOTOPbIE YNPaBnsioT NOBegeHNEM MOLENW, MPUNOXEHUSA
nnu Al-areHTa, ¢ Uenbio nx MmoguduKauMmn 018 MaHMNynauMnM BbiIBOAOM Moaenu, GyHKLMOHMPOBaHUEM
npunoXeHusa unm Al-areHTa

HapylueHve byHKUMOHANbHOCTU MOAENN, MPUAOKEHUA UK Al-areHTa, B TOM UMCNe HEKOPPEKTHbIE,
BPEAOHOCHbIE UMW HewenaTeNbHble reHepaLmnmn, UNu packpbiTue KoHduaeHUMansHoW MHbopMaL i

IR0O4 NHbpacTpykTypa npunoxenua, ARO2 Al-areHTol
LlenocTtHOCTb
GenAl

Bnapeneu MT-nHdpacTpyKTypbl pasMeLleHUs NprnoMxeHus

Infr19 HecaHKuMOHMpoOBaHHaA MOAUPUKaALUA [AaHHBIX BO BHYTPEHHUX UCTOYHMKAX
AaHHbIX (B T.4. B B[] RAG)

[ocTyn K BHYTPEHHMM XPaHUIULWEM M M3MEHEHWe OaHHBIX, UCNoSb3yeMblx Npu paboTe Mogenu, anA
BHEOPEHUA  BPEeOOHOCHOM  MHbOpPMauMKM,  BKIKYAA  HenpsaMble  MNPOMMT-UHBEKUWMK MK
HEKOPPEKTHYIO/HE3TUYHYIO MHDOPMaLMIO

VickaweHune pesynbTatoB paboTbl MOOENM, HapylleHWe LEeNOCTHOCTM OTBETOB, HEeKOPPEKTHhIe UMK
BPEOOHOCHbIE OTBETbI, FeHEpPaL MM HEKOPPEKTHBIX MHCTPYKLMA, HapyLEeHWE NPUHATUA pelleHi

IR0O4 NudpacTpykTypa npunoxeHus, ARQG4-2 BHyTpeHHUEe UCTOUYHWKK AaHHbIX (B, B T.4. RAG)

17
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KoHhUAEHUMANbHOCTb, LENOCTHOCTb, AOCTYMHOCTh
PredAl n GenAl

Bnapeney MT-uHbpacTpyKTypbl pasMelleHns Npunoxenuns; enagened, MT-uHdpacTpyKTypbl XpaHeHus
OaHHbIX

Infr20. YTeuku uHdpopMaumm Uz BHyTPEHHUX UICTOUHUKOB AaHHbIX

HecaHKUWMOHUMPOBaAHHOE KOMNUMPOBaHMe, Nepefada MM packpbiTie KOHbMAeHUManbHON MHbopMaunm
unu MOH, XxpaHawmxca B 6azax fgaHHbIX, Garnax MM opyrux BHYTPEHHUX MCTOUMHNKAX AaHHbIX

YTeuka koHdbuaeHuManbHoM uWHbopMaumn, dUHAHCOBbIE nNOTepu, pPenyTauuoHHbIM yilepb wu
IOpPUONYECcKME NoCNencTBns

IR0O4 NubpacTpykTypa npunoxenunsa, ARQ4-2 BHyTpeHHMe MCTOUHMKM AaHHbiX (B, B T.u. RAG)
KoHbuaeHumanbHOCTb
GenAl

Bnapeney MT-uHbpacTpyKTypbl pa3MeLleHns npunoxeHus; enagened, MT-uHbpacTpyKTypbl XpaHeHus
OaHHbIX

Infr21. HecaHKuMoHupoBaHHaa MoaudUKaALUA TECTOBbIX U BaNMAALMOHHbIX
paTtaceToB

HECEHKLI,VIOHMDOBE!HHOE M3MeHeHMe TeCTOBbIX W BanlaauWMOHHbIX [0aTaceTos, ,EI,OGEIBJ'IEHMG nnu
yaaneHuWe gaHHbIX 01A MCKaXXeHWA AaHHbIX O KayvecTBe paGOTbI Moaenn

BHE,D,DEHME HEHa,CI,E)KHOI\;I Mogenu B aKcnnyatTauuko, yTedykKn OaHHbIX, HEKOPPEKTHblE NpeacKa3aHna U
reHepayumn

IR02 NudpacTpykTypa obyyeHns Mopenm
LlenocTtHOCTb
PredAl n GenAl

Bnapeneu MT-uHdpacTpykTypbl 0bydyeHns Moaenu

Infr22. HecaHKUMOHMpPOBaHHbIE NOAK/TIOYEHUSA K MOAieNU

MoaknoyeHne 1 obpalleHMe K MOOEeNn C NCMNONb30BaHNEM CKOMMPOMETHMPOBaHHbIX YYETHbIX OaHHbIX
WK1 Yepes CUCTEMbI-NOCPeaHUKN, MPOKCUPYIOLLME CUCTEMBI UMK LUNKO3bl C UCNOMNL30BAHUEM UX YUYETHbIX
AAHHbIX

16
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HeBO3MOMHOCTL MMM HECBOEBPEMEHHOE BbiABNEHWe, pearvpoBaHWe M paccriefoBaHMe CcobbITUiM
BesonacHocTH, DoW* cncTembl-nocpenHmnKa

IR03 MHdpacTpykTypa pasMelLeHns 1 pa3sepTbiBaHus MHdepeHca Mogenu

OoctynHocTb

PredAl n GenAl

Bnageneu HGpacTpyKTYphl pasMeLleHns, NOAKIIOUEHUA U NPefoCTaBNeHUA KOHTEHTa

Infr23. YTeuku paHHbIX Al-areHTa wau uHpopmauum o6 ocobeHHOCTAX ero
peanuzauum

HecaHKUWMOHUMPOBaAHHOE KOMUPOBaHWE, Nepenaya UM packpbiTue uHdopmaumm, ceAzaHHON ¢ Al-
areHToM, B TOM YMCre O erc uesnu, OnUCaHmu GyHKUMIN, MHCTPYKLUMAX MexaHW3Ma MnnaHMpoBaHus,
COOEPXUMOM NamMaATH,

HapyweHune KoHdMaeHUMaNnbHOCTH Lienn, onnucaHus GyHKLUMM, COOEPXMMOro NaMaATH MK MHCTPYKLMKA
MexaHM3Ma nNnaHnpoBaHua Al-areHTa

IR04 NudpacTpykTypa npunowerHus, AR02 Al-areHThl
KoHdwuaeHumnansHoCTb
GenAl

Bnapeney NT-UHbpacTpyKTYpbl pa3MelleHns NPUNoXKeHMA; Bnaaeney, NpuioxKeHms

Infr24. HecaHKunoHMpoBaHHaa moaudukauusa Al-areHTa

HecaHKunoHupoBaHHaa Mogudukauma Al-areHTa yepes nobaeneHue NpoMnT-aTak B LeNb, ONMCaHue
dYHKLMIA, NaMATb UM MexaHW3M nnaHupoeaHus Al-areHTa, fobaeneHue BpefoOHOCHbIX dYHKLUMWA B
CMMCOK [OCTYMHbIX (yHKUWMK, fobaBneHWe B CMNMCOK [OCTYMNHbIX pecypcoB Al-areHta 3anwucemd,
copepaLinx pecypchl ¢ NPOMMT-aTakaMu, AobaeneHne NpPoMNT-aTak B NaMaTk Al-areHTa

HapyweHue dyHKUMOHaNbHOCTM Al-areHTa unmn NpUNoXeHUA ero peanuayloLero
IR04 NudpacTpykTypa npunoweHusa, AR02 Al-areHTh

KoHpMAeHUManbHOCTb, LENOCTHOCTh, AOCTYMHOCTb

4 DoW (Denial of wallet) — oTkas B 0BCNyXMBaHWUKM BCNEACTBME UCUEPMNaHWA NMMWUTOB Ha 3aTpaThl Nno
noTpebneHuio pecypcos MoaeM.
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GenAl

Bnapeney MT-uHbpacTpyKTYpbl pa3MelleHns NPUNoXKEHWA; snaaeney, NpuioxKeHums

Infr25. YTeuka nHpopmaumm o6 apxurekType MynbTUareHTHOU CUCTEMbI yepes
MHTep¢encbl MHCTPYMEHTOB pa3paboTKM unmM B3aMMoOpeUCTBUSA NMONb3OBaTens C
Al-areHTOM Mnmn MysibTUAareHTHOU CUCTEMOMN

V3BneyeHue MHbOPMaLMKM © MYNbTUAreHTHOM cucTeme (BKIOYaA ee apxXUTEKTYPY, COCTas, npasuia
B3aUMOOEWUCTBUA) U3 MHTepdhEencoB MHCTPYMEHTOB pa3paboTKM MNK B3aMMOOEeNCTBUSA MNONb30BaTeNs C
Al-areHToM unm MynbTHUareHTHOW CUCTEMOM

HapyweHune KoHbMaeHUMaNbHOCTK COCTaBa MynbTUAreHTHOM CUCTEMbl U YCTPOWCTBA B3aMMOAEeNCTBMA
mMeway Al-areHTamMu B MyNbTUAreHTHOW cUcTeMol, obnerueHune nposeaeHUsa KubepaTtak

IR0O4 NHbpacTpykTypa npunoxenua, ARO2 Al-areHTol
KoHdwuaeHumnansHOCTb
GenAl

Bnapeneyu npunoxeHus
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Vrposbl, CBA3aHHbIE C MOae/1iblo

MO1. HeBO3MOXHOCTb pearupoBaHUA U pacciefoBaHuA cobbiTuin 6e3onacHoCcTH U
MHLUUAEHTOB U3-3a OTCYTCTBUA MHPOPMALMKU O AAHHBIX, HA KOTOPbIX BbINO/THEHO
obyueHue Mmogenu

OTcyTCTBME AOKYMEHTaUuMW M NPOo3pPayHOCTM B OTHOLIEHWU AAHHbIX, MCMOMNb30BaHHbIX onsa obydyeHus
Mopenu. Yrposa cosfaeT pUcku 6e3onacHOCTH WM COOTBETCTBMSA HOPMaM 3aKoHodaTenbcTea PO u
HanMuMa noTeHuuWanbHbiX cMeweHuid (bias) wnu  yassuMocTel K cneunduyHbIM - aTakam
(cocTazaTenbHbIM M NPOMNT-aTaKaM)

HeBO3MOXHOCTE MMM HECBOEBPEMEHHOE BbIABMNEHWE, pearMpoBaHWe W paccnenosaHve cobbITUiA
Be3onacHoCcTH

MRO3 Mopenb
LlenocTtHOCTb
PredAl n GenAl

PazpaboTunk Mopenu

MO02. Ucnonb3oBaHne MoOAENU C BLICOKOU YA3BUMOCTbIO K COCTA3aTe/IbHbIM aTaKaM
(B TOM yncne npoMnT-aTakam)

HepnoctaTouHaa NoAroToBKa WKW BanuaauMs MOAENW, NPUBOAALLAS K BO3MOMXHOCTM OCYLLECTBNEHMWS
HapylIUTeNneM OecTPyKTUBHOMO BO3OENCTBMA Ha CUCTEMY NYTEM 3KCMyaTalumn ya3BUMOCTEN Moaenu.
ObycnoeneHa cnabocTaMy caMon Mopaenu W cnabocTamMn MexaHM3MoB 0bpaboTKM BXOAHbIX OaHHbIX.
PeanuayeTca nNpuM WCNONb30BaHUKM cheuManbHO MoaobpaHHbIX BXOAHbLIX AaHHbIX (HanpuMmep,
n306paxeHunin, TEKCTOB MM 3aMpOCOB) AN 3KCMyaTalumn yA3BMMOCTEeN MOAENN

HekoppeKkTHOE WM HEeOEeKNapUMpPOBAHHOE MOBEeAeHWEe MOoOenu, YTeuyKM KOHbUOeHUMaNbHOM
nHdpopmaumnm

MRO3 Mopenb

IR0O6 Open-source Mogenu
KoHdpuraeHUMaNnbHOCTb, LENOCTHOCTL, AOCTYNHOCTb
PredAl n GenAl

PazpaboTunk Mopenu
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MO03. HexxenatenbHoe noBegeHue, BPpeA4OHOCHbIE FreHepaLunmn, raailouuHaumm

HepocTaTouHas nOAroTOBKa WM BanufauWs MoOAEnn, NPMBOAALLas K HEKOPPEKTHOMY WK
HeOeKN1apMpoBaHHOMY MOBEOeHWI0 MOMENW, BPEAOHOCHbIM reHepauMaM WAK  raniouMHaLWAM,
BbigBNeHHblE 3MN0YMLIWNEHHUKOM ranniouMHalmMm (HamMeHoBaHWA nporpaMmHbix naketos, URL-
agpeca, UMeHa opraHM3auMi WKW 3NEeKTPOHHbIE afpeca) MoryT BbiTb MCMNOMNb30BaHbl ANA CO30aHWUSA
BPEOOHOCHbIX Lenen, TakuMx Kak noafefbHble NporpaMmHble naxkeTbl, GULIWHIOBbIE CalTbl WM
danblunBble OpraHM3aLmm, KOTopble 3aTeM NyBIMKYITCA M pacnpocTpaHAaAKTCa

HeKkoppeKTHOe UnK HeQeKNapupoBaHHOe NoBeaeHue Moaenm
MRO3 Mopene

LlenocTHOCTb, AOCTOBEPHOCTb

PredAl n GenAl

PazpaboTunk Mopenu

MO04. NMopbop aTak c ucnonb3oBaHueM 3HaHUK ypoeHs white-box 06 open-source
Mopenu

Mopbop aTak Ha ueneByd Mogenb C UCMNONb30BaHWEM 3HAHKWI ypoBHA white-box (nonHwbii gocTyn K
apxXuTeKkType, napameTpaM M obydaloWMM gaHHbIM) 00 yA3BMMOCTM open-source mMogenew (Mogenei
CTOPOHHUX Pa3paboTUMKOB M NPONPUETaPHBIX MOAENEN NPU MX Pa3MeLLeHUK B OTKPLITOM JOCTYNE)

YA3BUMMOCTb MOENU K COCTA3aTE/NbHbIM aTakaM U MPOMMT-aTaKaMm

MRO0O3 Mogens, IR0G Open-source mogenu, IRO7 Mopenb, pa3MelleHHasa B OTKPbITbIX MCTOYHUKAX
KoHbupeHUuMansHOCTb, LEeNoCTHOCTb, LOCTYNHOCTD

PredAl n GenAl

SkcnepT no besonacHol paspaboTke

MO5. OtcyTrcTBue uipopmaumum o6 uHpepeHcax mogenu
OTCyTCTBUE UMM HEaKTYanbHOCTb MHMOPMAaLMIM O COCTOAHUM MHGEPEHCOB MOaeNen

HeBO3MOXHOCTE MU HeCBOeBpeMeHHOe BbiABNeHWe, pearnpoBaHme W paccnepgoBaHKMe cobbiTHiA
693OHEICHOCTM, YA3BUMOCTb MHTerpaLl,lAI;l K NPOMNT-aTakam

MRO3 Mopgenb

LlenocTtHocTb
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GenAl

Bnapeneu, MHGPaCTPYKTYPhI pa3MeLLeHns, NOAKIIOUYEHUA U NPefoCTaBNeHUA KOHTEHTa

MO06. O6xoa MexaHU3MOB 06paboTKM BXOAHDBIX/BLIXOAHBIX AAHHBIX, Peann3yeMbixX
Ha YpOBHe Mopaenm

O6HapyxeHue cnocoboe 0bxona WaM HapyweHua paboTbl MexaHW3MoB 06paboTKM BXOOHbLIX WM
BbIXOJHbIX JAHHbIX, BKMOUAA MeXaHW3Mbl CaHUTU3aUMKU, BanMoauuM u GUAbTpauMM, 4TO No3BonsdeT
BHeOpATb BpenOHOCHble nOaHHble, MaHUNynnpoBaTb pe3ynbTatamMu nnum nonydyaTtb
HECAHKUMOHMPOBaHHLIM  JOCTYN K wuHPopmauun. VYrposza cBA3aHa C  OTCYTCTBMEM WM
HEOOCTAaTOUHOCTbIO MEXaHWU3MOB 06pPaboTKK BXOAHBIX/BbIXOAHbIX AaHHbIX, PeaTU30BaHHbIX Ha YPOBHE
MOOENN

YTeUKM KOHpUAEHUMaNbHOW WHpOpMaLKMK, HapylleHWe AOCTYNHOCTM, HapylUeHWe LLeNoOCTHOCTH
OTBETOB UMK NPeacKasaHni

MRQ4-1 MexaHu3Mbl 06paboTKM BXOAHbLIX aaHHbix, MR0O4-2 MexaHusMbl 06paboTKM BbIXOAHbLIX
AaHHDbIX

KoHnbuaeHumanbHoOCTb, LLENOCTHOCTb, OOCTYMHOCTb
PredAl n GenAl

Bnapeney, MHd)paCprKTypbl pasmMelleHnda, NoaKN4YeHA U NpenocTaBNeHnAa KOHTEHTa

MO07. HapyweHue poctynHoctu Mopenu (DoS) m3-3a OTCYTCTBMA e€OUHOro
KOHTpPONSA 3anpocoB Ha YpoOBHe Moaenu

Wcnonb3zoeaHue cneumanbHo nogobpaHHbiX BXOOHbLIX AaHHbIX (HAanpuMep, BbIYUCIUTENbHO CNOMHbIX)
Wnu oTnpaeka 60NbLIOrO KONWMYECTBa 3aNpPOCOB, CNEeLWanbHO CO3AaHHbIX A1 MaKCUManbHOM Harpy3Ku
Ha cpeny pa3BepTbiBaHWA MHGepeHca Mogdenm

MpekpaleHne MAM CHUXKEHWE CKOPOCTWM OKasaHwusa ycnyr Al-cepBMcoM BceM noTpebuTtenam (uMnu
rpynne notpebutenei) Unu yeennueHne 3aTpaTt Ha 3KCNAyaTauuio M3-3a neperpysku Al-cepeuca Mnu
MO[JeNM 3anpocamu

MRQ4-1 MexaHM3Mbl 06paboOTKM BXOAHbBIX AAHHbIX
OocTynHoCTb
PredAl n GenAl

Bnageneu uHGpacTpyKTYphl pazMeLleHns, NogKIYEeHWa U NPeocTaBNeHusa KOHTEHTa
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M08. WMcuepnanume numutoB uHTerpaumm (DoW) us-za oTcyTcTBUA eguHOro
KOHTPO/A 3anpocoB Ha YPOBHE MOgenu

HanpaBneHme YypesmMepHoOro Konu4yectBa 3anpocoB OT WMHTEerpauuMn K ™Moaenn, 4Yto npuBoguvT K
NOBbILLWEHHOMY UCNOJIb30OBAHWUKO TOKEHOB U TIMMUTOB

MpekpaweHne paboTbl MHTErpaunM UK yBenuMuyeHMe 3aTpaT Ha SKCNyaTauuio
MR04-1 MexaHu3aMbl 06paboTKK BXOAHbIX AaHHbIX

OoctynHocTb

GenAl

Bnageney, MHGpPacTpyKTYpPhl pazMeLleHns, NOAKIIOUEHUA U NPefoCTaBNeHUA KOHTEHTa

M09. O6xop BCTPOEHHbIX 3alUTHbLIX MEXaHU3IMOB MoOAenM B TOM uucne C
MCNONb30BaHUEM METOAOB COCTA3AaTE/IbHbIX aTaK U NPOMNT-aTakK

O6XO,D, BCTPOEHHbIX 3alMTHbIX MEXaHM3MOB MOogenn UMnnm MexaHM3amMoB, OCHOBAHHbIX Ha TeXHONOrmax
MCKYCCTBEHHOIO MHTENNEKTa

HEKODDEKTHOE nnn HepgeknapupoesaHHOe noBegeHne Mmogenn

MRQ4-1 MexaHn3aMbl 06paboTKM BXOAHbIX AaHHbIX

IR0O6 Open-source Mogenu
KoHduraeHUManbHOCTb, LEeNOCTHOCTb, AOCTYMHOCTD
PredAl n GenAl

Pa3paboTumMk Mopenu

Bnapeneu MHbpacTpyKTypbl pa3MeLleHns, NOAKIYEHWMA U NPeaoCTaBNeHNa KOHTEHTa

M10. YTeuka nHpopmaumm o mogenm

McnonbsoBaHWe pasnuMuHbiXx MeTOAOB  (HanpuMep, NOBTOPSIOWMXCS 3anpocoB  WAM - aHanuaa
LOKYMeHTauum u ¢ainoB MOOenu, pasMelleHHbIX B OTKPbLITbIX WMCTOYHMKAx) AM8 MonyyeHus
WHbopMaLMK O Mogenun, eé OHTONOrMK, CeMENCTBE MOMENMU, rpaHuLax NPMHMMaeMblX pelleHuH, a
Tak)Xe 0 CBA3aHHbIX apTedakTax, TaKMX Kak AaHHble, NporpaMMHoe obecnevyeHune U MHbpacTpyKTypa

YTeuka KOHd)VI,D,EHLI,MaﬂbHOI;I VIH(I)ODMELI,MI/I, obnerueHue npoeepeHMA COCTA3aTeNbHbIX M NPOMNT-aTakK

MRQO4-2 MexaHMU3Mbl 0BPabOTKM BLIXOOHLIX AaHHbIX, IRQ7 Mopgenb, pasMeleHHana B OTKPbITbIX
MCTOMHMKAX
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KoHbuaeHumansHOCTb

PredAl n GenAl

Bnapeneu nHdpacTpyKTYpbl pasMellleHns, NOAKAKYEHUS M NpefoCTaBNeHMs KOHTeHTa

M11. YTeukn koHdupgeHuuanbHou uHpopMauuu u3 poobyuyeHHOM Mopgenu unm
LoRA

WMcnonb3oBaHue cneunanbHO noAobpaHHbiX  BXOOHbIX [AaHHbIX  (HanpuMmep, C  TexHWMKaMu
MKenbpenKoB) ONS W3BNeYeHus KOoHdMAeHUManbHoM MHpopmMaumn us goobydyeHHOW Mogenu Wau
LoRA

YTeuka KOHGMAEHUMaNbHOW MHpOopMaLMn

MRQ4-2 MexaHn3Mbl 06paboTKM BbIXOOHbIX AaHHbIX
KoHduraeHUManbHOCTb

GenAl

PazpaboTunk Mopenu; snapeney, MHbPacTPYKTYpPhLl pasMelleHns, NOAKIUYEeHUa U NpefocTaBneHums
KOHTEHTa

M12. dkchpunbTpaumsa, MHBEPCUA UK PeBepPC-UHXUHUPUHI MOpenun

OTnpaBKka MHOrOKpaTHbIX 3aMpocoB K mMopenu depes APl pocTyma K Mopenu, aHanus W M3y4deHue
OTBETOEB [N co3aaHua  ¢GYHKLMOHANbHOM KOMMM  MOGenu, BOCCO34alolel nosedeHMe W
bYHKLMOHANBHOCTL LeneBon mogeny Ges npAMOro gocTyna K e€ apxuTekType unm obyyarolmm
AaHHbIM, peanusaunsa atak uHeepcum (Invert ML Model) unu nssneuennsa (Extract ML Model) mogenn

Kpayka Mogenu, cosgaHMe TeHEeBOW Mogenu
MR0Q4-2 MexaHn3mMbl 06paboTKM BbIXOOHbIX AaHHbIX
KoHbuaeHumanbHOCTb

PredAl

Brnageneu uHbpacTpyKTYpbl pasMeLleHns, NOAKIIOYEHUA U NPeocTaBeHusa KOHTEHTa

M13. SkchunbTpauma paHHbIX

OTnpaBka MHOTOKpaTHBIX 3anpocoB K Mogenu yepe3 APl goctyna K Mopenwu, aHanus OTBeTOB [/
M3BNeYeHUs KOHGUOEHUMANLHOW WHbopMauMM WM oByyaloWwmMx [aHHbIX, peanu3aums aTak Ha
onpepgenexue npuHagnexxHocty gaHHblx (Infer Training Data Membership)
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[MNocnencTens
BoccraHoBneHne dparmMeHTOB obyualolwmMx [[aHHbIX, KOTOpble MOryT BKIOYaTh
KOHdUOEHLUWaNnbHyO MHbOPMaLUIO

Ob6beKT BO3a0encTBUS
MRQ4-2 MexaHn3Mbl 06paboTKW BbIXOOHbIX AaHHbIX

HapyliaemMoe cBOMCTBO
KoHduaeHuManbHOCTb

Buabl Mogenen, NoaBepXeHHbIX yrpose
PredAl n GenAl

Jlvua, oTBETCTBEHHbIE 338 MUTUTALMIO Y PO3bl
Bnageneu HGpacTpyKTYphl pasMeLleHns, NOAKIIOUEHUA U NPefoCTaBNeHUA KOHTEHTa

Mau

nnn
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Vrpoabl, CBA3aHHbIE€ C NPUTOXKEHUAMMUN

AppO01. Owmnbkn B NpoeKTUPOBaAHMU, UCNO/Nb30OBaHUe Hebe3onacHbIX UHTerpauuin
KOMMOHEHTOB

VicnonbsoBaHue Hebe3onacHbIX MHTerpauuit dyHKLMOHANbHbIX KOMNOHEHTOB (HanpuMmep, Al-areHTos,
bYHKLUMIA, NNarmHoB) NPUIOXKEHWIN, B TOM YMCNE OTCYTCTBME MNPOBEPKW BCEX BXOAHbIX/BbIXOAHbIX
[aHHbIX, MCNonb3oBaHKe HebesonacHbix API, oTcyTcTBMe WwWndpoBaHWA AaHHbIX B NPoLEecce nepeaayu,
HEKOPPEKTHAas HacTpoMKa Npas focTyna

YTeUukn KoHbMaeHUWanbHOW WHOOPMAaUWK, HapylleHMe OOCTYMHOCTM, HapyllueHue LenoCTHOCTH
OTBETOB UNU NpeacKasaHWii, HEKOPPEKTHOE UMK HeeKNapupoBaHHOe NoBeaeHWe Moaenn

ARO1 MpunoxeHue
KoHbupeHUuMansHOCTb, LeNOCTHOCTb, OOCTYNHOCTD
PredAl n GenAl

Bnapeney npunoxeHus

App02. O6xop MexaHM3MoB 06paboTKM BXOAHbIX/BbIXOAHBIX  AAHHbIX,
peannsyeMbiX Ha YPOBHE MPUIOXKEHUA

ObHapyxeHue cnocobos obxoda WM HapyweHua paboTbl MexaHW3MOB 0BpPaboTKM BXOOHbLIX WK
BbIXOAHbIX AaHHbIX, BK/OYas MexaHWM3Mbl CaHWTM3auuK, BanngaumMm 1 dunbTpaumMu. 3TO NO3BONAET
BHEOpPATb BPeOOoHOCHbIE JaHHble, MaHWMNyIMpoBaTh pe3ynbTataMum nnm nosyvaTb
HECAaHKLWOHMPOBAHHbLIA  JOCTYN K  MHpopMaumu. Yrposa cBsizaHa C  OTCYTCTBMEM WK
HEOOCTAaTOYHOCTBI MEexaHM3MOB 00paboTKM  BXOAHbLIX/BBIXOAHBIX [AaHHbBIX, Peann30BaHHbIX B
NPUNONKEHUM

YTeukn KOoHdpuAeHUManbHOM WHpOpMauMK, HapylleHue [OCTYMNHOCTM, HapylieHWEe LeNOCTHOCTK
OTBETOB WKW NPeACcKasaHWi, HEKOPPEKTHOE UKW HeaeKIapuMpoBaHHOe NoOBeaeHe MOgenu

ARO5-1 MexaHnambl 06paboTKK BXOOHbIX AaHHbIX, AR05-2 MexaHu3Mbl 06paboTKM BbIXOAHbIX OaHHbIX
KoHbuaeHUManbHOCTb, LEOCTHOCTb, OOCTYNHOCTb
PredAl n GenAl

Bnapeneu, npunoxeHus
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AppO03. 3arpyska BpegoHocHoro nporpaMmHoro obecneuenus (BMO) nz BHewHnx
ncTtouHnkos (UHTepHeT)

McnonbsoBaHKWe cneumanbHO CO34aHHbBIX MCTOYHMKOB AaHHbIX (B TOM Yncie bas aaHHbIX, PenosmTopues
Koga unu Beb-calToB), Ha KOTOPLIX PasMelaeTca BPEfOHOCHbIM Kof. Bo3MoxHa peanvsauus B
YCNOBWMAX HaAMYMA GYHKLIMOHANa NoOUCKa No BHELWHWM UCTOYHMKAM U BbINO/THEHUA KOAa

BbimonHeHMe BpPeOoOHOCHOM HarpyskW, KOTopas MOXeT MnoBNevb [JajibHelwue HapylleHus
B6esonacHoOCTH

ARQ4-1 BHeWHME UCTOUHMKM aaHHbiX, ARD2 Al-arentol, ARO3 OyHKUMHK
KoHduaeHUManbHOCTb, LENOCTHOCTb, OCTYMHOCTb
GenAl

Bnapeneu, npunoxeHus

App04. 3arpyzka oTpaBfeHHbIX AaHHbIX U3 BHEWHUX UCTOUHUKOB (VIHTepHeT)

Mcnonb3soBaHue cneuManbHO CO34aHHbIX MCTOMHWKOB AaHHbIX (B TOM uucne 6a3 paHHbIX MM Beb-
CalTOB), Ha KOTOPbLIX pasMelleHbl faHHble (palnbl, TeKCT, MynbTUMEaMna), CoaepXaliue Henpamble
MPOMNT-UHBbEKLMWN. BO3MOXHa peanvsauma B yCAoBMAX HanuuMa GyHKLMOHAaNa nomcka no BHEWHWUM
WCTOYHMKaM

YTeukn KOHdpUAeHUManbHOW WHpopMaLmMK, HapyleHue [OCTYNHOCTM, HapyleHWe LenoCTHOCTH
OTBETOB UMW NPeACcKasaHui, HeKOPPEKTHOE MW HepeKTapupoBaHHoe NoOBeeHe MOLenu

ARQ4-1 BHeWwHMe UCTOUHMKM gaHHbix, ARD2 Al-areHTol, ARO3 DyHKUMHK
KoHbuaeHUManbHOCTb, LEOCTHOCTb, OOCTYNHOCTb
GenAl

Bnapenev, npunoxeHus

App05. BHegpeHne HenpsaMbIX NPOMNT-UHBEKUUU BO BHYTPEHHUE UCTOYHUKMU (B
T.4. Bl RAG)

Mcnone3oBaHue cneuuanbHo FIO,D,O6paHHbIX BXOAHbIX OdHHbIX ONA BHegpeHWA HenpaMbiIX NpoOMNOT-
MHbEKLI,I/IH BO BHYTPEHHUE UCTOYHUKKW. BO3MOXHa peanu3aumnsa B YCNOBUSX COXPaAHEHMA Pe3y/bTaToB
O6p360TKM AdHHbIX MOOeNnblko BO BHYTPEHHNE MCTOYHUKHU

YTeukn KOHdpUAeHUManbHOW WHpopMaLmMK, HapyleHue [OCTYNHOCTM, HapyleHWe LenoCTHOCTH
OTBETOB WNW NPeACcKasaHWi, HEKOPPEKTHOE UMW HeQeK1apMpPOBaHHOE NOBegeHUe MOgenu
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ARQ4-2 BHyTpeHHMe UcToYHWKKM faHHbiX (B, B T.4. RAG)
KoHduraeHUManbHOCTb, LEeNOCTHOCTb, AOCTYNHOCTb
GenAl

Bnapeneu, npunoxeHus

App06. YTeuku nHdpopMauum n3 BHyTPeHHUX UCTOUHUKOB (B T.4. B1 RAG)

Mcnonb3oBaHue cneuuanbHO MNogoBpaHHbIX  BXOAHBLIX  OaHHbIX  (HanpuMmep, ¢ TeXHUKaMu
[XXeNnbpenKoB) AN U3BIeYeHUs KOHOUAEHLWaNbHON MHPOPMAaLIMK M3 BHYTPEHHMX MCTOYHWKOB (B T.4.
B RAG)

YTeuka KoHbUAeHUWanbLHOM MHbopMaumm

ARQ4-2 BHyTpeHHWe UcToYHKMKKM faHHbix (B, B T.4. RAG)
KoHdbupeHumansHoCcTb

GenAl

Bnapeney npunoxeHus

AppO07. BoinonHeHue BPpefoHOCHbIX MHCTPYKLMIA, CO3AaHHbIX MOAENbIO

Wcnonb3zoeaHue cneuManbHo NofobpaHHbIX BXOOHBIX AaHHbIX ona GOpMMPOBaHMA BPEAOHOCHLIX
WHCTPYKLUWI, HanpaBnseMbiX BO BHYTPEHHME UCTOYHUKM (B T.4. B Bl SQL). BoazmoxHa peanvsaumnsa B
yCcnoBusax ¢opMMPOBaHWA MOAENbHO 3aMPOCOB KO BHYTPEHHMM UCTOYHMKAM

HecaHKuMoHMpOBaHHaA MOAUMDUKALMA MW YHUUTOXEHWE MHDOPMaLMM BO BHYTPEHHUX MCTOYHMKAX,
yTeuka KoHbuaeHUnansHon nHbopmaumm

ARQ4-2 BHyTpeHHWe NCTOYHKMKKM faHHbIX (B, B T.4. RAG)
KoHdunaeHUMansHOCTb, LeNnocTHOCTb
GenAl

Bnapenev, npunoxeHus

App08. Peanuzaumsa npaMbiX MPOMNT-UHBEKLUMUWA MU3-3a OTCYTCTBUA KOHTpPOANA
BXOAHBbIX AAHHBIX

Mcnonb3oeaHue cneymnanbHoO I'IO,D,OGDE!HHI:IX BXOOHbIX OaHHbIX ANnAa npoeefeHra NpoOMNT-aTtaxK
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[MNocnencTens
HekoppeKTHOE WNM HeOoeKnapupoBaHHOe MOBeAgHMe Mofdenu, yTeuka KOHdUOeHLManbLHOM
mHdopmaumm

Ob6beKT BO3a0encTBUS
ARO5-1 MexaHu3Mbl 06paboTKK BXOAHbBIX OaHHbIX

HapyliaemMoe cBOMCTBO
KoHduaeHUManbHOCTb, LENOCTHOCTb, OCTYMHOCTb

Buobl Mogenen, NnogBepXKeHHbIX yrpo3e
GenAl

Jlua, oTBeTCTBEHHbIE 338 MUTUraLMIO YrPo3bl
Bnapeneu, npunoxeHus

App09. HapyweHue poctynHoctu (DoS/DoW) unterpauum

OnwucaHue

Mcnonb3oBaHue cneuumanbHO NogobpaHHbIX BXOOHbLIX JaHHbIX MM YPe3MEepPHOro KoNM4YecTea 3arnpocoB
OT MHTEerpauum K MoJgenu, 4yto npueogut K DoS mMHTerpauMm unu nNOBbILLEHHOMY WMCMAONIb30BAHUKD
TOKEHOoB 1 numMmmuToB DoW

[MocnencTBma
MpekpaweHe UNK CHUKEHME CKOPOCTM OKa3aHMa YCNyr MHTerpaumm ¢ Al-cepB1McoM UK yBenYeHne
3aTpaT Ha 3KCNyaTauuio MHTerpaumm

Ob6beKkT BO30ENCTBUA
AROQO5-1 MexaHu3Mbl 06paboTKKM BXOAHbIX OaHHbIX

Hapywaemoe ceBoOMCTBO
OoctynHocTb

Buabl Mogenen, nogBep>XXeHHbIX yrpo3se
PredAl n GenAl

ﬂmua, OTBETCTBEHHbIe 3a MUTUIaUUI0 Yrpo3bl
Bnapenev, npunoxeHus

App10. HapyweHune noruku BbINONHEHWUA 3apa4Yn U3-3a OTCYTCTBUMA KOHTpPOAsA
BXOAHBIX AAHHbIX

OnwucaHune

Mcnonb3zoBaHue cneuuanbHo NoaobpaHHbIX BXOOHbLIX OaHHbIX (COCTA3aTeNbHbIX artak WAM NPOMAT-
aTaK), uTobbl OBOWMTU MHCTPYKL MK, 3aN0XMEHHbIE B CUCTEMHOM MPOMMTE, OrPaHUYEHUA WUAW WUHbIE
CUCTEMHbIE HAaCTPOMNKM

[MocnencTBma
M3MeHeHMe Normkn pyHKLMOHMPOBaHWSA, BLIMOMNHEHWE HEAEKNapUPOBaHHbIX e UCTBUI, KOTOpPbIe Bbin
ABHO 3anpeLleHbl UK He Npefnonarannch Npu paspaboTke

ObbeKT BO3AeNCTBUSA
AROQ5-1 MexaHKaMbl 06paboTKKM BXOAHbBIX OaHHbIX

HapyliaemMoe cBOMCTBO
OoctynHocTb

Buobl Mogenen, NnoaBepXeHHbIX yrpose
PredAl n GenAl

Jlnua, oTBETCTBEHHbIE 3@ MUTUIaL MO YrPo3bl
Bnapeneu, npunoxeHus
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App11. VYTeuka uHPOpMaUMM O CUCTEMHOM TMPOMMNTE M3-3a HEKOPPEKTHOMU
0bpaboTKM BbIXOAHDBIX AAHHbIX

Mcnonb3oBaHue cneymanbHO I'IO,D,O6|DEIHHI:|IX BXOOHbIX AaHHbIX pONna nonydeHuA I/IHdDOpMaLI,I/IH ob
Mncnosb3yemMoMm CMCTEMHOM rnpomnTte

YTeuka KoHbMaeHUWansHoM nHdopMaummn, obneryeHne nposegeHMa NPOMNT aTak
AROQ5-2 MexaHn3aMbl 06paboTKK BbIXOAHbIX AaHHbIX

KoHduaeHuManbHOCTb

GenAl

Bnapeneu, npunoxeHus

App12. ToKcMuHan N1 BpeaoHOCHaA FreHepaLua U3-3a HEKOPPEeKTHON 06paboTku
BbIXOAHbIX AAaHHbIX

Vicnonb3oBaHue crneunanbHO NofobpaHHbIX BXOAHbIX OAHHBIX 4NA NOMYYeHUs TOKCMUYHOM reHepaunm
(npoTuBOpeYallel 3aKoHOAATE/IbHBIM M MOPasibHO-3TUYECKUM HOPMaM) UMW BPeAOoHOCHOW reHepaumm
(onacHble UHCTPYKUWKW, MHCTPYKLMK NO NOAroToBke KnbepnpecTynneHunin, reHepaunn BpefoHOCHOr O
KoAa, yA3BMMOro Koga)

HekoppeKTHOe WK HeQeKNapupoBaHHOE NOBEAEHME NPUIOXKEHME BCNeACTBUE reHepaunin MOgenu
ARQ5-2 MexaHM3Mbl 06paboTKK BbIXOAHbLIX AaHHbIX

LlenocTHOCTb, AOCTOBEPHOCTb

GenAl

Bnapeneu, npunoxeHus

App13. BeiBop nHpopmauum o cpepe

Mcnonb3zoBaHue cneumanbHO noaobpaHHbIX BXOAHbLIX AaHHbIX A8 NOAy4YeHWs WHpopMaumm o
KOHQUIypaLmMm CUCTEMbI, BHYTPEHHMX Npoueccax, API-knoyax, Bepcuax NporpaMMHoro obecneyeHuns
WKW OPYrux aeTansax, KoTopble MOryT ObiTb MCNONb30BaHbI ANA AaNbHENLWNX aTak

YTeuka KoHbUaeHUManbHon nHpopmaumm, obrneryeHmne npoeeneHus Kmbeparak
AROQ2 Al-arenTb, ARO3 DyHKLMK

KoHbuaeHumanbHOCTb
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Buabl Mogenen, noaBep>XXeHHbIX yrpose
GenAl

ﬂmua, OTBETCTBEHHbIe 3a MUTUIaUUI0 Yrpo3bl
Bnapenev, npunoxeHus

App14. ABTOMaTUUYECKOE pacnpocTpaHeHue BPefoHOCHON MHCTPYKLUMU Ha papyrue
NPUIOXKeHUA

OnwucaHue

Mcnonb3oBaHue cneumanbHo nogobpaHHbIX BXOOHbIX DaHHbIX onsa peanusauum
CaMOBOCMPOM3BOAALIMXCA NPOMNT-atak. Yrposa MoxeT DbliTb peanu3oBaHa B C/iydae COXpaHeHus
pe3ynbTaToB 06paboTKKM AaHHbIX BO BHYTPEHHME WUCTOYHMKM (B TOM umcne Ha Basze RAG) unu npu
nepepaye pe3ynbTatoB 0bpaboTKM OaHHbIX B OpPYrue npuioxeHmns

[TocnepnctBMA
Peanuzauum knbepaTtak Ha gpyrve NpuioXKeHus, BbiNONHEHWE BPeAOHOCHOW Harpysku (BpeaoHOCHble
3aMpochl PAacnpoCTPaHAIOTCA Ha APYrMe MOLEM MU MPUNOKEHWS)

ObbeKT BO3oencTBms
ARQ2 Al-arenTo, ARO3 DyHKLMK

Hapylaemoe ceoncTBO
HocTtynHocTb

Buabl Mopoenen, NoaBepXeHHbIX yrpose
GenAl

JlMua, oTBeTCTBEHHbIE 38 MUTUIaL MO YrPo3bl
Bnapeneu, npunoxeHus
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Yrpo3sbl, cBA3aHHbIe ¢ Al-areHTaMmn

AgO01. Owunbku B npoekTUpoBaHUM Al-areHTOB U MyNIbTUAreHTHbIX CUCTEM

Vicnonb3oBaHue Hebe3zonacHbiX MHTerpauuii Al-areHToB, GyHKLWIA WU NNarmHos, UCNosb3yemMblix Al-
areHTamMu, B TOM 4MCNE OTCYTCTBME MPOBEPKM BCEX BXOOHbIX/BbIXOAHbLIX/MPOMENKYTOUHbIX LIAros
BbINOSTHEHUA, HEKOPPEKTHAaA HacTpoMKa Npas AoCTyna

YTeukn KOHdpMAeHUMaNbHOW WHpOpMaLKMK, HapylleHWe AOCTYNHOCTM, HapylleHUe LLeNoCTHOCTH
BbIMOSTHEHWS 3303y, HEeKOPPEKTHOE WNW HeoeKnapupoBaHHoe noBeAgHne Al-areHToB  Wnu
MYNbTHUAreHTHbIX CUCTEM

ARO2 Al-areHThi
KoHduagHUManbHOCTb, LENOCTHOCTb, OOCTYNHOCTD
GenAl

Bnapeneu, npunoxeHus

Ag02. BpepoHocHble reHepauum B oTBeTe Al-areHTa Ha 3anpoc nonb3oBarensa

Mcnonb3oBaHWe cneumanbHoO FIO,D,O6paHHbIX BXOOHbIX [OaHHbIX [Ona redHepaudl TOKCUYHOro WM
BpPegOHOCHOIro oTeeTa

HekoppeKTHOE UMK HeaeKNapMpoBaHHoe noBegeHne Al-areHTa BcneacTeue reHepaumnin Mogenu, puck
penyTauuoHHOro yuwepba

ARQ2 Al-areHThl
[ocTtoBepHOCTb
GenAl

Bnapeney npunoxeHus

Ag03. OrtnpaBka uHpopmaumm u3 cpepgbl McnonHeHMa o¢yHKUuMU Al-areHTa
(nencTBMIA) Ha BHeLLHME pecypchbl

McnonbsoBaHue cneumnanbHO NogobpaHHbIX BXOOHbBIX AaHHbIX 4N Bbl3oBa GYHKUWK 4NA pasMeLleHma
Ha BHELWHMX pecypcax KoHbMaeHUManbHOW nHGopMaunm (B TOM UMCe 3HaUYEHUI NepeMeHHbIX cpeabl)

YTeuka KoHdMOEHUMaNbHbIX AaHHbIX, COAEPXaLUXCA B CPefe UCNONMHeHus, obneryeHue nposeaeHus
knbepaTtak

ARQ2 Al-areHTbl
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KoHbuaeHumansHOCTb
GenAl

Bnapeney npunoxeHus

Ag04. Ypanenune unu mogudukauua dannos B cpege ucnonHenusa eyHkuminm Al-
areHTa (aencTeuMn)

Mcnonb3oBaHue cneumanbHO nogobpaHHbIX BXOOHbLIX AaHHbIX 018 Bbi3oBa QYHKLUWMK, YOANAOWMX WK
MoaudULMPYOLLKX dainbl, OCTYMNHbIE B cpeae UCMNoNHEHWS

HapyleHune LenoCTHOCTM OaHHbIX, COAEPKALLMXCA B CPeAe UCNOMHEHMA
ARO2 Al-areHTtnl

LlenocTHOCTb

GenAl

Bnapeney npunoxeHus

Ag05. PasmelwieHune B cpeae ucnonHeHus ¢yHkuuii Al-areHra (aeiicteuin) ¢painnos
c BMO, nony4yeHHBbIX C BHELWWHUX pecypCcoB

Mcnonb3oBaHue cneumanbHO NoaobpaHHbIX BXOOHbLIX AaHHbIX 18 Bbi30Ba GYHKLMK (3arpyatolmx 13
BHELIHWUX WCTOYHWUKOB dannel BMNO W ucnonHawWKMX ero), NogMeHa NeruTUMHLIX PecypcoB WK
BHegpeHue BI1O Bo BHeLWHWE pecypcbl, MICMONb3yemble Al-areHTamMu

BbinonHeHMe BpeooOHOCHOW Harpysku, KOTOpas MOXeT nMoBneyb JanbHenlue HapylueHus
Be3onacHocTH

ARO2 Al-areHThi
KoHduagHUManbHOCTb, LENOCTHOCTb, OOCTYNHOCTh
GenAl

Bnapeneu, npunoxeHus

Ag06. HapyweHue poctynHoctu (DoS/DoW) cpepbl ucnonHeHus Al-areHTa (B T.u.
byHKUMN)

Mcnone3oBaHue cneunanbHoO I"IO,EI,OGpaHHbIX BXOOHbIX OaHHbIX Ond  MCNoNHeHWA d)yHKLI,VIl‘/‘h
ﬂOTDE6ﬂF|I-OLLI,I/IX M36bITOYHOE KOTMYECTBO pecypcoB Ccpeabl MCNOTHEHWA
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MpekpaleHne UM CHUXEHWE CKOPOCTU OKazaHus ycnyr Al-areHToM/NpunosxeHueM unm yeenmyeHue
3aTpaT Ha aKcnnayaTaumio

ARQ2 Al-areHTbl
OoctynHocTb
GenAl

Bnapeneu, npunoxeHus

Ag07. YTeuka uHpopMauumn o6 apxuTeKType MyNnbTUAreHTHOU CUCTEMbl uepes
MHTepdeUchl NONb30BaTENIbCKOro BBOAA

Mcnonb3oBaHue cneuManbHO NoO0BpaHHbIX BXOAHbIX [OaHHbIX ONA WM3BNedyeHua WHboOpMauuM o
MyNbTUAreHTHoOM cucTeme (BK/oYan ee apxMTeKkTypy, COCTaBs, npasuna B3aMMOOeNCTENA) N3 OTBETOB
Al-areHTa

HapyweHue KoHbMAEHUMANbHOCTU COCTaBa MynbTHMareHTHOM CUCTEMbI M YCTPOWCTBA B3aMMOOENCTBMA
mMexay Al-areHTamMu B MyNbTUareHTHoOM cucTeMe, obneryeHme npoeeaeHns KnbepaTak

ARQ2 Al-areHTbl
KoHbuaeHumanbsHOCTb
GenAl

Bnapenev, npunoxeHus

Ag08. MNepepaua ppyromy Al-areHTy NnoXHoW uMHPOpMaUUM B MYyNbTUAreHTHOM
cucteme

McnonbzoBaHue cneunanbHo noaobpaHHbIX BXOAHbIX AaHHbIX 08 MOAWGUKALMKU WU WUCKaXKeHWUs
CeMaHTMYeCKOM COCTaBNAaLWMA MHdopMaLnK, NnepeaasaeMon Al-areHToM B paMKax My/ibTUAreHTHOM
CNCTEMDI

HapylieHve B3avMogencTBua W Koonepauuu Al-areHToB, HapylleHve pabovero npouecca
NPUNOMEHUA UK MYNbTUAreHTHOM CUCTEMBI

ARO2 Al-areHThl
LlenocTtHoCTb

GenAl
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Bnapeneu, npunoxeHus

Ag09. HapyweHue uenu gpyroro Al-areHTa npu KoonepatTMuBHOM B3aMMOJENCTBUM
B MyNIbTUAreHTHOU cUCTeMe

Wcnonb3zoBaHue cneunanbHo nogobpaHHbIX BXOAHbLIX OaHHbIX AN MoguduKaumu uenu gpyroro Al-
AareHTa B My/lbTMareHTHOM CUCTEME NyTEM nepefayr 3anpoca ¢ NPOMNIT-aTaKoM

HapyweHue B3aMMOOEWCTBMA WM Koonepauuu Al-areHToB, HapylweHue pabouyero npouecca
NPUNOXKEHWA UM MYNbTUAreHTHON CUCTEMBI

ARO2 Al-areHTn
LlenocTtHOCTb
GenAl

Bnapeneu, npunoxeHus

Ag10. PacnpoctpaHeHue npoMmnT-aTakm no Al-areHTamMm B My/nbTUAareHTHOM
cucteMme pgna ycuneHus ee agpdekra

Mcnonb3oBaHue cneumanbHO I'IO,D,OGDEIHHIJIX BXOOHbIX OaHHbIX ONnA pacnpoCcTpaHeHWAa NpoOMNT-aTtak B
MyﬂbTVIaI'eHTHOl:I cucrteme

PEICI'IDOCTDEIHEHMH B MyﬂbTMaFeHTHOﬁ CUCTEME NPOMNT-aTaKW, MMEDMEﬁ uenbd BO3HMKHOBEHWE
Pa3nNn4YHbIX HEMATUBHbIX I'IOCJ'Ie,El,CTBMﬁ

ARO2 Al-areHThi
KoHduaeHUManbHOCTb, LENOCTHOCTb, OCTYMHOCTb
GenAl

Bnapeneu, npunoxeHus

Ag11. HapyweHue pabouero npouecca npunoxeHuna, peanusyowein Al-areHTa

McnonbsoBaHue cneumanbHo noaobpaHHbIX BXOAHbLIX OaHHbIX ANA MogMOUKaLMKM M UCKaKeHWs
CEeMaHTHMYeCKOW cocTaBnaLWern MHbopMaLlmn, CTRYKTYPLI MNK dopmMaTta e npeactaBneHus Al-areHTom

NckaxeHne pesynbTaToB paboThl, HapyLeHWe OCTYMHOCTU NPUIIOXKeHUs, peanuayiowen Al-areqTa

ARO2 Al-areHThi
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LlenocTHoOCTH, LOCTYMHOCTb
GenAl

Bnapeney npunoxeHus

Ag12. YTteuka uHdopmaumm o uenu, ¢yHKUMUAX, COQEPHMMOM NaAMATU UK
MHCTPYKLUAX MEeXaHU3Ma nnaHupoBaHua Al-areHTa

Mcnonb3soBaHue cneumancHo nogobpaHHbIX BXOAHbIX AaHHbIX 4718 NofyvyeHnsa MHGopMaLmnK, CBA3aHHOM
¢ Al-areHToM, B TOM YKcne O ero uenu, onnucaHum GyHKUMA, MHCTPYKLKWAX MeXaHU3Ma NNaHupoBaHus,
COOEPXMMOro NamaTK

HapyweHne KoHdMAEHUMANbHOCTH Lienn, onmMcaHus GyHKLUMK, COOEPXMMOro NaMaTH MM MHCTPYKLMK
MexaHu3Ma nnaHuposBaHMa Al-areHTa

ARQ2 Al-areHTbi
KoHdunaeHumanbHoCcTb
GenAl

Bnapeney npunoxeHus
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MaTepuanbl, ncnoJZib3oBaHHbIE NPU NOAroTOBKE
1. OWASP Top-10 LLM 2025

OWASP Top-10 Machine Learning Security

OWASP Al Security Solutions Landscape

OWASP Agentic Threats Taxonomy (draft)

OWASP Al Exchange 4.5

MITRE ATT&CK

MITRE ATLAS

Google SAIF (Secure Al Framework)

© @ N o oW N

10. AWS Generative Al Security Scoping Matrix

NIST Adversarial Machine Learning: A Taxonomy and Terminology of Attacks and Mitigations

36



		2025-04-20T09:59:08-0400
	Jeffrey S Bardin




